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1 Introduction

This manual is intended for installation, configuration and use of Alleantia’s IOT SCADA Software (product
codes ISS_YY) on hardware with Windows OS. If the system comes already pre-installed on loT gateway
hardware (appliance), go to Paragraph 4.4.

ISC web software is a monitoring system of operational parameters of plants, machines and industrial
equipment, with additional functions as creation of alarms, synoptic, sending instant messages (email, sms)
for alarms, data export to Excel, creation of graphs, etc.

In addition, if the system has optional plug-ins, it is able to send data to third party applications both on
premise and on cloud is configured with: SQL, Rest API, IOT HUB AZURE, Dropbox, etc.

Finally, there are optional modules available:

* Energy Pack - application to monitor energy production in solar PV plants and energy usage from many
meters;

* Machining Pack - application to control and account for the energy usage in production and operations of
machine tools, combined with energy meter (Energy KIT).

For further details on these optional modules, please, refer to the user manuals, available at
www.alleantia.com on Technical Documents page.
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2 10T SCADA software

2.1 General characteristics

The Alleantia ISC software license can be purchased and installed on a PC or a gateway with proper
specifications on WINDOWS operating system, or it can be purchased already embedded on specific hardware
(gateway DELL EG5000, Advantech UTX 3115, ISS Alleantia, etc.).

The last one is IOT Scada Server ISS (AL-ISS-XXX-YY products class).
There are different versions of software license depending on the following parameters:

1. Number of devices to connect to the software for monitoring and supervision;
2. Number of variables to read.

For example, the ISC 4 license (AL-ISC-4 product code) from the different connected devices allows to
monitor up to 4 devices and 200 variables.

The variables are to be considered as the monitored values: speed, temperature, power, voltage, etc.

Recommended system requirements (hardware) to install the license:
*  Windows 10 loT 2016

* Processor 2 GB RAM

*  Memory 32G SSD (4 GB suggested)

For the licenses that allow to monitor a large number of devices and variables (more than 15 devices and 1500
variables), it is recommended to increase the processor and memory capacity to improve the data processing
capacity and system throughput.

The software works also on Windows 7 and Windows 10 but, in this case, the operating system requires more
hardware resources.

2.2 Models

As mentioned in the previous paragraph, different versions are available, according to the variables and
monitored devices.

Code N°Variables N°Devices
AL-ISC-60 3000 60
AL-ISC-45 2250 45
AL-ISC-30 1500 30
AL-ISC-15 750 15
AL-ISC-7 350 7
AL-ISC-4 200 4
AL-ISC-2 100 2
AL-ISC-1 50 1

~N
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2 10T SCADA software

The devices include energy meters, PLC, CNC, inverter, etc.

The variables are the monitored values as speed, temperature, power, voltage, state, both cumulative alarms
and specific alarms, etc.

2.3 Software and Gateway

As mentioned in Paragraph 2.1, the software licence can be installed on industrial gateway, to be deployed
in plant, electric cabinet or machines, with various architectures, depending on the plant topology, number of
connected devices, networking requirements, etc.

On the market, there are diverse kinds of gateways with different configurations of the processors and disk
memory, with additional connection type (Wi-Fi, 3G, LAN), ports and inputs/outputs.

At the moment, Alleantia Srl certifies ISC software on the following devices:

1. ISS Alleantia: appliance equipped with analog and digital /0 terminal block. The documents can be
downloaded from Alleantia website.

2. DELL Edge Gateway 5000 (for further details, visit DELL site and see Annex A);

3. Advantech UTX 3115 (for further details, visit ADVANTECH site and see Annex B).

Before exploring installation and the functioning of the system, in the following section there are characteristics
related to the physical world, which are useful for loT Scada software use.

On the Alleantia web site the list of certified software is periodically updated.
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3 Physical world and loT

The software allows the user to immerse themselves into 0T world thanks to its various functionalities:
connections with the “physical” world, represented by plants, devices, probes in the field and besides monitoring
and managing the values, allows to connect the physical production systems and plants with different IT
systems and applications, on premise and on cloud.

The measured values can be sent, for example, to OneDrive, Dropbox and in SQL, Modbus or REST API
format vs. the most varied applications.

In this paragraph, there are some concepts and a short overview of the values, read by the system and related
to the “physical” world.

3.1 Analog inputs

The analog inputs are available on the hardware with the installed software, or remote expansion 1/0 modules,
connected through available ports, which are used for the acquisition of voltage signals (0-10 V) or current
(up to 20 mA).

All probes and sensors data will be displayed from the system in individual channels.

See the technical data sheet and user manuals of the used hardware and/or |/0 expansion, for the types of
inputs and outputs, and connect only supported ones, to avoid damaging the hardware.

3.2 Digital inputs

Usually, in the gateways and the 1/0 expansions, DC voltage from the physical world is interpreted as a valid
signal that activates the input.

See the technical data sheet and user manuals of the used hardware and 1/0 expansion, for the types of
inputs and outputs, and connect only supported ones, otherwise the hardware can be damaged.

3.3 Ethernet ports

When one or more Ethernet ports are available, it is possible to integrate the gateway into a network architecture
and make it “visible” to other systems, after assigning an IP by the network operator.

Furthermore, this port is also used for connection of machines/devices in the field (PLC, CNC, etc.). See
on www.alleantia.com site the library of products supported by Alleantia, also the drivers can be found there.

All the gateways, certified by Alleantia, are equipped or can be equipped with dual LAN to address many
diverse networking requirements.

3.4 RS232/485 port

When this kind of ports is available, it is possible to connect systems that use RS232 or RS485 communication
protocols, usually Modbus protocols supported by the systems as inverters, energy meters, PLC, etc. See
on www.alleantia.com site the library of products supported by Alleantia, also the drivers can be found there.
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4 Access

4.1 First access to the software and related PC/gateway

To access the software you must first do some gateway installation, such as suitable electrical connection and
to connect mouse, keyboard and monitor.

When it is supplied with power (see gateway manual of the manufacturer and Annex), it can be switched on.

In the event that the device turns on automatically when supplied with power, it means that auto start and auto
off functions were activated in the BIOS.

Proceed with the following the steps:

1.

Ul b W

10

Connect the device to its electrical outlet (see gateway manual of the manufacturer and Annex), paying
attention to electrical protection.

Connect the monitor to the video output port on the gateway (see manual).

Connect a keyboard to the USB port on the gateway (see manual).

Connect a mouse to the USB port on the gateway (see manual).

Access to the desktop of Windows operating system and in the bottom right corner of the screen right click
on “Network and Internet”.
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4 Access

6. Select “Open Network and Sharing Center”.

Troubleshoot problems

Open Metwork and Sharing Center

7. A window will open: click “Ethernet” at the top right of the window.

%= Network and Sharing Center

A 55 » Control Panel » All Control Panel ltems » Network and Sharing Center

Control Panel Home
Change adapter settings

Change advanced sharing
settings

8. Click “Properties”.

MNetwork 2
Private network

View your active networks

Unidentified network

Public network

Change your networking settings

'ﬁ'k. Set up a new connection or network

HomeGroup:
Connections:

Access type:
Connections:

View your basic network information and set up connections

1et

Ready to create

[
w

Ethernet h

L]
™

Mo network access
Ethernet 3

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,

U Ethernet Status
General

Connection

IPv4 Connectivity:
IPvE Connectivity:

Media State:
Duration:
Speed:

Details...

Activity

al

E;Properﬁes

Sent L‘.

Internet

Mo network access
Enabled

05:01:05

1.0 Gbps

Received

<ol

W=

7.452.706

D Disable

75.798.793

Diagnose

Close
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4 Access

9. Select “Internet Protocol Version 4 (TCP/IPv4)”, then click “Properties”.

(EAOM IO CIEATE

# Qu, Ethernet Properties b a8
%
Networdng  Sharing
id Connect using:
tH r
@ Realtek PCle GBE Family Cortroller
Internet
This connection uses the following tems: Enabled
b % Client for Microsoft Networks A 05:01:54
o3} File and Prirter Jring for Microsoft Netwarks 1.0 Gbps
4B} 0105 Packet Scifiuler
i |ink-Layer Toy Dizcovery Responder
I eI PR TY PETE R, AT
M |riemet Protocol Version 4 (TCP/1Pwd)
- PEST—— = ra— S o .
< >
eceived
Install... Uninstall Properties
Description 5.500.692
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
I oK Canosl | [L__Clo=e I

10. The window with IP addresses will open. Type here the static IP address you wish to give to your
hardware gateway. If you don’'t know which IP address to set, ask your network administrator.

Fill in “Subnet mask”, “Default gateway”, “DNS” and other fields, to allow the device to access local
networks, internet, etc.
These addresses and parameters can be used, for example, to enable the system to send automatic

email notifications (e.g. alarms, reports, etc.), to view the software on smartphone and tablet, or for the
remote support.

Ry Mansete sraze, - .
d Internet Protocol Version 4 (TCP/IPvd) Properties * X F 1
*
General
‘You can get IF settings assigned automatically if your network supports
g this capability. Otherwise, you need to ask your network administrator |
for the appropriate IP settings.
Internet
(") Obtain an IP address automatically e gri access
(®) Use the following IP address: Crnaied
25 0 05:02:21
| iz = 19Z.168. 1 . 29
1 i 1.0 Gbpe
Subnet mask: 255 .255.255. 0
i Default gateway: 197 .168. 1 . 1
Obtain DMS server address automatically o B
(®) Use the following DNS server addresses: >
Preferred DNS server: B Hom B o Fs eceiived
Alternate DNS server: g B 4 09 £.301.045
utt
[ validate settings upon exit e
I Cancel I
ke Bricel [ Close
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4 Access

11. Check Use the following IP address, click Ok and close the window.

When the correct IP address is assigned to the device, it can be displayed on the client's network.

The addresses from the figure above can be modified by the corporate network administrator, in order to
assign correct addressing and network property, web access, etc.

In case of connection to multiple networks, make sure that the assigned IP addresses are compatible.
For example, connecting the device on the office PCs network may conflict with the IP of monitored
CNC/PLC. In such situation, assign a compatible IP also to the CNC or PLC, making choices both on
the CNC and the gateway and PCs that need it.

CAUTION
setting a wrong IP address can result in equipment malfunctioning. If you’re not sure about the IP

address setup, ask your network administrator and/or verify the machine vendor user manual.

12. Click the loT WEB Scada icon on your desktop to start the software.

13. Log in, using username and password from the from the software license coupon provided by your supplier.
Now the system is ready and settings and configuration can be done.

Remote Desktop

As an alternative to points 1, 2, 3 and 4, there is the possibility to connect to the gateway via laptop
or PC, using a remote desktop system. It can be useful in next steps (after first configuration,
the user can install remote desktop software on the gateway, such as TeamViewer or others,
downloading it for free from the web).

If purchased directly from Alleantia or its distribution channels, the hardware comes with the
preloaded remote desktop software, so you can follow these steps:

1. Download TeamViewer on your PC or laptop and install it;

2. Start the program and connect the PC with the gateway;

3. Insert password “alleantia”;

4. Access the desktop of the gateway and follow with points 5,6,...,13.

In the next paragraph, we will see how to handle when the gateway is on-board machine and how to access
monitoring IOT Scada Software from PC, tablet or smartphone.

Alleantia 13
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4 Access

4.2 Wi-Fi access

This option is available for gateways equipped with Wi-Fi and can be used in two cases:

1. Local/corporate Wi-Fi network: if you want to install the gateway in places with no wired network but Wi-
Fi. In this case, connecting the gateway to the network you will be able to access the software from any
PC, if this PC is connected to the same Wi-Fi network.

2. Connecting with your own device (laptop, tablet or smartphone) directly to the gateway, using not a local
Wi-Fi network but access point function of the gateway. This function is available when the gateway has
such characteristics, is correctly configured and is near enough to be able to connect.

4.2.1 Access with local/corporate Wi-Fi

Where there is a local/corporate Wi-Fi available, the gateway can be configured to connect to such Wi-Fi
network. So you will be able to monitor without any additional cables.

To allow the gateway to use the Wi-Fi network, click the icon on your desktop and search for the available
Wi-Fi networks.

Select the network and insert Wi-Fi security password. If you don’t know the password, ask your network
administrator.

The gateway will connect to the network and you will be able to access it from any PC, tablet or smartphone
connected to the same Wi-Fi network.

See previous paragraph about settings of the IP address to the gateway.

Use your favourite browser (Google Chrome is recommended), type the assigned IP address in the address
bar, for example

http://192.168.1.29

4.2.2 Wi-Fi Access Point Gateway

For the direct access to the system via Wi-Fi access point mode when near the gateway, using a PC,
smartphone or tablet (I0S or Android), follow the steps below.

Set the gateway in Access Point mode when the operating system starts, as described in the operating system
manual (NOTE: not all Windows systems allow this option). Make sure that the Access Point is not already
active (after switching on the gateway and waiting for some minutes, check if loT Scada wireless network is
available, written below in bold).

14 Alleantia
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4 Access

Once activation of the Access Point mode, as described in Windows operating system manual, and settings
have been completed (for example, it might be useful to set auto-start of access point, every time the gateway
starts), the system will automatically create a wireless network to assign the SSID parameters, security
password and network address to. For example:

Wi-Fi (SSID) network name: l1oT-SCADA
Password: loTSCADAwifi

Connect to this network, generated by the gateway, using PC, tablet or smartphone with the same settings
when you want to connect your device to a local Wi-Fi network.

Once connected, use your favourite browser (Google Chrome is recommended) and type the default address
for the gateway in the address bar:

http://10.10.0.1

CAUTION: the Wi-Fi network allows direct connection to the web software IOT SCADA and display of
its monitoring interface, but not to the hardware’s operating system, managing its settings and other
devices, connected to the IOT SCADA via LAN.

Obviously, activation and configuration of gateway’s Access Point should be done connecting a monitor,
keyboard and mouse to the gateway and making settings to the operating system.

4.3 Ethernet LAN access

4.3.1 Local/corporate LAN

In the case where the gateway is inserted in a LAN network and you want to access |IOT SCADA for monitoring
from a PC (smartphone or tablet).

LAN Ethernet default configuration of the IOT SCADA is shown below. After inserting the gateway into the LAN
network (connecting the network cable to the device’s LAN port), ping the device by the IP address, shown
below, to check if it responds. Then, copy this IP address in your browser’s address bar to access the system.

IP address: 192.168.1.29
Subnet mask: 255.255.255.0
Gateway: 192.168.1.1
DNS 1: 208.67.222.222
DNS 2: 208.67.220.220

If the device does not respond, check whether the default IP address is correct and coherent with the LAN
network (the PC should have a static IP from the same family).

Alleantia 15
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4

Accesso

Otherwise assign a correct IP.

User can assign an address to insert the gateway into the LAN network.

In this case, the network parameters and assigned IP address settings, provided by the administrator, will
enable Internet access (for the software updates or upgrade by Alleantia), as well as to display the software

on

PC, tablet or smartphone.

This function is supported as it is web based software and remote support by Alleantia or others (e.g.
maintenance company).

NOTE: IP addresses and network

The IP address of the gateway should be compatible with the addresses of other devices, you want to
connect with. Also user PC should have a compatible IP in order to make settings, configure and access
the software via LAN. If the user’s IP address does not have compatible characteristics (same network),
assign a compatible IP address (the user can reset the original IP on their PC after gateway setup).

If you do not want to modify your IP settings, you can access via remote desktop (this function is
available with a direct purchase from Alleantia).

In the same way, IP of the monitored devices, connected to the gateway, should have a compatible IP
address.

Then, assign IP addresses, meeting these requirements (see previous paragraphs).
For this purpose the gateway also has Dual LAN, which can be configured.
Verify that the monitored CNC or PLC, connected to the gateway, have a compatible IP address, 1D

and LAN port, see the document for the technical requirements for installation of “Machine 4.0”, which
can be downloaded from the site www.alleantia.com.

For example, in the case of CNC, the communication should be enabled in its settings, and/or specific
modules of the CNC’s software for communication with third parties. Refer to the manufacturers of the
devices you want to connect (which can be downloaded from the site www.alleantia.com). Firstly, it is
recommended to control Alleantia libraries to check the compatibility of protocols and the presence of
drivers.

16
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4 Access

4.3.2 Direct connection to a PC (LAN cable)

This procedure requires a direct link (point to point) to a PC via an Ethernet cable, not necessarily twisted.
The network configuration of the PC connecting to the IOT SCADA SERVER must be:

* 192.168.1.nnn Static IP (with n between 2 and 254, with the exception of 29, which is already used by
IOT SCADA SERVER)

* subnet mask 255.255.255.0

Otherwise, modify your PC configuration, following the indications in the next paragraphs.

Then, it will be possible to access the web interface of the IOT SCADA SERVER using the preferred internet
browser and entering the following URL in the address bar:

http://192.168.1.29

4.4 Setting up your operating system
The gateway or PC with the installed system, as mentioned in the previous paragraphs, can be configured and
installed in a corporate network, connecting it to CNC or PLC with IP addresses, etc.

4.4.1 Windows 7

Access the “Start” menu and then click on “Control panel”

@ Google Chrome

i Motepad++ e

Documents

Edj ST Visual Develop

Pictures
Mozilla Thunderbird
Music
= Microsoft Excel 2010
Games
“ Microsoft Word 2010
Computer
Ultiboard 11.0
: Control Panel
Caf

H2li

Calculator
Devices and Printers

% Snipping Tool
Default Programs

i Microsoft Silverlight
w e Help and Support

All Programs

'._,.J Shut down | » |

E—

Alleantia "

ALL <THINGS> JOINED



4 Access

Click on “Network and Internet”

User Accounts and Family Safety
) Add or remove user accounts
&) Set up parental controls for any user

iy  System and Security
Review your computer's status
Back up your computer

I Find and fix problems

. Appearance and Personalization
 Network and Internet % Change the theme
ﬁi View network status and tasks Change desktop background
L'
o
.

S&2.,  Choose homegroup and sharing options

I Har iware and sound
= View devices and printers
Add  device

Programs Y’ Ease of Access
Uninstall a program Let Windows suggest settings

Optimize visual display

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

~
Y s s LN " BLE " EEEE IR [E=mr
-
6@-@ + Control Panel » o ~— ~ 4| [[search Controt Panei o
Adjust your computer's settings Viewby: Category ™

Click on “Network and sharing center”

@\)v|? » Control Panel » MNetwork and Internet »

- | 5 | | Search Control Pane!

Control Panel Home

A Network and Sharing Center
— e o a network
Add a wireless device to the network

A
L

Systemn and Security N
# Network and Internet

HomeGroup
Choose hemegroup and sharing options

Hardware and Sound

Programs
Internet Options

User Accounts and Famil
Y Change your homepage | Manage browser add-cns | D

Safety

Appearance and

Click on “Change adapter settings”

View network computers and devices

elete browsing histery and cookies

e — Ll " S - | Saalsl | K |
@\)vrﬁ v Control Panel » Network and Internet » Metwork and Sharing Center - | 3 | | Search Control Panel pe) |

Control Panel Home . ! . . E
View your basic network information and set up connections

I Change adapter settings I @I' T l& R 0

h Tvanced sharn
set:i:g‘:a SELGESERIEIT, QUATTRO-PC Rete 4 Internet
(This computer)

View your active networks

— Access type: Internet

Work network (LAN)
Change your networking settings

@ Setup a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up

e Alleantia
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Select the connection to be amended, usually “Local area connection (LAN)”. Click mouse right button and
select “Properties”.

B W T W ee_—_—_—e———

o i
()= = » Control Panel » Networkand Internet » Network Connections » |||

Disable this network device Diagnose this connection Rename this connection View status of this connection

Organize ~

~ |  Local Area Connection

-

| ~ Local Area Connection 2 | Mobile Broadband Connection
_ Network cable unplugged ¥ Not connected

— WIND AZIENDE | Wireless Network Connection
Disconnected Not connected

)

—_—

| Wireless Network Connection 3
i ,:ﬂ Not connected
Microsoft Virtual WiFi Miniport A...

Ve & Disable
ﬁ’ﬁf Intel Status
ll WIN Diagnose
S Digc
— .
£ Erics 4 Bridge Connections
- | Wire Create Shortcut
- Not Delete
X ‘Eﬂ Micr{ & Rename
I "',3' Properties I

Select “Internet protocol version 4 (TCP/IPv4)” and click on “Properties”.

ﬁg TAP-Windows Adapter V9 x =5ﬂ Ericsson F5321gw for TOSHIBA M...

e £ o) Wi
Ericsson F5321gw for TOSHIBA M... x Intel(R) Centrino(R) Wireless-N 22...

il 5 oy
[E] Connessione alla rete locale (LAN) Properties

Metworlding | Sharing

Connect using:

|:--3J Realtek PCle GBE Family Controlier |

This connection uses the following items:

& Cligrt for Microsoft Networks

B Shrew Soft Lightweight Fitter

Bl 005 Packet Scheduler

Q Filz and Printer Sharing for Microsoft Networks

i Link-Layer Topology Discovery Responder

instal.. | |
Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Uningtall | Properties

0K || Cancel
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Set the network parameters as in the figure, namely:

IP address: 192.168.1.29
Subnet mask: 255.255.255.0

-

Internet Protocel Version 4 (TCP/IPvd) Properties ? P

General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

~) Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 .168 . 1 . 29
Subnet mask: 255.255 .255. O
Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[T validate settings upon exit

[ 0K l | Cancel ‘

The addresses from the figure above can be modified by the corporate network administrator, in order to
assign correct addressing and network property, web access, etc.

In case of connection to multiple networks, make sure that the assigned IP addresses are compatible.

For example, connecting the device on the office PCs network may conflict with the IP of monitored CNC/
PLC. In such situation, assign a compatible IP also to the CNC or PLC, making choices both on the CNC
and the gateway and PCs that need it.

4.4.2 Windows 10

1. On the Windows OS desktop, in the bottom right corner right click on “Network and Internet” icon.

~Hl | D) BE m
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2. Select “Open Network and Sharing Center”.

Troubleshoot problems

Open Metwork and Sharing Center

3. A window will open: click “Ethernet” at the top right of the window.

%= Network and Sharing Center

A 55 » Control Panel » All Control Panel ltems » Network and Sharing Center

Control Panel Home
Change adapter settings

Change advanced sharing
settings

4. Click “Properties™.

MNetwork 2
Private network

View your active networks

Unidentified network

Public network

Change your networking settings

'ﬁ'k. Set up a new connection or network

HomeGroup:
Connections:

Access type:
Connections:

View your basic network information and set up connections

1et
Ready to create

[
w

Ethernet h

L]
™

Mo network access
Ethernet 3

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information,

U Ethernet Status
General

Connection

IPv4 Connectivity:
IPvE Connectivity:

Media State:
Duration:
Speed:

Details...

Activity

al

E;Properﬁes

Sent L‘.

Internet

Mo network access
Enabled

05:01:05

1.0 Gbps

Received

<ol

W=

7.452.706

D Disable

75.798.793

Diagnose

Close
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5. Select “Internet Protocol Version 4 (TCP/IPv4)”, then click “Properties”.

(EAOM IO CIEATE

# Qu, Ethernet Properties b a8
Networdng  Sharing

Connect using:

& Reattek PCle GBE Family Controller P

Internet
This connection uses the following tems: Enabled
b % Client for Microsoft Networks A 05:01:54
o3} File and Prirter Jring for Microsoft Netwarks 1.0 Gbps
4B} 0105 Packet Scifiuler
i |ink-Layer Toy Dizcovery Responder
I eI PR TY PETE R, AT
M |riemet Protocol Version 4 (TCP/1Pwd)
- PEST—— = ra— S o .
< >
eceived
Install... Uninstall Properties
Description 5.500.692

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

I oK Cancel | | Close I

6. The window with IP addresses will open. Type here the static IP address you wish to give your device.

Fill in “Subnet mask”, “Default gateway”, “DNS” and other fields, to allow the device to access local
networks, internet, etc.
These addresses and parameters can be used, for example, to enable the system to send automatic email

notifications (e.g. alarms, reports, etc.), to view the software on smartphone and tablet, or for the remote
support.

AL HEast te srsat

d Internet Protocol Version 4 (TCP/IPvd) Properties x b 1

General

‘You can get IF settings assigned automatically if your network supports
g this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Internet
(") Obtain an IP address automatically e gri access
(®) Use the following IP address: Crnaied
25 0 05:02:21
| iz = 19Z.168. 1 . 29
1 i 1.0 Gbpe
Subnet mask: 255 .255.255. 0
i Default gateway: 197 .168. 1 . 1
Obtain DMS server address automatically o B
(®) Use the following DNS server addresses: >
Preferred DNS server: B Hom B o Fs eceiived
Alternate DNS server: g B 4 09 £.301.045
utt

[ validate settings upon exit e

I Cancel I
.'_.‘ el [ Close
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7. Check “Use the following IP address”, click Ok and close the window.
When the correct IP address is assigned to the device, it can be displayed on the client's network.

The addresses from the figure above can be modified by the corporate network administrator, in order to
assign correct addressing and network property, web access, etc.

In case of connection to multiple networks, make sure that the assigned IP addresses are compatible.

For example, connecting the device on the office PCs network may conflict with the IP of monitored CNC/
PLC. In such situation, assign a compatible IP also to the CNC or PLC, making choices both on the CNC
and the gateway and PCs that need it.

4.4.3 Connection to an existing LAN network

As mentioned in previous paragraphs (4.1, 4.2, 4.3 etc.), it is necessary that the default IP address of the
purchased device is compatible with the devices in the existing network. If so, connect it directly to the switch/
router, or modify the gateway network configuration. Follow the procedure described in Section 5.1.

The configuration of the network to assign to IOT SCADA SERVER cannot be determined beforehand.
Please, contact your system administrator to obtain the necessary parameters.

Once you have obtained the network configuration for the I0OT SCADA SERVER, modify it, accessing the
web interface via one of the methods described in previous paragraphs, and then connect the IOT SCADA
SERVER to the existing LAN.

If the LAN is equipped with a firewall to filter access to Internet, the following TCP and UDP ports used by IOT
SCADA SERVER should be opened to outbound traffic, to ensure proper operation:

* 123 TCP (NTP) to synchronise the date and time

* 53 UDP (DNS) for domain names resolution, which is essential for the connection to the remote support
VPN

* 443 TCP and 1194 UDP for the connection to the VPN of Alleantia remote support

* 21 TCP (FTP) for remote backup on FTP if enabled on a server not within the LAN network

e 25 TCP (SMTP) to send email notifications if enabled by a server not within the LAN network. Some
SMTP servers may use a different TCP port. In this case open the specific port to traffic

If you want to remotely view the Web interface, enable the port to inbound traffic:
* 80 TCP (HTTP)

The configuration includes the setup of IOT SCADA SERVER communication, connection to devices through
different available interfaces and GUI customization.
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4.5 Software installation

If the IOT SCADA Server system is already installed on a device (PC, Gateway, etc.), to access and configure
it, see paragraph 4.1.

Otherwise, if you need to install the software and license, follow these steps:

* Install the software;
¢ Activate license.

4.5.1 Provided files

The 10T SCADA is supplied as .exe file to install on Windows systems. It creates web server that you can
access via browser at http://localhost (80 port can be modified during installation).

As regards the license, the provider sends a file with extension .lic that enables and activates the IOT SCADA.

4.5.2 Installation procedure
Copy the .exe file to the Windows system where you want to install the IOT SCADA and launch it.
Select the installation language.

Click “Next”.

Setup - loT SCADA

Welcome to the loT SCADA Setup Wizard.

< Back Cancel

Specify an installation type:

- Standard: the files will be installed with default options (in “Program files (x86)” folder on Windows); the
webserver port will be :80 on the localhost.

- Custom: you can choose the installation directory and the webserver port.
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o, Setup — *

i
Installation type *

Please specify an installation type

(®) Standard
Complete installation with default options
o
of
o

Customizable installation

Two following windows appear only if custom installation is selected.

ar, Setup

Installation directory

Please specify the directory where loT SCADA will be installed

C:\Program Files (xB86)\Alleantia\lo TSCADA | rE}

Alleantia
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Port

o, Setup = *
loT SCADA web interface TCP/IP port 3.
|

< Back || Mext = || Cancel

Click on “Next”.

ot Setup - b

Ready to Install

Setup is now ready to begin installing loT SCADA on your computer.

InstallBuilder

| <Back || Net> || Cancel

In the end two icons will be created on the Desktop:
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To activate the webserver, double-click on “Start loT SCADA”. To open the browser and access web, click
“loT SCADA web interface”. These commands can be found in Windows start menu.

bl HP JumpStart

HP LOUNGE

. loT SCADA
loT SCADA web interface

[ELITE]

Troubleshooting guide

9

d
B stortior scapa
d

AL

Uninstall loT SCADA

L

l Lavalys

)|

You can set the auto start of the webserver:
- Windows 7 and Windows 8.1 - copying the “Start loT SCADA” shortcut in Windows “Start-up” folder.
- Windows 10:

1. Open Task Scheduler, create new task.

':E-:' Tazk Scheduler

File | Action View Help

&= Connect to Another Computer...
,::L:, i Create Basic Task... Actions
a Create Task...
. e ~ | Task Scheduler (Local) -
Import Task... heduler .
-p . Connect to Another Computer..
Display All Running Tasks Bl ~
e 135 Ty 1
Enable All Tasks History i B Create Basic Task..
e & Create Task...
AT Service Account Configuration Lsks that
P Import Task...
Refresh [Z Display All Running Tasks
Ihe 3t the v :
Help & Enable All Tasks History

L : AT Service Account Configuration

Sta.. |Last 24 hours v View 4

Summary: O total - 0 running, 0 ... @] Refresh
Help

Task Mame

W

Last refreshed at 27/06/2017 17:43:36 R

Creates a customized task for advanced users,

27
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2. Setup as in the figure below: create a name, check Run with highest privileges, choose Windows 10 from
the dropdown list.

LL Llal

L

LA D)l AR

(B Create Task

General Triggers Actions Conditions Settings

X

Mame: |oT SCADA Start

Location: \

Author: DESKTOP-KSPBEGRM T SCADA Server

Description:

Security options

When running the task, use the following user account:

DESKTOP-KSPEEGR\oT SCADA Server Change User or Group....
®) Run only when user is logged on
(O Run whether user is logged on or not

Do not store password. The task will only have access to local computer resources,

Run with highest privileges

[] Hidden Configure for: | Windows 10 e

New Trigger

Begin the task: [On a schedule w

= -
\4 General Trigge
|

Settings On a schedule
Wh At Ioi on |
ekl ®) Onetime P ynchronize across time zones

Onidle

O Daily On an event

Trigger At task creation/modification
O Weekly | 5n connection to user session
@] Monthly On disconnect from user session
On werkstation lock

On werkstation unlock

Advanced settings

[] Delay task for up to (random delay): 1 hour

[] Repeat task every: 1 hour for a duration of: |1 day
[] Stop task if it runs longer than: 3 days
[ Expire: 30/06/2018 09:41:53 = Synchronize across time zones

Enabled

o Cancel
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4. Go to Actions tab. Create new action.

Browse the file C:\Program Files (x86)\Alleantia\loTSCADA\yajsw\bat\runConsoleW.bat

Mew Action

General Triggers Actions Cond

You must specify what action this task will perform.

When you create a task, you must
Action: | Start a program

Action Details Settings

Program/script:

"C:\Pregram Files (x86)\Alleantia\loTSCADA\yaj va\bat\rL| l

Start in (opticnal):

Add arguments (optional):

Browse...

Cancel

5. In the Conditions tab, in Power section, uncheck Start the task only if the computer is on AC power.

[¥ss T

LN omol MBI =S

(% Create Task

General Triggers Actions Conditions  Settings

Specify the conditions that, along with the trigger, determine whether the task should run. The task will not

run if any condition specified here is not true,
Idle

[ start the task enly if the computer is idle for:

Stop if the computer ceases to be idle

Restart if the idle state resumes
Power

0 minutes

1 hour

[ start the task cnly if the computer is on AC power
Stop if the computer switches to battery power

[[] wake the computer to run this task
Metwork

[ start only if the following network connection is available:

Any connection

Cancel
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6. In the Settings tab, uncheck Stop the task if it runs longer than:.

(¥ Lol

(B Create Task x

General Triggers Actions Conditions Settings

L el sl =

Specify additional settings that affect the behavior of the task.

Allow tack to be run on demand

O

Run task as soon as possible after a scheduled start is missed

[ If the task fails, restart every: 1 minute

o 3 days
[ Stop the task if it runs longer than: 3 days
If the running task does not end when requested, force it to stop

. . . 0 days
[0 If the task is not scheduled to run again, delete it after: alenys

If the task is already running, then the following rule applies:

Do not start a new instance v

Cancel

To stop/restart the active webserver, you can use “loT SCADA” icon in Windows Task Bar.

[ Stop
> Restart
< Close Popup

Personalizza...

il R O >

4.5.3 Update procedure
If the .exe file has been launched on the system where there is already an installed copy, it will be updated.

T
oew InfD

o An existing installation has been detected, performing upgrade
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-
Click “OK”, then “Next”.
= X
Setup - loT SCADA
Welceme to the [oT SCADA Setup Wizard.
<Back | [ Netr || Concel
o Setup
Device catalogue
Mapping files have all informations needed to get data from devices and their default
alarms. Loading new files contained in this installation program will overwrite mappings
already presents in existing installation and any customization will be lost.
Load new device mapping files?
() Yes
® No
Cancel
Click “Next” to start the update procedure.
4.5.4 License activation
Together with the product the activation code, consisting of xxxx numbers, is provided.
To activate the license, login to http:/ /cloud.alleantia.com/login/login.zul
I -
31
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Login using a social network
Making any device
loT-Ready in seconds
with the largest library of

& 4,206 <Things> ‘

Login using email and password
Email
Password Login

[#| Remember me

Mot registered yet? Hegister now!

Turn your PC into the web interface that connects every
ohject to internet. Catalog with hundreds of ready to use
objects, including your Arduine projects.

Sign in with email or social networks. You will receive an email to confirm the registration.

After you log in, the next screen will appear.

Download & install ~ Search your device Plug it on USB,
the license from catalogue Serial or LAN

Tum your PC into the web interface that connects every
objectto internet. Catalog with hundreds of ready to use
objects, including your Arduino projects.

‘ & MaxBox download ‘

Version 2.4.2 (~137 MB)
for Windows XP, Vista, 7, 8, Server 2012

& Manual “ & Troubleshooting |

MaxBox license activation

Activation code P Go to online demo

MaxBox name

=2 Send license by email
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Insert your activation code in “IOT SCADA license activation” field.
File .lic will be automatically sent to your email for system activation.

4.5.5 Uninstallation process

To uninstall the program and delete the data, run “Uninstall loT SCADA” from the Windows start menu.

HP JumpStart

HP LOUNGE

B orscaba
loT SCADA web interface
Manual
Start loT SCADA
Troubleshooting guide

Uninstall loT SCADA

CAUTION
All data will be deleted without the possibility to recover

T -
o, Question

Are you sure you want to uninstall loT SCADA? If you proceed with the
uninstallation its cenfiguration and all data will be deleted, and you will
not be able to recover them.

In the end of uninstallation, desktop icons and shortcuts from Windows menu will be removed.
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Access the “Configuration” section from the main navigation bar and enter the following credentials:

Username: admin
Password: webloggerSU

A screen will appear as in Figure 2:

|| Devices | Alarms i Alarm History | Report i Documents i Favorites | Configuration ‘ ) License ﬂLoguul [ L]
Communication J&" Installation @ ’ Customization : Cloud services Information
s CRERD

Devices configuration E-mail and SMS configuration

TCP /IP configuration ‘ Logos and title ‘ ‘ Device catalogue

TCP/IP Test ‘ Devices measures setup Synoptics measures configuration Drophox License management

Logs

‘ Informations |
FTP remote backup ‘ |

‘ COCM and Ethernet configuration

Modbus Gateway ‘ Password change Synoptics configuration ‘

General configuration | ‘ Custom alarms ‘ | & OneDrive
| SaL Server

Figure 2 - System configuration

5.1 Communication

5.1.1 TCP/IP Configuration

If the IOT SCADA SERVER is connected to a LAN network with other devices, its default settings could cause
a conflict. If so, change the settings in the “Communication” -> “TCP / IP Configuration” section. A screen
as shown in Figure 3 will be displayed:

| Synoptics | Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration

\" TCP I IP configuration

Cancel

Configurable network interfaces Installed network interfaces
' ' Realtek PCle GBE Family Controller
Microsoft Wi-Fi Direct Virtual Adapter #2

Figure 3a - Network card data and setup of Ethernet and Wi-Fi
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| Synoptics | Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration |

v TCP I IP configuration

| = cancel |

Configurable network interfaces Installed network interfaces

=) Realtek PCle GBE Family Controller
State: Active interface
IP Address: 192.168.1.47
Net mask: 255.255.255.0
MAC address: 00:0B:AB:9E68:F5

(=) | Microsoft Wi-Fi Direct Virtual Adapter #2
State: Active interface
IP Address: 192.168.137.1
Net mask: 2552552550
MAC address: 02:03:8C:4A65:33

Figure 3b - Network card data and setup of Ethernet and Wi-Fi

To modify the device’s IP addresses on Windows 10 OS, see paragraph 4.4.3. For other Windows versions
refer to paragraphs 4.4.2 and 4.4.1.

If there is a DHCP server in the LAN network to which the IOT SCADA SERVER is connected, you can check
the “Obtain an IP address automatically” and click Ok.

sl arm L Hoaohe o rroat

g Internet Protocol Version 4 (TCP/IPvd) Properties >

General

‘fou can get IP settings assigned automatically if your network supports
g this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

a

() Obtain an IP address automatically
(@) Use the following IP address:

o IP address: | : ; : |

Subnet mask: | : [ 5 |

B Default gateway: | . ; . |

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | 8.8 .8 .8 | %.

Alternate DMS server: | 8 8 4 S |

[Jvalidate settings upon exit Aahit

I Cancel | |

— o

The I0T SCADA SERVER will lease the IP configuration directly from the DHCP server.

If the DHCP server is not available or you prefer to set the IP address manually, check the “Use the following
IP address” and enter all the “IP Parameters” including the IP addresses of the DNS servers that may
coincide with that of the gateway in simple network configuration.
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The right area “Network Interface” displays the current network configuration for both the wired interface
(LAN) as well as the Alleantia VPN (Virtual Private Network) through which the IO0T SCADA SERVER
communicates with any centralised server (optional service) and the remote support, where available.

If the network to which you are connected has internet access, refer to paragraph 5.1.3 to
verify the correctness of the LAN configuration set.

5.1.2 Connection to an existing Wi-Fi network
If there is a Wi-Fi, you can easily connect the gateway in order to monitor without laying additional cables.
To connect to Wi-Fi, click the desktop icon and search for available networks.
Select the network and insert the password.

The device will connect to the network and it will be possible to query it from any device, connected to the
same Wi-Fi.

To connect to the device, open the browser and insert the static IP, assigned to the gateway, for example

http://192.168.1.29

Refer to previous paragraphs for the assigning IP to the gateway.

5.1.3 Internet communication test

(<) TCP/IP Test

Host Reachability

Host Name Host Host Por Host State

Google DNS 8888
Google www.google.com 20
VPN Alleantia  vpn.alleantia.com 443
Testweb a0
Modbus Test 502

Figure 5 - Internet communication test

In the “Communication” - > “TCP / IP test” section you can test the reachability of some default hosts and
others of your choice.
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By pressing the “Test” button next to each host or “Test all”, the reachability of these hosts can be verified and
the result of the test will be shown in the “Host state” column. In the event that the host cannot be reached,
check the configuration of the network, the network wiring or contact your network administrator.

5.1.4 Port and communication parameters configuration

To connect devices or machinery to the device’s serial ports with installed IOT SCADA SERVER, make the
following settings.

The default configuration of the ports is carried out in the section “Communication” -> “COM and Ethernet
configuration” and is illustrated in Figure 4.

|| Synoplics | Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration |
i / COM and Ethernet configuration
LV g

Cancel |
J

#I ,CScanseriaIportsI

Communication ports parameters

@ com ff Deactivate | |

E-Timeout (ms) 3000 h “F'oll pause (ms) ‘10000

iRetries 11 _5 Baud rate (bps) (9600 v
iData bits 8 v | | Parity |None v
iStop Bits 1 ¥ | Flow control MNane v

@ Ethernet |

Figure 4 - Communication ports configuration

First, click Scan serial ports.
The system will automatically find the serial connections of the gateway.

When connecting a device to one of the gateway’s ports (PLC, energy meters, CNC, etc.), setup the port
parameters.

Setup every port (for example, baud rate, parity, stop bit, data bit) according to the characteristics of the
connected devices, referring to their installation manuals. The Ethernet port is associated to the RJ45 connector
of the IOT SCADA SERVER.

To create the COM ports click “Scan serial ports” (NOTE: the converters should be physically connected to
the IOT SCADA SERVER). When scanning is complete, new found ports are displayed on green background.
Remember to save new configuration before leaving the page.

The system provides for the polling of all devices on each communication line, inserting a pause between one
cycle and the next equal to the “Poll pause (ms)” value (can be set in web interface).
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In the event that the polling of a device is not successful within the “Timeout (ms)”, the system performs a
number of attempts equal to “Retries” before highlighting a communication error and moving on to the next
device.

In the event of communication problems, increase this value by up to a few seconds in order to avoid under-
performing electronic systems being overloaded by repeated polling.

The non-functioning device will be called up in each scan cycle. Press “Save” to apply changes when the
configuration is complete.

5.1.5 Modbus Gateway

The Modbus gateway feature makes the system data accessible to external software via the Modbus protocol
enabling, for example, the integration with SCADA systems, regardless of the protocol used by devices to
which the IOT SCADA SERVER is connected upstream.

|| Synoptics | Devices | Alarms | Alarm Hist

w Modbus Gateway

Modbus TCP [/ IP Gateway

Enable Modbus TCP ! IP Gateway | |

Download Modbus map |

Figure 5 - Modbus Gateway

To create automatically the Modbus map with information and download it in Excel format, including the
configured information set, click the Download Modbus map (Excel. XLSX) button, which is enabled when
the gateway is enabled.

5.1.5.1 Rules of automatic mapping

The mapping of the measures of the devices on the Modbus gateway follows the following rules:

* For each IO SCADA SERVER serial port where devices are connected and configured, a TCP Modbus
slave is created on a different TCP port:

o COM1 -> TCP 502 port
o COM2 -> TCP 503 port
o0 COM3 -> TCP 504 port
o COM4 -> TCP 505 port
o COMS5 -> TCP 506 port
o Ethernet -> TCP 565 port

* Within each Modbus slave the devices keep the address configured on the physical device. If, however,
this address is greater than 247, the maximum permitted by the Modbus protocol, it will be arbitrarily
reassigned.

* The Modbus devices maintain the same identical mapping of the original device, both in respect of the
areas as well as the addresses, data types etc. Byte and word swaps will not be considered.

* Non-Modbus devices will show the Boolean types in the coil area and numeric types both in Holding as well
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as in Input. The number will be in 2-word float format. The register address will be calculated arbitrarily.

* The bits within a word of the gateway are in Big-Endian format (More Significant Byte First) and the word
in data types in 32 or 64 bits are in Little Endian format (Less Significant Word First).

* If a physical device goes offline, it will not respond when contacted through the gateway and the request
will time out.

* If the value of a register containing a measure not read by |IOT SCADA SERVER (see paragraph 5.2.3),
is requested, the gateway responds with a default value of O for numeric data types and false for Boolean

* If the value of a non-existent Modbus register is requested, the gateway responds with the exception code
“2”, that is “lllegal Data Address”.

* The gateway does not support writing, so if these are carried out by an external Modbus master, the
Modbus register values are immediately restored to the value prior to the writing.

5.2 Installation

5.2.1 System devices connection and configuration

This section describes how to add and remove new devices connected to the IOT SCADA SERVER via the
RS485 serial interface or via Ethernet.

The examples below are valid for any kind of device or machinery you want to connect: PLC, inverter, CNC,
remote modules with digital and analog input and outputs, etc. in the library or created new drivers.

5.2.1.1 Adding new devices

Any device from which you want the IOT SCADA SERVER to collect measures must be inserted in the section
Installation -> Devices configuration.

|| Synoptics | Devices | Alarms | Alarm History | Report Documents | Favorites Configuration |

L) Devices configuration

Cancel

g Add G Troubleshooting
EDevice Description Communication Port o [IP Address TCRMUDP Fort ]

Figure 6 — System devices configuration

To add a device, press the “Add” button. A popup window appears as in Figure 7, showing device drivers
loaded in the IOT SCADA SERVER catalogue. To add new devices please refer to Section 5.5.1
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Fiter cevices:  SaeamegiIIII >

Supplier = Model Version
Socomec Countis E43 FPost 01/2008
Socomec Countis ECi2

Socomec DIRIS A10 Post 01/2000

Socomec DIRIS A40 Post 01/2008

Socomec ITY-TW020B

Socomet SUNSYS B15
Socomec SUMNSYS B20
Socomec Sunsys IFB

Socomec SUNSYS PRO 18K

Socomec SUNSYS PRO 24K -

Select a device from the list

| & Ok || * cancel

Figure 7 - List of supported devices

The list contains all of the devices supported by IOT SCADA SERVER and can be sorted and filtered by
manufacturer, model and version in order to facilitate the search.

To add a device to the system configuration, select it, set the number of identical devices present and press
the “Add” button. The number of devices selected will be inserted in the main page and will appear with a
green background to indicate that they have just been added:

Devices Alarms Alarm History Report Documents Favorites Configuration {J License Q"Luguu( ny ==

Wy Devices configuration

Device Description Communication Port D IP Address TCP/UDF Port

@ Inverter
Socomec- SUNSYS STATION P03 (66KW) Inverter 1 comM1 vih & Encap S
Socomec - SUNSYS STATION P03 (66KW) Inverter 2 COoM1 v [& Encap @
@ Other

Alleantia - loT Server 10x loT SCADA vz Encap =

Alleantia - loT Server 10x (Configuration) loT SCADA v Encap =

Figure 8 - New devices added

Each new device shall be assigned a unique name to be recognised in the user interface (e.g. West Inverter
1), a unique numeric identifier to allow addressing on the RS232/485 bus or Ethernet (the ID in the case
of the Modbus protocol) and the communication port to poll. For the list of existing ports or to add new ones
using converters, refer to Section 5.1.

The device parameters can be inserted directly on the line. The “IP Address” and “TCP / UDP Port” fields will
also be completed for the devices with Ethernet interface which, in the case of Modbus TCP / IP, is generally
“502”.

Repeat the operation for all devices to add.
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CAUTION:
The identifier must be assigned to the first device (e.g. Inverter) according to the procedure described in
the device’s manual, and then copied in the configuration section of the IOT SCADA SERVER.

The devices with “<disconnected>” communication port are not “polled” as they are not

associated with any communication line (Ethernet or serial). If a device is out of service its

communication port can be set to “<disconnected>”" to avoid any communication errors and
[ speed up the reading of data from the system without changing the configuration.

Once the system configuration is complete, press the “Save” button at the top to make the changes effective.
After a few moments the IOT SCADA SERVER will begin to poll the devices and an icon will appear next to
each representing the communication status with the device itself.

If the configuration and wiring are correct the icon will be green: 3~ , while if the device is not reachable the

icon will be red: .
o ek
Devices Alarms Alarm History Report Documents Favorites Configuration ) License Q‘.' Logout J| § HE
Devices configuration
- g
Cancel | | [ Save
= Add i Troubleshooting
Device Description Communication Port D IP Address TCP/UJDP Port

@ Inverter

Socomec - SUNSYS STATION P03 (66KW) Inverter 1 comm ML
Socomec - SUNSYS STATION P03 (B6KW) Inverter 2 com VR

cres % [
e % (A

<3| <>

Figure 9 - System configured

The measures collected by the devices will appear in the Devices section in the main menu, see Section
6.2.1. Each device provides a number of measures that can be appropriately chosen by the user to facilitate
the readability of the synoptics, as explained in Section 5.2.3.

5.2.1.2 Removing a device

If a device is no longer present in the system it can be removed from the configuration by pressing the “Delete”

button at the end of device line. The device will disappear from the list and the change will become effective
after pressing the “Save” button.

CAUTION:
Deleting a device will cause the loss of all of its recorded data. If you no longer wish to poll the device
but keep the collected data, set its communication port to “<disconnected>".

Alleantia 41

ALL <THINGS> JOINED



5 Configuration

o Warning! Device Inverter 1 will be removed and all
s its data will be lost:

Continue?

[ OK ][Cancel

Figure 10 - Confirmation Popup window for the removal of a device

5.2.1.3 Installation support manuals

During both the device selection, as shown in Figure 7, as well as in the device list as shown in Figure 8,
two icons can appear next to each device that allow to download and view the help documentation during
installation:

E User manual

K Quick installation guide

The User Manual is the same as that provided by the device manufacturer configured in IOT SCADA SERVER,
while the Quick Start Guide is a concise guide created by Alleantia to help you configure the device and 10T
SCADA SERVER.

In the event of communication problems between the IOT SCADA SERVER devices, refer to the troubleshooting
guide that can be downloaded by pressing the button:

I @ Troubleshooting

5.2.3 Devices measures setup

Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration License Manual Logout 3]
| (7 |

G Devices measures setup

Measures and Devices

a3

Category: Inverter ONLINE
=l Inverter Device: Inverter 1

Gl-inverter 1 = at 11/3/14 5:18:10 PM
Inverter 2 ‘E Model: SUNSYS STATION P03
Filter measure: *y
: Measure Value =]
¥ System |j
! ) |AC Mains Cos phi | o v E
; ¥ |AC Mains Input Frequency | 0Hz |+ E
1@ |aC mains R-5 valtage |ov 73 E
o] |AC Mains 5-T Voltage | v =4 E
) |AC Mains T-R Voltage | av v E
T4} |AC side lightning protection | false |+ ¥
@ lanr Boards 120 camm icatinn fault | falza 2 2 h
Figure 11 - Devices measures setup
-
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Each device supported by IOT SCADA SERVER carries all information about any measure provided by the
device. In order to avoid showing too many measures and slow down the scanning of the devices, only the
measures actually considered useful for the monitoring are read when the device is added.

To change the default configuration, access the Installation -> Devices measures setup section; there is a
tree menu on the left where all devices that the IOT SCADA SERVER is polling can be seen, organised by
category. Once you have selected a device, all available measures will appear on the right.

Checking the boxes at the beginning of each line enables the reading of a single measure. Unchecking disable
reading check boxes in the column with the B symbol, it is possible to enable or disable measure logging
in the IOT SCADA SERVER.

CAUTION:
Graphs can only be generated for the measures with enabled logging

Nel caso in cui la misura rappresenti un allarme, sara presente anche una casella di spunta nella colonna con
il simbolo .'}.JT , spuntandola ''OT SCADA SERVER visualizzera un allarme quando la misura assumera un
valore allinterno della soglia impostata oppure sara un allarme automaticamente generato (PLC, CNC, etc).
Il sistema provvedera allinvio di mail in automatico per notifica allarme ai destinatari impostati. E possibile
modificare il nome della misura direttamente nella casella di testo, per modificare invece le altre impostazioni,
se presenti, & possibile aprire un popup dedicato cliccando sul pulsante E] .

Range Offset Scaling
Min: kKiWh

Max: KiWh

Ok = Cancel

Figure 12 - Measure range configuration popup window

By specifying a minimum and maximum value in the popup window “Range” tab it will be possible to make the
screen reading of the measure easier (see, for example, the horizontal bars of some measures in Figure 16).
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5.2.3.1 Measures offset

Range Offset Scaling

Enable offset

— Configure offset

Yalue read from device: 0 E¥Wh
Logged value: 0 KWh
Aligned offsat: 0 Kivh

# Ok % Cancel

Figure 13 - Measure offset configuration popup window

The measure offset feature is very useful in the case of network analysers that measure the energy produced
or consumed. These devices are in fact often installed in parallel to an exchange meter and begin counting
from O kWh, while the meter has a higher value. To facilitate the reading it can be aligned with that of the
existing meter “correcting” the value displayed and recorded.

In the advanced configuration popup window “Offset” tab (see Figure 16) a value can be set in the “Aligned
offset” box. The IOT SCADA SERVER will calculate the difference between the actual value and that desired,
and this will be applied to the measures read by the device from that moment on. The values of the measures
so aligned will appear in italic as a reminder that these values are not the real ones read but those purposefully
modified by the user.

5.2.3.2 Measures scaling

Range Offset Scaling
Enable scaling
Configure scaling
Value read from device: 1.98 kW
Logged value: 1.98 kw
Transformation ratio:

Figure 14 - Measures scaling configuration popup window

The measure scaling feature is very useful in the case of fiscal meters that measure energy through external
current transformer. The measured value is a fraction of the real value, i.e. 1 / K, with K the transformation
ratio of the current transformer.

In the advanced configuration popup window “Scaling” tab (see Figure 16) a value can be set in the
“Transformation ratio”. The IOT SCADA SERVER will multiply the value aligned (see Section 5.2.3.1) for
the transformation ratio set.

The values of the measures scaled in this manner will appear in italic as a reminder that these are not real
values but those purposefully modified by the user.
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5.2.4 General settings

Devices Alarms Alarm History Report Docume

g GCeneral configuration

Data sampling period

Sample every 300 seconds _j Save

Date/time set

1M7AT7 1033 AM [$ | [ 5 Save |

Reset configuration

System reboot

Figure 15 - Data sampling configuration

Data sampling will affect the accuracy of the measure as it will increase or decrease the number of samples
available to be analysed. A too high number of samples could excessively slow the processing.

On the same page you can set the system date and time: Date-Time Set, System Reset and System Reboot.
It's even possible to reset IOT SCADA SERVER configuration by clicking on the Reset button, in this case:

CAUTION:
In case of reset all data and configurations of devices, alarms and notifications WILL BE LOST without
possibility to recover

5.2.5 Password change

To change the access password to the configuration section, go to the Installation -> Password Change
section and enter the old password (the initial installation default password is webloggerSU, as specified in
Section 5). Select the new password and re-enter to confirm the selection. When finished, press the Save
button.

Devices Alarms Alarm History Report Documents Favorites Configuratio

L < Password change

Password must have length between 5 and 15 characters, and can inclued letters and numbers
Change password

Old password

New password

Confirm new password

| 5 save

Figure 16 - Password change

CAUTION:
For security reasons it is strongly recommended to change the IOT SCADA SERVER admin password
immediately
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5.3 Customization

5.3.1 Logos and title

Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration

gy Logos and titie

— Title
Monitoraggio impianto J Save
—Logo
Max size: 2MB
Upper leftlogo Upper right logo
& Upload 4 Upload

Figure 17 - System logos and title customization

In the Customization -> Logos and title section the IOT SCADA SERVER interface can be customized:

* in the Title section the upper title present in all the pages of the interface can be set,
* in the Logo section 2 logos can be entered, one on the upper right and one on the upper left. These are
also always present in all the pages GUI.

5.3.2 Custom measures

In addition to the measures read by the devices, you can define custom measures (such as, for example,
sums of other measures): clicking the Add button in the Configuration > Synoptic measures configuration ->
Custom measures section (Figure 18) a popup menu will open that allows you to enter the name of the new
measure and select the existing ones which, when summed, will contribute to its value (Figure 19).

| Sinottici | Impianto | Allarmi | Storico allarmi | Report | Documenti | Preferiti | Configurazione | Q) Licenza er.'lanuale ﬂDiscunnetti N oE=

w Misure personalizzate

Misure personalizzate

=5 Aggiungi

Figure 18 - Custom measures
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Summary for custom measure "somma potenze”
MName somma potenze
Measures and devices E4 .
Category: Energy meter ONLINE

- Sg_f's_tem variables Device. Second floor at 1/17/17 0:43:43 AM
Digital /0 Model: DIRIS 440

Rele .l-f-
E Energy meter Measure Value
E-First floor

= :
| | @ Controllo energie

-Confrollo energie

-Partial Positive Active Energy (Ea- [x] #| Partial Positive Active Energy (Ea+) 368,779 KWh
-Misure affette da trasformatori

-Second floor —
J-Confrollo energie )
\-Partial Positive Active Energy (Ea- 3E
i -Misure affette da trasformatori
B Warehouse B

é---ControHo energie
“Misure affette da trasformatori

5 Cancel

Figure 19 - Custom measures popup window

For example, if the system is divided into two levels, you can create the custom measures “East Power” and
“West Power” and select the power of the inverters associated to each level for each one. Please note that it
is only possible to choose measures with the same measure units. Therefore, after selecting the first one, an
automatic filter will remove all those that have different units of measures from the list on the right.

5.3.3 Custom alarms

Devices Alarms Alarm History Report Documents Favorites Configuration

LS Custom alarms

=) Mame Delay

Figure 20 - Custom alarms start screen

By accessing the Customization -> Custom alarms section it is possible to define new and more complex
alarm conditions, in addition to those that are already set in the device. For example, if you want to create a
new alarm condition that notifies an anomalous situation of low production on a solar inverter. Pressing the
Add button will open a popup menu that allows you to configure the new alarm in detail:
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r— Alarm name

r— Alarm notification text

— Alarm condition

alarm if sum of values of E]

enabling condition: not

— Time condition
Enable alarm condition

From: To:

— Weekly condition

Enable weekly condition

Non Tue Wed Thu Fri Sat sun

¥ Cancel

Figure 21 - New custom alarm configuration
In the popup window insert the name for the alarm and text description that will be used during the notification
to the user. Below, in the Alarm Condition section proceed to the selection of all the measures that you intend

to monitor by pressing the B button. In this case we select only the power of inverter 1. Following the
selection, the list of measures selected will appear next to the button. The check boxes enable the control
types to be performed on the measure value. In this case the alarm will be triggered if the power of the inverter
1 falls below a certain threshold:
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| —Alarm name

Low Production (Inverter 1)

| r—Alarm notification text

Low Production on Inverter 1

r— Alarm condition

Inverter 1 - System - Inverters Active Power

alarm if sum of values of E]

o kv is less than v 3 W

enabling condition: not

r— Time condition

Enable alarm condition ¥

From: 11:00 AM| & ToZ00PM | §

7o

Figure 22 - Low production alarm

A time range for the control can be specified. In this case, to avoid the control perform during the night when
the solar inverter is not active. To save and activate the alarm, press Ok and then click on Save in the Custom
alarms screen.

Once this alarm is entered, it is displayed on the main screen where it can be enabled or disabled using
the checkbox and it is possible to set the delay time before which the alarm is to be considered as true (for
example, 5 minutes), thus limiting the effect of transients:

Mame Delay

(2 1]

«| Low Production (Inverter 1) 5 minutes I /’ Madify H j Delate H |1 Duplicate

Figure 23 - New alarm

It is also possible to enable an alarm in relation to another: for example, using a pyranometer the alarm
previously created can be reinforced by connecting the value of irradiation and then testing the low production
only at times when it is expected to be high. To do this, simply create a new alarm to act as an “enabling
condition”, an alarm that shall not be notified and, therefore, without the relevant box being checked:

5 Name Delay
#| |Low Production (Inverter 1) 5 minutes I /’ Mo dify H j Delete H |14 Duplicate ]
High Irradiance 0 minutes I /7 Modify H [ Delete H [y Duplicate ]
Figure 24 - Multiple custom alarms
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r—Alarm name

|High Irradiance

r— Alarm notification text

High Irradiance

| r—Alarm condition

Solarimeter - Current irradiation level

alarm if sum of values of

. is | greater than v ||500 Wimq

enabling condition: not

— Time condition

Enable alarm condition [

Fram: To: I

<

Figure 25 - High irradiance condition

61 (]

The alarm condition is unusual in this case (and is, in fact, not notified), but allows the user to avoid the
application of a time condition: a “low irradiance” condition without a time slot would be triggered every night.
Once the alarm condition has been saved, change the low production alarm to link it to that of the irradiation

thanks to the “enabling condition™

Low Production (Inverter 1)

{\r—Alarm name

|
|L0w Production (Inverter 1)

; r— Alarm notification text

Low Production on Inverter 1

| r—Alarm condition

Inverter 1 - System - Inverters Active Power

alarm if sum of values of

okw is |less than 1'||3 KW

High Irradiance
enabling condition: not [

r— Time condition
Enable alarm condition ¥

From: |11;g[];\r..1|3| T03|2:00 Pl |C|

Figure 26 - Change low production alarm enabling condition

— _—
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At this point the time condition can be removed from this alarm as well given that there will not be high
irradiation during the night and the low production alarm will not be enabled.

It is useful to create an alarm that acts as an enabling condition for many others.

If there are 10 inverters it would then be possible to insert the “High irradiance” condition only
once and use it in the 10 “Low production” alarms.

5.3.4 Synoptics configuration

Devices Alarms Alarm History F

W Synoptics configuration

Cancel || [ Save |
Boolean displays *
WXYZ

Show hit status
switching lamp

_‘ color

WXYZ

Set bit status

Numeric displays

Animations

Figure 27 - Creation of system synoptics
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In the Customization -> Synoptics configuration section you can create custom synoptics with a personalised

background and measures.

To create a new synoptic, click on the | * | tab. A popup window will appear as in Figure 28, to choose the
screen sizes most commonly used for tablets and monitors, the background and the title.

Size 'HD 16:9 (1280x720) \

| Show background It

| Background image |safe_image_jpg ” [~ Select ” -4 Upload ]

|Title Distribution | -

I#Dk” lﬂl::ancel]

Figure 28 - Synoptics properties

The IOT SCADA SERVER contains a catalogue of reusable images. In order to load an image in the catalogue,
press the Upload button and choose the file from the hard drive of your PC/tablet. This will be loaded into
the IOT SCADA SERVER and will be available for the creation of more synoptics. To reuse, press the Select
button and choose from the catalogue images, as in Figure 29:

| « Ok || * Cancal

Figure 29 - Image catalogue

The image is uploaded in the original size and automatically resized depending on the size chosen for the
synoptic.

At the end of the changes the empty synoptic will be displayed, as shown in Figure 30:

e———
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” Devices [ Alarms | Alarm History | Report | Documents [ Favorites | Configuration ) License @ Manual | Logout Jj I ==

v Synoptics configuration

Lamp display J Distribution ><| + |

| »

@

Show bit status
switching lamp
color

Numeric display

Animations

Figure 30 - Empty synoptic

To change the properties of the synoptic double click on the corresponding tab or on the background. The
popup window in Figure 31 will appear again.

To delete the synoptic, click on the “X” in the upper right corner of the corresponding tab.

From now on it is possible to add the displays that will show the values of the measures in the system, which
are of 2 types: numeric and visual (lamp) displays. The numeric display shows just numeric values, while the
lamp display shows Boolean values.

These two displays are shown on the left side of the page. To add one, simply drag it on to the synoptic into

the position where you want it to be shown. Once released, a popup window will appear as in Figure 30 and
Figure 31 to change its properties.

| Display properties ’

i Measure: E
| Upper title: | | |
Lower title: | |
Background color: [White M
Lamp ON color:  |Red M
Lamp OFF color:  [Green d
I «” Ok ] l % Cancel J

Figure 31 - Lamp type display properties
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Measure:

T

|| Upper title:

Lower title:

L]

Background color: |White

|v|

I @?Ok_” HCanf:_eI ]

Figure 32 - Numeric type display properties

The measure to be shown, the upper (first line) and lower (second row) title, the colours of the background
and of any lamp displays can be chosen.

Once the parameters have been entered, the synoptic will appear for example as shown in Figure 33:

|[ Devices l Alarms I Alarm History l Report I Documents l Favorites [ Configuration |

) License @) Manual Y Logout || §|

G Synoptics configuration

Lamp display
| waoz |

»

Show bit status
switching lamp
calor

Numeric display

Animations

| Distribution > =]

Figure 33 - Synoptic with display

To subsequently change the properties of the display, double click on the displays themselves. The popup
window in Figure 32 and Figure 33 will appear again, from which it is possible to delete the properties.

In the Animations section the synoptic in the home page can be automatically changed by selecting the check

box Enable synoptic rotation and defining an interval in seconds.

Once defined the synoptic will appear in Synoptic window of the graphic interface (see Figure 33 at the top

left).
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5.4 Interface and Cloud services

5.4.1 E-mail and SMS notifications

The IOT SCADA SERVER can automatically send e-mail and SMS notifications in the following cases:

* an alarm condition occurs
* notification of the backup occurring (see Sections 5.4.2 and 5.4.3)

To take advantage of these features, Cloud Services -> E-mail and SMS configuration must be enabled.

Devices Alarms Alarm History Report Documents Favorites Configuration
, E-mail and SMS configuration
- 6
Cancel || [ Save |

Alarm notification enablement

y . Enable alarm notifications via e-mail
Alarm notifications

Enable alarm notifications via SMS
Backup and report

notifications

E-mail notification parameters

Enable backup and report notifications via e-mail

GSM modem configuration

r— Mail server configuration r— SMS notification parameters
SMTP server: Modem communication port: <disconnected> ¥
Fort: PIN code (opt.):
Use S5L: SMS center phone number (opt.):
e Destination numbers:
Password: (1 every line)
From e-mail
address:
r— Modem test
) ) . Modem status: Disconnected
r— Alarm notifications recipients .
Signal:
Tn e-mail addresses | =R | P |

Figure 34 - Alarm and data logging configuration

After having ticked at least one checkbox to enable notifications, the email notification in the E-mail notification
parameters and SMS notification in the GSM modem configuration can be configured.

For the e-mail notification the details of your SMTP server for sending email and that of the recipient must be
included. At the end a test email can be sent to verify the correctness of the settings entered by pressing the
corresponding Send test mail button.

For the SMS notification a GSM modem must first be connected to one of the IOT SCADA SERVER, serial
ports, selecting from among those supported. The serial port must be properly configured according to the GSM
modem manufacturer’s instructions, see Section 5.1.1. The parameters of the recipients must subsequently
be entered.

If the settings are correct, following the application of the changes, the IOT SCADA SERVER will connect
to the modem and Modem Status: Connected will appear in the Modem Test box; then check the GSM
signal strength in the appropriate Signal indicator and evaluate the displacement of the GSM antenna or the
purchase of a magnified one if the signal is low, otherwise an SMS alarm notification may not be received.

You can send a test SMS to check the correctness of the settings entered by pressing the corresponding Send
test mail button.
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5.4.2 Dropbox connection

An existing Dropbox account can be indicated as an additional destination for the backup files. This account
can also be used to upload the documents generated by |IOT SCADA SERVER on the Dropbox by pressing

the buttons in the application (for example, in energy reports). Before connecting a Dropbox
account make sure internet connection is available on the device from which you are configuring.

‘| Devices | Alarms | Alarm History | Report | Documents | Favorites i Configura

i

&3 Dropbox

| Cancel | [ [ Save |

Dropbox link

/L Mo user connected

Remote backup service

Enable Drophbox remote backup

Dropbox destination folder * E]

Send a testfile

Figure 35 - Dropbox account configuration

Go to Configuration -> Cloud Services -> Dropbox and press the Connection... button to start the connection
procedure of the IOT SCADA SERVER to a Dropbox account. The popup window of Figure 36 will open.

Fequest Drophox authorization code

[ 3 Hequestcude]

Enter authorization code

I «” Ok H ¥4 Cancel ]

Figure 36 - Authorization code request

% Alleantia

ALL <THINGS> JOINED



5 Configuration

Press the Request code button to access your Dropbox account, if necessary by entering your email and
password (Figure 37).

Try Dropbox Business | g Dropbox

Sign in or create an account

G Sign in with Google

or

[[] Remember me m

Forgot your password?

Get Dropbox on your desktop — download now

Figure 37 - Dropbox account access

On the subsequent screen, click Allow to allow the IOT SCADA SERVER access to your Dropbox folder
(Figure 38).

f‘?“"-i-..__ﬁ

Allegntia

Alleantia 0T SCADA SERVER would like access to the files and
folders in your Dropbox. Learn more

Figure 38 — Authorization
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Enter the code shown in Figure 39 in the start popup window (Figure 36).

e

Alleantia

Enter this code into Alleantia IOT SCADA SERVER to finish the
process.

dlusC4DUDEAAAAAAAL]eBAN-W]K1_DEMzcd3xkgR4s

Figure 39 - Authorization code

L Lo E e

Connection to Dropbox folder

Fequest Drophox authorization code
l [ Reqguest cnde]

Enter autharization code
diueC4DUDJEAAAAAAAA JeBAN-WIKT _06MzcdIXkgR4 s| |

[#Okn |IH.Eamu::val]

Figure 40 - Authorization code shown in IOT SCADA SERVER

— _—
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5 Configuration

Press Ok to end the procedure. If successful, the account appears correctly connected (Figure 41).

Devices Alarms Alarm History Report Documents Favorites Configurai

Ny Dropbox

Cancel o Save

Dropbox link

«/ Connection ok {user:

Remote backup service
Enable Dropbox remote backup
Dropbox destination folder *

Send a test file % Send .

Figure 41 - Dropbox account connected

At this point the Send to Dropbox buttons of IOT SCADA SERVER can already be used to send documents
on Dropbox. To disconnect the account in the future, simply press the Disconnect button.

If you want to enable the sending of backups to Dropbox press Enable Dropbox remote backup (Figure 42)
and choose a destination folder for the files by clicking on the button “...”. To test the backup feature, send a

test file to the specified folder by pressing the Send button. When finished, press the Save button to save the
configuration.

Remote backup service

Enable Dropbox remote backup |#

Dropbox destination folder * Backups E]

Send a test file

Figure 42 - Backup parameters

The backup files sent to Dropbox are not related to those of any FTP backup: in other words, complete
backups of IOT SCADA SERVER will be present on both Dropbox as well as FTP.
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5 Configuration

5.4.3 OneDrive account

An existing OneDrive for Business account can be indicated as an additional destination for the backup files.
This account can also be used to upload the documents generated by IOT SCADA SERVER on the Microsoft
cloud. Before connecting OneDrive for Business account make sure internet connection is available on the
device from which you are configuring.

loT SCADA

© (Microsof, 2017 B2 Microsoft

Figure 43 - OneDrive for Business account

CAUTION:
it is possible to synchronize OneDrive Business account only

Press the Connect Account button. The popup window will open with a request to insert email and password
of the account to be synchronized. If successful, the account appears correctly connected. The I0T SCADA
SERVER will synchronize with the OneDrive for Business cloud for the backup saving.

At this point the Send button of IOT SCADA SERVER can already be used to send documents on OneDrive
for Business. To disconnect the account in the future, simply press the Disconnect button.

If you want to enable the sending of backups to OneDrive for Business, press Enable OneDrive remote
backup and choose a destination folder for the files by clicking on the button “...”. To test the backup feature,
send a test file to the specified folder by pressing the Send button. When finished, press the Save button to
save the configuration.

p——
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5 Configuration

|| Machine Pack | Macchina | Allarmi | Storicoallarmi | Report | Documenti | Preferiti | Configurazione W Licenza | Disconnetti | | B2

w OneDrive

f& Microsoft OneDrive authentication successful

Figure 44 - OneDrive for Business authorization

5.4.4 FTP Backup

The remote backup function to FTP provides for the creation and sending of daily backups of IOT SCADA
SERVER data and the configuration on an FTP server in order to ensure recovery in case of hardware failure
of the internal hard disk.

To use this function an FTP server must be available on which to make the transfer, as well as all the
parameters necessary for its access, which are to be entered in the Configuration -> Cloud Services -> FTP
remote backup section:

‘| Synoptics | Devices | Alarms | Alarm History | Report | Documents

o

L FTP remote backup

Cancel

FTP Backup

Remote FTF backup enabled )
r— FTF backup configuration

FTP server name:
FTF port:
Username:

Password:

& Backup test

Figure 45 - FTP remote backup configuration

A test file can be sent to check the correctness of the settings entered by pressing the corresponding Backup
test button.
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5.4.4.1 Details of the transferred files

IOT SCADA will send 3 files every night called:

backup_date_hour.zip

backup_date_hour.zip.md5

backup_date_hour.zip.sig

in which date represents the date, and hourthe UTC time in which the backup was made such as, for example,
“backup_23062017_0144.zip".

The file with the zip extension contains the CSV file with the IOT SCADA data and an encrypted file with its
configuration.

CAUTION
The backup performed by this IOT SCADA SERVER feature is incremental. To rebuild the system in the
event of failure all the files transferred over time are required. The remote backup can be interrupted at
any time by disabling it in the dedicated configuration section. If subsequently re-enabled, it will resume
the backup of your data from where it was last interrupted.

The file with the md5 extension contains a signature with the MD5 algorithm to verify the correct transfer of
the file. The file with the .sig extension contains a RSA signature to verify that the file was actually generated
by an Alleantia product and has not been manipulated to alter the content.

The remote backup function is incremental in respect to the previous backup.

If the previous backup is of the previous night, the zip will contain the data of a single day. If

the previous backup does not exist, or it is the first run, the zip file will contain ALL the data of
| the system starting from the commissioning of the plant.

5.4.5 Connection with Microsoft SQL Server

It is possible to indicate Microsoft SQL Server as a destination of all data, events and alarms collected from
the IOT SCADA SERVER.

First, click the Download Script button to download the sql script, then carry it out on the machine with
Microsoft SQL Server to create the database tables, where the IOT SCADA SERVER data will be downloaded.

After, the connection parameters will be inserted in database in the configuration panel. You can test the
correct configuration, clicking the Connection test button.

If everything works correctly, click the Save button to save the configuration.

From this moment on, the IOT SCADA SERVER will download its data in configured database. The refresh
rate can be changed from interface.
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|| Sinoftici | Impianto I Allarmi I Storico allarmi Report Documenti [ Part Prog

° SQL Server

:1 = Annulla ] l [ salva ]

| Parametri di connessione

Indirizzo

Forta

MNome database

MNome utente

| |
| |
| |
Sufiisso tabelle | |
| |
Password | |

Frova connessione

A

Abilitazione trasferimento su SQL Server (supportato dalla versione SQL Server 2008)

Abilita servizio di trasferimento su SOL Server ||

Backup configurazione

Copia la configurazione di dispositivi e variabili su SQL Server

Scarica lo script per la creazione delle tabelle su SQL Server | Download script

Figure 46 - Microsoft SQL Server

|[ Sinottici I Impianto I Allarmi I Storico allarmi I Report [ Documenti [ Part Progi

g SaL Server

[ % Annulla J [ |5 Salva J

Parametri di connessione

Indirizzo

Porta

Mome database

Sufiisso tabelle

Mome utente

Password

Frova connessione

A

Abilitazione trasferimento su SQL Server (supportato dalla versione SQL Server 2008)

Abilita servizio di trasferimento su SQL Server |#|

Backup configurazione

Copia la configurazione di dispositivi e variahili su SQL Server

Scarica lo script per la creazione delle tabelle su SQL Server | Download script

Figure 47 - Microsoft SQL Server
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5.4.6 Connection to Azure loT Hub

In Microsoft Azure, after creating loT Hub, get the connection string.

< C' | @ Sicuro | https://portal.azure.com/#resource/subscriptions/c8f58628-7506-48a6-beaf-4ae067f6f40c/resourceGroups/FirstAllentiaGroup/providers/Microsoft.Devices/lotHubs/AlleantiaHub/lotHubKe ¥ o]

AlleantiaHub - Criteri di accesso condivisi » iothubowner L Cerca risorse x [? & © @

DIRECTORY PREDEFINITA Q)

i[ AlleantiaHub - Criteri di accesso condivisi iothubowner X
loT Hub AlleantiaHub

P Search (Ctrl+/) == Aggiungi

Search to filter items.. ~

N Panoramica Nome criterio di accesso
CRITERIO AUTORIZZAZIONI
H Llogattivita -
Autorizzazioni

iothubowner scrittura registro, connessione servizio, connel
9 V| Lettura registro ®

i Controllo di accesso (IAM)
+ Scrittura registro @

service connessione servizio

< ' Connessione servizio ®

S Device Explorer
device connessione dispositivo + Connessione dispositivo ®

IMPOSTAZIONI registryRead lettura registro

Chiavi di accesso condivise

Criteri di accesso condivisi registryReadWiite sarittura registro Chine prmara®

@ Piane tariffario e scalabilita D8roObhnknYePMaaxwik92gmozTRal [

E2 Monitoraggio operazioni Chiave secondaria @

> YEVCKUGOBTFLOSIGob-rwycdiabere [
3+ Filro P

Stringa di connessione - chiave primaria ®

i= Proprieta _
HostName=AlleantiaHub azure-devicesnc [

& Blocchi

B3 Scipt di automazione HostName=AlleantiaHub.azure-devices.n¢ n

Stringa di connessione - chiave secondaria ®

MESSAGGISTICA

Caricamento file

€ Endpoint

I Route

MONITORING

Figure 48 - Microsoft Azure

Insert the string into the box in configuration panel. Then press Create loT Hub Identity button to register the
device in loT Hub.

Devices Alarms Alarm History Report Documents Favorites Configuration
, Account Azure

-

Azure service

To start sending messages to Azure cloud you must create a device identity on loT Hub. To do this, paste the connection string
taken from your personal loT Hub and push "Create loT Hub Identity” button

HostMame=AlleantiaHub.azure-

Al P
| Create loT Hub Identity || Delete loT Hub Identity ] DevicelD: IOTSPI216060799
Start loT Hub service
Figure 49 - Connection string
EEE——— -
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5 Configuration

If the registration was successful, Device ID will be displayed next to the button.

|| Devices I Alarms | Alarm History I Report I Documents I Favorites | Configuration |

G Account Azure

Azure service

To start sending messages to Azure cloud you must create a device identity on loT Hub. To do this, paste the connection string
taken from your personal loT Hub and push "Create [oT Hub Identity” button

| Connection string to 10T Hub |

| Create loT Hub Icentty | [ Delete 1oT Hub Identity ||DevicelD: I0TSPI216060799

Start 0T Hub service |

Time interval between sending the next telemetry message |0_| hrs |0_| min |L| sec
Max message size |@E|

|| Save on sentmessage sending only changed variables in the time interval

] Message will contain only essential data. Use it if you want save other data

Azure loT Hub service will send only variables that have read rights enabled. You can setthese in tab "Configuration -
Devices, measures and rights setup”

Device Elock | Variabile
Seneca +l\VAh1-L « Phase 1imported lagging apparent energy 1
Seneca +k\VAh2-C » Phase 2 imported leading apparent energy 1
Seneca +KVAN1-C + Phase 1 imported leading apparent energy 1
Seneca +KVAN3-C « Phase 3 imported leading apparent energy 1
Seneca +l\VAh2-L « Phase 2 imported lagging apparent energy 1
Seneca +kVAh3-L « Phase 3 imported lagging apparent energy 1
Seneca S504C Var12
Seneca S504C Var 11
Seneca S504C Varo
Exa Total active power (+~)

[ bzl » w [1-10/13]

Estimated messages/day: ~ 8640

Figure 50 - Account Azure

Now you can set time interval between sending next telemetry message and mske other settings. It will send
messages only for variables/alarms with read/write /alarm rights (Figure 51).

M Devices | Alams | AlarmHistory | Report | Documents | Favorites | Configuration & Lcense i/ Logout | I ==

/"\ Devices, measures and rights setup

Measures and Devices

Category: Photovoltaic inverter ONLINE
= Device: Fanue

e
amc =
- Model: Fanuc - Fanuc (Master) (lsst answer at —)
= Analog /0 i ) : §
T2 €2 Fitermeasure: | %
E Energy meter ———— =
x &
Seneca ’E; Measure Value B Ak B ﬂ]
Seneca $504C ¢5 | @ [Posizione asse C (5] ] =]
= Other
MPack & ¥ [Posizione asse B (5] ] =]
Test &5 | @ [Posizioneasse X 5] v =]
= PLC @ [P Y @
e s | posmnease ® v =]
= Photovoltaic inverter (@) [osizione asse Z 5] @] [
“Fanuc 2N
Testvv &5
Figure 51 - Devices, measures and rights setup
—— ——
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5 Configuration

You can set these rights in Devices, measures and rights setup, Synoptics measures configuration and
Custom alarms sections.

Write permission can be enabled only for measures which can be modified from outside. The alarms’ permissions
(A) can be enabled only for measures defined as an alarm in Xmod driver.

Finally, check the checkbox Start loT Hub service to activate. Depending on the selected options, estimated
messages sent per day will be shown (Figure 52).

| Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration

=,

X | Synoptics measures configuration
o Synep g

Custom measures

abil Azure
o MisuraPers v Modify] I [i] Delete l

B o Testxvv

Figure 52 - Synoptics measures configuration

| Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration

ks Custom alarms
-

Cancel | | [§ Save |

o MName Delay Azure
4 sss I o | minutgs I,r’ Modify H {if Delete ” [} Duplicate ]
4 |pon [0 |minutgs (.7 Modity ] [ [y Delete || [ Duplicate |

Figure 53 - Custom alarms

| The service uses MQTT v3.1.1., to run this protocol the 8883 port or web socket of 443 port
are needed. Make sure that these ports are open.

5.5 Information

In Section Information you can find information about the system and change such its data as licence and
device catalogue.

5.5.1 Device catalogue

Every IOT SCADA SERVER system is released with database of connected devices with default configurations.
This may contain not all the devices of the Alleantia’s Library of Things, which is continuously updated and is
available here http:/ /cloud.alleantia.com/info/products.zul. Therefore you can download one or more .xmod
files of devices configuration and upload it in the used IOT SCADA SERVER system, using the functionality of
this section. The user can, in the same way, insert in the system ad hoc configured devices (e.g. PLC) using
the Alleantia’s tool

http:/ /cloud.alleantia.com/xmod/convert.zul which creates an .xmod file for every device.

In section Information -> Device catalogue a window with the existing library of devices will open.
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5 Configuration

I .
Synoptics Devices Alarms Alarm History Report Documents Favorites Configuration
, Device catalogue
v g

Filter devices:

Supplier = Model Version
ABB A-41

ABB A-42

ABB A-43

ABB A-d44

AEB ACS 800

AEB B-21

ABB B-23

ABB B-24

ABB DMTME-I-485

AEB Fidas 24 EL3000

AEB REFG01 CEI 0-16

Albatech APL 15

Albatech APL 20

Alleantia Alleantia Bus for Arduino

Allen Bradley Fower Monitor 500 -

Figure 54 - Device catalogue

Pressing the Add button a popup window will open, that allows you to select different types of files: .xmod files
of device’s library to connect, and .pdf files for device’s user manual.

— Device description
add 2 Upload | Nofile uploaded
r— User Manual
Upload | Nofile uploaded
r—Installation Guide
d | Nofile uploaded

Figure 55 - Add device

Pressing the Upload button it will be possible to navigate the file system and select the file you need. For the
.xmod file, the system recognizes and verifies correctness of the file and will permit or not to insert it in the
IOT SCADA SERVER system’s database.

5.5.2 License management

In this section you can verify the license key or insert a new license (e.g. of updating or upgrading) and insert
the related activation key provided by Alleantia or by its vendor.

In section Information -> License management a popup window will open with the activation key, possibility
to upload a new license and the installed license characteristics, and options:
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| Devices | Alarms | Alarm History Report Documents Favorites Configuration |_

(= License management
- g

Activation code

}44120f54f—63bf—3fb1—835f—e1 be85ecldch

|- Upload

Installed license information

Feature Availahle in license Currently in use
Modbus Gateway Yes Mo

Madbus write Yes

Locked device catalogue Mo

Energy pack Mo

Machine pack Mo

REST AFI Mo

REST APl write MNa

Figure 56- License management

5.5.3 Informations

In this section the version of installed software license is provided.

| Devices i Alarms | Alarm History | Report I Documents l Favorites | Configuration L

o

bkw Informations
-

Software information

|Version: 342

Figure 57 - Informations

5.5.4 Logs

It is possible to generate audit log in different sections of software, useful to debug problems in different levels:
communication protocols, devices, user interfaces.

Go to section Information -> Logs a page for the logs configuration will open.

| Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration |_

'\f ' Logs
File: T Lock | 2 Download
Logging level: v || Apply..

Select a log fle from drop-down menu
Figure 58 - Logs creation

3 logs files can be generated: “Logging engine”, “Graphic interface” e “Protocol traffic”. The levels of logging
that can be selected are: ERROR, WARN and DEBUG. It is possible to download generated logs files, clicking
the Download button.
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6 User interface

6.1 Synoptics

Figure 59 shows a complete synopsis of a system in which the 2 synoptics have been created in section
Configuration -> Customization -> Synoptics configuration (see Section 5.3)

J Synoptics I_De\rices | Alarms | Alarm History | Report | Documents | Favorites | Configuration | ) License @) Manual 1 Logout || | =

J Distribution |

Figure 59 - Home page with synoptics
This screen is automatically displayed on the HDMI output of the IOT SCADA SERVER.

The Synoptics tab is not shown if there are no configured synoptics, in which case the IOT SCADA SERVER
home page becomes that of the Devices tab.

If a device in the system is in alarm, the “Alarms” text in the respective tab turns red.

The background of the text measures turns purple if at least one device from which they draw
a value does not respond to requests.
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6 User interface

(-
6.2.1 System measures display
Home | Devices | Alarms | AlarmHistory | Report | Documents | Favorites | Configuration ) License @) Manual JFLogout | N EE
Devices and system measures 3 Category” Inverter Inverters Active Power 0 kW ONLINE
Device: Inverter 1 Partial Energy Accumulated (today) 0 kWh
System variables Medel: SUNSYS STATION P03 Total Energy Accumulated 0 kWh
E Inverter
&0 Inverter 1 = || Data | Alarms (1)
El-Inverter 2 "= Filter measure- e
=l Powermeter
- Power Meter = WMeasure Value 1in Range Iax
Production Meter B Total Energy Accumulated 0 kWh B -
=l String Warni
s Warning present false
~~String Control 1 = el =
+-5tring Control 2 Sl @ mPPT1
OC Input Voltage ov 1] Qoo B
Inverter Active Power 0 kW 0 36 B
Module Board Temperature o c B
Partial Energy Accumulated (today) 0 kWh (=)
Total Energy Accumulated 0 kWh =
Warning present false =
g MPPT2
DO tmm linka s nu n non @ 7

Figure 60 - System measures display

All of the devices being polled by the IOT SCADA SERVER can be seen in the tree menu structure on the left,
sorted by category, and beside each device there is an icon that represents the reachability state. If operating

normally the _T_icon will appear, and if the device is not reachable the ?

icon will appear; if there are alarms

for a device, an additional warning icon L. will appear next to the name, and if some measures were not read
- .

correctly the L.-*-_‘, icon will appear.

Once you select a device, the reachability state will be replicated in area on the right as well, together with the
date and time of the last communication attempt made:

ONLINE OFFLINE

CAUTION
If the device is not reachable, first ensure that the device is turned on, then check the wiring and finally
the configuration of the IOT SCADA SERVER.
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6.2.1.1 Data and alarms display

The device measures read are divided into the two tabs Data and Alarms. Information and icons can be

associated with each:

E Logging enabled

Logging disabled

Alarm enabled

&,

@ Alarm disabled

AL Active alarm

During normal operation the Alarms tab will look the same as the Data tab. In the presence of active alarms,

however, the text of the Alarm
Selecting this tab will display all
will have a red background:

tab will appear in red and the number of active alarms will be indicated.
the measures associated with an alarm and those in active alarm condition

Home | Devices | Alarms | AlarmHistory | Report | Documents | Favorites | Configuration ) License @) Wanual & Logout | I H=
e T i Category: Inverter Inverters Active Power 0 kW ONLINE
Device: Inverter 1 Partial Energy Accumulated (today) 0 kK\Wh
Model: SUNSYS STATION P02 Total Energy Accumulated 0 kWh

System variables

= Inverter
Snverter 1 i, Data Alarms (1)
E-Inverter 2 "= | Filter measure: A
= Powermeter "
#-Power Meter = Measure Walue Min Range Max
= 1= =
i =|: = -
I?roductlon Meter = | Leak sensor Fault false & B
=l String —
--String Control 1 = Insulation sensor fault false =
--5tring Control 2 L Interface protection fault false ~s:‘ B

IMaintenance alarm false dH8
Madule 1 in parallel general alarm false ~5‘, B
Module 2 in parallel general alarm false 48
Madule 3 in parallel general alarm false ~9‘ B
Module in parallel with different configuration false ~9‘ B
Modules communication fault false JH
Output AC Mains Contactor fault false ~g B -

Figure 61 - Measures in alarm state
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In the event that the device is offline, the background colour of all its measures will be purple and the value
displayed will be that related to the last valid reading, or a series of dashes if there has been no communication:

|‘ Home | Devices I Alarms | Alarm History | Repaort | Documents | Favorites | Configuration ‘  License @) wanual | Logout | §|
Devices and system measures & Categoryi Powermeter OFFLINE
ot [}t Graph Device: Production Meter
System variables IMedal DIRIS 420
=l Inverter
Inverter 1 AS I.| Data | Alarms |
“Inverter 2 = Filter measure: y

= Powermeter
-Power Meter =
[-Production Meter = | @ Controllo energie n
=1 String
- String Control 1
“-String Control 2

Weasure Value Min Ranges Iax

Figure 62 - Communication error device

To facilitate the search for a measure, it can be filtered by name with the appropriate field:

Filter measure: | y

Figure 63 - Measure name filter

Or use the breakdown in sections, if any, selecting a single section from the tree menu structure on the left,
such as, for example, “MPPT2”, which will result in the closure of all the sections except that selected, making
visible only part of the device measures:

Measura Yalue

G System

@ MPPT1

& MPPT2

[ DCInput Voltage 499y

[]  Inverter Active Power 13,4 KW

[] Maodule Board Temperature 24 °C

[] Partial Energy Accumulated (today) 1184 KEWh

[] Total Energy Accumulatad 78.451 KWh
Figure 64 - Device sections
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6.2.2 Graphs

To generate a graph of the time trend of one or more measures, select measures of interest by checking the
appropriate box and then press the button:

@ Graph

CAUTION
The graph can only be generated for measures that were recorded in the time interval chosen. To
change the recording state of a measure see Section 5.2.3.

A screen will appear as in Figure 65:

Home | Devices | Alarms | Alarm History Report | Documents Favorites | Configuration (J License @) Manual Y Logout | | H=

Devices and system measures « Start date: Final date [ iy Update graph ] [ - Export data ]
[E) sekect Starttime:  [0.00 & Endtime: [11.29 [ % Reset date | | % Save graph
System variables
B Inverter o
E-Inverter 1 A 60

= 40
| 35
S
e 30
25
PPT3 20
E Powermeter 15
Power Meter 2
Production Meter 2 o
£ string 5
i string Control 1 EN- o
(o N e e e
String Control 2 B 00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00
=Inverter 1 - System - Inverters Active Power [KW] ==Inverter 2 - System - Inverters Active Power [\‘W]‘
[« []

Figure 65 - Graphs
The temporal controls for the generation of the graph are located at the top. The default date and time interval
runs from the current date and time to midnight on the previous day. These can, however, be edited and a

new graph generated by pressing the Update graph button.
To restore the default interval, press the Reset date button.

Once a graph has been created, the reference time interval can be changed using the buttons below:

moves the time interval back by 90%
moves the time interval back by 40%

Q decreases the time interval by 20%

« increases the time interval by 20%

" moves the time interval forward by 40%
o moves the time interval forward by 90%

Alleantia 3

ALL <THINGS> JOINED
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The graph is automatically regenerated after pressing one of these buttons.

To change the selection of the measures to be plotted, return to the system and device measures display
screen by pressing the button:

Select

Select or clear the measure by using the check box again.
The measures currently selected are listed in the tree menu structure on the left. These can also be removed

by pressing the icon:

6.2.3 Measure write

Some measures can be written, therefore it is possible to insert value to write into measure. To do it you should
be authorized by logging in with user/password: go to section Configuration, login, and return to section
Devices. Select a device to open the measures list. The writeable ones can be identified by the presence of
a button on the row, see figure below.

[ Uscita digitale 1 ral
[ Uscita digitale 2 [al
[ Uscita relé 1 luls
7| Uscita reli 2 ral

EEPECE

Pressing the button a popup window will open that allows to insert new value.

e

Current measure value: false
Insert value to write into measure "Uscita relé 2™

I o Ok ” % Cancel

Writing is carried out in few seconds and while waiting the selected measure’s line turns orange, keeping the
old value.

== | O [ =1

[  Uscita digitale 2 tal =
| Uscita relé 1 [al =
| Uscita reté 2 taisel # | =

p———
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Once writing is complete, the line turns white again and the value is updated.

Uscita digitale 1 1:u
Uscita digitale 2 'rals.
Uscita ralé 1 Tals.
Uscita rele 2 Tals

PREEE

6.2.4 Exporting data to Excel

Once a graph has been generated, the data can be exported in Excel format by pressing the button:

&Expnrt data

You will be prompted to save the dataExport.xIsx file containing ALL of the values recorded by IOT SCADA
SERVER for the measures that are currently selected within the selected time interval in Excel 2007 format.
N.B. Excel 2007 limits the number of rows in an Excel spreadsheet to 65536. If the number of data exported
is greater, the “excess” data will be automatically deleted.

6.3 Alarms

The current active alarms on all devices to which the IOT SCADA SERVER is connected can be viewed in the
Alarms section. The list is sorted by date and time, but the order in any column can be changed by clicking
on the corresponding heading.

Home Devices | Alarms | Alarm History | Report Documents Favorites Configuration (J License @) Manual JFi Logout J N EEE

Ciate and Time  * Device name Section Measure Alarm description State

Figure 66 - Active alarms

If there is no alarm the message No active alarm will be displayed. If alarms are present, the text in the
Alarms tab will be red, even when the tab is not open.

Custom alarms are also reported in this section.

Alleantia 75

ALL <THINGS> JOINED



6 User interface

6.4 Alarms history

To display a history of the alarms that were triggered in the devices connected to IOT SCADA SERVER enter
the Alarm history section. If alarms are present, the screen that appears is like that in Figure 67:

Home Devices | Alarms | Alarm History Report | Documents Favorites Configuration ) License o Manual QLUQUU( ny =
£l Data sorting—————— — 7 Alarm type filter— — ¢ Date filter ——8 ———
Per event M ¥ Weasure Start Date: ®
¢ Device Final Date: %
¥ system
Alarm Data (ON) Alarm Data (OFF) Alarm type Device Description Section Alarm Description Netification Timestamg Motification Timestamg Netification
BI4/17 11:10:13 AN Measure Inverter 1 System Low Impedance ta Grouna
Bi4/17 11.05:14 AM Measure Inverter 1 System Low Production on Inverter 1
Bi4i17 10:56:16 AM B/4/17 11.00:54 AM Measure Inverter 1 System Qutput Trasfo overtemperature
6/4/17 10:56:16 AM 6/4/17 11:00:54 AM Measure Inverter 1 System System AC Frequency fault
6/4/17 10:56:16 AM 6/4/17 11:00:54 AM Measure Inverter 1 System System AC Voltage fault
6/4/17 10:56:16 AM 6/4/17 11:00:54 AM Measure Inverter 1 System System AC Voltage Quality fault
Bi4i17 10:56:16 AM B/4/17 11.00:54 AM Measure Inverter 1 System Parallel fault
Bi4i17 10:56:16 AM B/4/17 11.00:54 AM Measure Inverter 1 System | Leak sensar Fault
6/4/17 10:56:16 AM 6/4/17 11:00:54 AM Measure Inverter 1 System External Shutdown Activated
1 127 >

Figure 67 - Alarm history per event
The list is sorted by date and time in descending order and the alarms displayed can be filtered based on a
date interval to be specified in the Date Filter fields, and on the type of alarm, to be specified in the Alarm
type filter box. Thereafter the alarm corresponding to the filters set will be displayed by clicking on the Update
button.

There are 3 types of alarms in IOT SCADA:

* Measure alarms
o These are default alarms set on catalogue device measures, or defined by the user as shown in Section
5.3.3.

* Device alarms
o These are generated when a device does not respond to requests and becomes offline

e System alarms
o These are generated by multiple abnormal situations, such as a backup failure, an improper shutdown
of the IOT SCADA SERVER, an error while sending a notification, etc.

In Figure 67, Per event selected in the Data sorting box, the alarm ON and the corresponding OFF alarm, if
any, are grouped together in the same row, thereby facilitating the relationship between alarm events.
If it is not possible to display all the alarms on the same page, the list can be scrolled by means of the page

navigation controls at the bottom.

If the alarm notification has been configured (see Section 5.4.1), there is a :] button at the end of each
row. If this is pressed, a popup window as in Figure 68 will be displayed, with details on the forwarding of the
notification.

-

Alarm State Type Motified Motification Date Retries
oM mail Mo 1

Figure 68 - Notification details
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The alarm history can also be viewed by sorting the data in a chronological manner (i.e. selecting the option
Chronology in which the alarms are presented in the reverse order in which they occurred, that is with the
most recent at the top of the list together with the information about the state of the alarm ON (device in alarm)

separate from that of the alarm OFF status (device alarm over), as in Figure 69:

‘ | Home | Devices | Alarms | Alarm History I Report | Documents | Favorites | Configuration | J License ) Manual | Logout || | =
£ Data soting—————— — ¢ Alarm type filter— — ¢ Date fiter —M8M8M8@ M
[chranolagy 7] ¥ Measure Start Date: ®
oo . —
¥/ System
Alarm Timestamp Alarm type Device Description Section Alarm Description Alarm State Motification Timestamg Notification
G4MT711:10:13 AW lMeasure Inverter 1 System Low Impedance to Ground ON
G417 11:05:14 AW Measure Inverter 1 System Low Production on Inverter 1 oM
64117 11:00:54 AW Weasure Invertar 1 System Qutput Trasfo overtemperature OFF
614117 11:00:54 AW leasure Inverter 1 System System AC Frequency fault OFF
G417 11:00:54 AN Measure Inverter 1 System System AC Voltage fault OFF
6/4/17 11:00:54 AW WMeasure Inverter 1 System System AC Voltage Quality fault OFF
G417 11:00:54 AW lMeasure Inverter 1 System Parallel fault OFF
6/4/17 11:00:54 AW Measure Inverter 1 System External Shutdown Activated OFF
614117 11:00:54 AW Meazure Inverter 1 System I Leak sensor Fault QOFF
| »

Figure 69 - Chronological alarms history

6.5 Report

In the Report section of the main menu it is possible to choose the type of report to generate:

| Synoptics | Devices | Alarms | Alarm History | Report i Documents | Favaorites | Configuration

i Single measure reports i Comparison between measures l Comparison between periods l_L +
Report parameters
Report on | |E]
Feriod ® Daily " Monthly
Day 11917 2]

Figure 70 - Types of report
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rgy reports can be generated (growing monotonic measures), enabling the daily or monthly progress of
energy measures to be analysed in different ways:

the single measure energy report represents the simplest type of energy reports focusing the analysis on a
single energy measure. This is the most compact of the various reports as it is composed of a single page
with a bar graph and data table.

the energy report “comparison between measures” highlights the differences between energy measures
over the same period of time. This is useful in comparing energy production and consumption in a system,
as well as for discovering any inefficiencies in devices regarded as similar (e.g. different production by
inverter of the same model connected to the same number of strings). This contains a line graph and one
or more data comparison tables between different measures.

the energy report “comparison between periods” analyses the performance of one energy measure over
several days or several months. It enables, for example, the comparison between the energy produced in
July 2016 with that produced in the same month of 2017. It contains a line graph and one or more data
comparison tables between different periods.

measures and the periods over which the analysis is to be performed must be defined in each of these

reports by filling in a special form of input parameters.

If th
the

Report parameters

Feporton E]

Feriod ® Daily Monthly
Day 119/17

Figure 71 - Input parameters form for the single measure report

e report is a comparison of several measures, then more than one measure can be chosen. Similarly, for
comparison report between several periods more than one period can be chosen.

Report parameters Report parameters
Measures Inverter 2 - System - Total Energy Accumulated Measures Inverter 1 - System - Total Energy Accumulated
Inverter 1 - System - Total Energy Accumulated
Period Daily "® Manthly
Periad Daily ® Manthly Months May 2017 2k Add
June 2017
Manth June v 2017 v fii] Delete
Grafico #/ Include graph in repart Graph #/Include graph in report
Figure 72 - Choice of multiple measures for the comparison Figure 73 - Choice of multiple periods for the comparison
report between different measures report between different measures

After filling in the parameter input form, a preview of the report can be generated by pressing the Generate

butt

on. A few moments later a popup window will open displaying the generated document consisting of a

graph and one or more tables; at the bottom of the popup window there are buttons that are used to save or
forward the report displayed via email. The email forwarding occurs after the recipients of the mail have been
entered in the appropriate popup window that appears after the Send button is pressed. To use this feature

the

notification parameters must be configured, as described in Section 5.4.1.
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et |

Plant Monitoring
Monthly energy report for July 2017

23

[ANE=I 21

12 3 4 5 6 7 8 % 10 1 12 13 14 15 16 17 18 19 20 N1 22 23 24 25 6 27 @ FH W N
Giomo

B Inverter A - System - Energia iotale prodotia |

Glomo Energia (kWh) Giorno Energia (k¥Wh) Giorno Energia (k¥Wh)
1 0.00 12 21,10 5] 0.00
z 2252 13 1864 24 000
3 16,34 1 1745 25 0.00
4 18.26 15 1987 F] 000
5 2043 16 2112 Fij 0.00
[ 18,53 14 18,23 i 0.00

6.6 Documents

-

- |
H

[ | Save H » Send “ %2 Send to Dropbox H () Close ]'

Figure 74 - Single measure energy report

|| Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration ) License @ Manual 1 Logout | N §|
Document name — |Descripﬂon |Up|oad date |
5361034 | RS485.pdf User guide 1317

Figure 75 - System documents

For convenience, documents that are deemed useful to the system being monitored, such as wiring diagrams
or other, can be loaded in IOT SCADA SERVER.

A popup window, as shown in Figure 75, opens when the Add button is pressed. Thereafter the Upload button
must be pressed and the document to be loaded chosen. A description, such as System Wiring must be
entered and subsequently the Ok button pressed.

You must be logged in to delete a document, in which case the Delete button next to each document will

appear.

[Doemanipezs )

'WARMIMG! Far security reasaons, files with the following extensions cannat be
lopaded: [exe, com, bat, cmd, htm, html, mht, js]

Document Upload | Mo file uploaded

Description

A

| « 0k || # cancel

Figure 76 - Document upload

p———
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- ——
6.7 Favourites

|| Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration J License @ Manual ] Logout | N §|
I Eiilﬁ\dd I

Name |Addr955 |

IP Camera http://192,168.2.34

Figure 77 - Favourite addresses

Favourites, that is addresses of IP cameras present in the system or of other sites that are of interest, can be
entered in the IOT SCADA SERVER configuration.

By pressing the Add button a popup window opens as shown in Figure 77. A name must be entered to help
understanding, such as System cameras, the address itself, and then the Ok button must be pressed.

You must be logged in to delete a favourite, in which case the Delete button next to each document will
appear.

Address | |

I#Dk ” 5 Cancel ]

Figure 78 - Favourite addresses insertion

This will open in a new browser window when clicking on the address.

p——
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7 Troubleshooting - FAQ

7.1 Specific functions for Machine tools and Machining centres

The IoT Scada Server system has specific functions to connect the device to CNC of machining tools or
machining centres.

It supports drivers of primary brands, such as, for example CNC Siemens, Fanuc, and Heidenhain. When

uploading this kind of drivers, there are additional functions available, as part program transfer and sending of
working documents in Documents folder.

7.2 Remote part program transfer (machine instructions)
Not all families/versions of CNC support these functions (e.g. old CNC families).

When adding a device and choosing a driver of supported CNC brands (described in previous sections), Part
Programs name CNC page will appear.

: S",—;hu-p-tics | Devices Alarms | Alarm Histur-\,-' R-é;'mrt " Documents | Heidenhain Pai‘tl"-'rog'r'éms Favorites | C-Dnﬁgur-étiu-n

Devices and system measures 4 t
System variables
=
‘.-Yammer social network =
E CNC
“.-Sigma Compact 3 |
E Energy meter
‘-Consumo macchina A
El Other
----- loT Server (Configurazione) E_
#-10T Server test =

Follow this procedure:
- Connect gateway’s Ethernet port to CNC’s Ethernet port (very old CNC might not have Ethernet ports);

- Enable communication and connection ports from CNC: in some cases you should enable Ethernet port to
allow the CNC to send data. Verify that the CNC can send data to the third parties (in some cases you should
purchase additional optional functions of the CNC, provided by its manufacturer);

- Setup the Ethernet ports, as described in sections 4 and 5. Pay attention to the correct settings of assigned
IPs to the CNC, gateway and local LAN network in order to avoid conflicts. The devices equipped with DUAL
LAN allow the gateway to connect to CNC with IP of a certain family and, for ex., with the office PCs or servers
with other IP, without coming into conflict;

- Make all communication TCP/IP Tests that can be found at Configuration tab (see section 5) and test a
single IP address to ping on the CNC, office PC and server. In case of a successful outcome, the screen icon
next to the device will turn green. =
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In case of communication problems the screen icon will turn red E . If the communication test succeeds but
the icon remains red or the CNC icon remains red, it means that you should enable CNC’s ports.

i Synoptics Devices i Alarms I Alarm History I Report | Documents | Heidenhain Part Programs | Favaorites | Configuration

Devices and system measures

s
| L

System variables
=
‘. Yammer social network
El CNC
“-Sigma Compact 3
= Energy meter
‘. Consumo macchina
E Other
10T Server (Configurazione)-

#-loT Server test

&

I

Ee
Fill

MO HE

- After setting up the connections and the communication ports, click Part Programs. The screen as in figure

below will appear.

| Synoptics Devices

Alarms I Alarm History I Report

Documents

I Heidenhain Fart Programs “Fav

Fath: FCNC_MEM/USER/PATH1/

Far Program
29100
289101
089102
09200
o
TECNO
TEK
XIN-1
PROWVAZ
TEK2
TEKETE4
TEKA1

Size
2.0kB
2.0kB
1.0kB
2.0kB
1.0kB
1.0kB
1.0kB
1.0kB
1.0kB
1.0kB
15.0kB
1.0kB

Date

02/01/2016 15:48:36
02/01/2016 11:26:10
02/01/2016 11:26:24
02/01/2016 11:26:44
14/01/2016 11:51:00
03/M10/2015 17:43:50
16/03/2017 12:55:44
28/07/2016 15:00:54
220032017 12:11:22
28/032017 13:22:18
30/04/2017 15:18:38
25/06/2017 15:32:20

; |

I 5= Upload ] l == Download

- TEK1
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In the box you will see all part programs on the monitored machine’s PLC.

Then you can download and upload the part program files (machine instructions).

So it will be possible to send the instructions directly from a PC to the machine and transfer new part program.
- Click Upload, in the popup window select the file from your PC (as shown in the figure below) and click

Open. The system in few seconds will transfer it to the machine’s CNC, at any distance it is. In this example
TEKI1 part program was used.

Uvzuy zurs UL 1LV 1D 11.20.44 e ] = - L=
o1 1.0kB 14/01/2016 11:51:00 i N N
TECNO 1.0kB 03/10/2015 17:43:50 =] Pictures
TEK 1.0kB 16/03/2017 12:55:44 | Alleantia .
XIN-1 1.0kB 28/07/2016 15:00:54 ‘-
PROVAZ 1.0kB 2200372017 12:11:22 @ OneDrive
TEK2 1.0kB 28/03/2017 13:22:18 - ——
[ This PC 22 23 24 EdgeGateway_50 Schermata Dell
00_5100_Technica  con Energy Meter
- Upload [ Desktop |Guidebook-PDF_
| Documents Ad_Dell.
¥ Downloads
b Music
&/ Pictures
B videos L ——
b Schermata Dell  Siemens_1200_12  Socomec_Diris-B
& 05(C) senza dispositivi Daxmod -30xmod
v
File name: [ TEK1 | | Tumiifile v
Open  |+] Cancel
—
e TEK1 ~ Mostra tutto | X

- Click Open, wait for a few seconds.
- When the system has finished the file transfer (it depends on the file dimension and the kind of connection),

you can check the transfer: click F5 button to refresh the web page and scroll the list of part programs on the
CNC. You will see TEKT1 file in the list: the file transfer was successful.

Path: /CNC_MEM/USER/PATHT/

Par Program Size Date
09153 2.0kB 14/11/2015 16:50:10
09154 1.0kB 15/11/2015 08:53:16
09100 2.0kB 02/01/2016 15:48:36
09101 2.0kB 02/01/2016 11:26:10
09102 1.0kB 02/01/2016 11:26:24
09200 2.0kB 02/01/2016 11:26:44
o1 1.0kB 1410172016 1151:00
TECNO 1.0kB 02/10/2015 17:43:50
1.0kB 16/03/2017 12:55:44
# TEK1 1.0kB 13/03/2017 18:43:16
1.0kB 28/07/2016 15:00:54
PROVAZ 1.0kB 220032017 12:11:22 ~

l =7 Upload ] l == Download
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On-board controller can start the program or work.

The purpose of this function is to organize/program all sequences of working that the machine performs, to
organize and plan the production, etc.

CAUTION:
If you are accidentally trying to transfer remotely a part program to the CNC, which is already on
the machine, the operation will not have success, as the files are protected from being overwritten
remotely. Rename the file, adding revision (TEK1rev, TEK1r1 and so on).

CAUTION:
The files that start with “O” cannot be downloaded and managed remotely, for security reasons.

Rename the file (add another letter in the beginning).

- To download a part program from the machine’s CNC (for ex., to modify the instructions remotely), select
the file and click Download.

Choose the folder to save the file.

The file WILL NOT BE DELETED from the CNC. For security reasons, when working nothing is modified or
overwritten.

Fath: /CNC_MEM/USER/PATH1/

Par Program Size Date
09153 2.0kB 1411112015 16:50:10
00154 1.0kB 151112015 08553:16 @ savens *
09100 2.0kB 02/01/2016 15:48:36 R
09101 5 0kB 02/01/2016 112610 4 Bl > ThisPC > Desktop » v &  SearchDeskiop
09102 1.0kB 02/01/2016 11:26:24
09200 2.0kB 02/01/2016 11:26:44 Organize > New folder =~ @
o1 1.0kB 140172016 11:51:00 " .
TECNO 1.0kB 0310/2015 17:43:50 & OneDrive <
TEK 1.0kB 16/03/72017 12:55:44
TEK1 1.0kB 13/03/2017 18:43:16 [ This PC
XIN-1 1.0kB 28/07/2016 15:00:54
PROVA2 1.0kB 22/03/2017 12:11:22 I Desktop
£ Documents
Immagini Yotta Control 1 20 2
5 Upload & Downloads procedure dell A-1129D
D Music
=] Pictures
Videos .
i, 05(C)
B Network © 2 EdgeGateway_50 Schermata Dell Schermatz Dell Siemens_120018
File name: | 11241 ~
Save as type: | Tutti i file ~
© ide Foldes Cance

After that, on the on-board CNC screen you can easily check that the file has not been removed or modified.

CAUTION:

In some cases in might happen that, after selecting the part program to download, clicking the

“Download” button, Google Chrome is set by default to download files in “Downloads” folder (see figure

84

below).
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| Synoptics [ Devices Alarms Alarm History I Report I Documents | Heidenhain Part Programs | Fav

Path: ICNC_MEM/USER/PATH1/

Par Program Size Date
09100 2.0kB 02/01/2016 15:48:36 .
09101 2.0kB 02/01/2016 11:26:10
09102 1.0kB 02/01/2016 11:26:24
09200 2.0kB 02/01/2016 11:26:44
01 1.0kB 14/01/2016 11:51:00
TECNO 1.0kB 03/10/2015 17:43:50
TEK 1.0kB 16/03/2017 12:55:44
XIN-1 1.0kB 28/07/2016 15:00:54
PROVAZ 1.0kB 2200312017 12:11:22
TEK2 1.0kB 281032017 13:22:18
R E— 150k 30/04/2017 15:18:38
# TEK1 1.0kB 25/06/2017 15:32:20 =

[ == Upload ] [ == Download

& eI ~

To change the folder, go to Google Chrome settings, check Ask where to save each file before downloading
box.

&« = | & Chrome | chrome://settings
Chrome Settings
Ex Page zoom: 100% =
I Settings
MNetwork

Google Chrome is using your computer's system proxy settings to connect to the network.

i Change proxy settings... |

Languages

Change how Chrome handies and displays languages. Learn more

| Language and input settings... |

[ Offer to translate pages that aren't in a language you read. Manage languages

Downloads

Downlead location: | C:\Users\loT SCADA Server\Down aak | Change... |

[¥ Ask where to save each file before downloading

HTTPS5/SSL

i Manage certificates... |
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7.3 10T SCADA SERVER does not switch on

For the Base and UPS models (code IxS_1y1), check there is 12 V direct current on jack with terminal positive
on DC+ and negative on DC-. If voltage is over or below 12 V, change power supply or, if possible, adjust
output voltage of existing one.

For the Multi and Multi+UPS models (code IxS_1y2, IxS_1y3), check there is between 12 V and 24 V direct
current or between 15 V and 26 V alternating current on terminal DC+ and DC-. If the measured voltage is not
comprised in the specified intervals, change power supply or, if possible, adjust output voltage of existing one.

7.4 Unable to complete Internet communication test

Verify that the Ethernet or Wi-Fi connections have been made correctly and check activity state of LED LAN or
Wi-Fi on the IOT SCADA SERVER (Section 2.3.1) and the switch/router. If the IP address has been manually
configured, verify the parameter configuration with your network administrator or with the router.

7.5 Communication problems with serial devices
In the event of communication problems with serial devices, refer to the troubleshooting guide in the section
Configuration -> Installation -> Devices configuration that can be downloaded by pressing the button:

I &0 Troubleshooting ]

7.6 Unable to access IOT SCADA SERVER from the local network

Check that the IP address and subnet mask of the device from which you want to reach IOT SCADA SERVER
are compatible with the IP address and the subnet mask of the IOT SCADA SERVER itself (see Sections 4.4
e 5.1)

7.7 Unable to access IOT SCADA SERVER from the Internet

Check that “NAT” has been configured on the local router on port 80 of the IP address of the IOT SCADA
SERVER.

In the event that you are trying to access the IOT SCADA SERVER through a name, and not through an IP
address (e.g. mymachine.no-ip.org), check the DDNS configuration of the router.

7.8 Auto start of the IOT SCADA system and the gateway at power-up of the
machine

In order to allow the auto start when power up from the network when it is installed in machine or electric
board, follow the procedure:

- Switch on the PC and press F2 several times, BIOS grey screen will appear
- Click Power management > AC recovery > Select Power on

- Click Apply

- Check the Save as custom user settings box > Click Ok > Exit

This procedure diables the gateway’s power button.
For the IOT SCADA auto start see paragraph 4.1.
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7.9 System hotspot activation

To automatically activate the access point every time the gateway is powered up: access the IOT SCADA from
a PC, laptop, tablet or smartphone, when in coverage of your gateway (see section 4 for the connection via
Wi-Fi to the software).

This procedure can be activated only on the gateways with the appropriate hardware characteristics (if there
is Wi/Fi card, possibility to set it up correctly, etc.).

This test has been done on Advantech UTX-3115.
1. Download Tool Connectify Hotspot 2017 (there is also a free version).

2. The Lite license has the following options:
- the system generates “Connectify-me” hotspot
- the hotspot password can be modified

3. In “Internet to share” section select Wi-Fi card. In our case (Advantech UTX-3115) it is “Realtek PCle
GBE Family Controller”.

4. This tool can be set to start automatically along with Windows: go to Settings section in the upper right
corner, click Startup Options, check Start interface on login. Select Always in Resume hotspot on boot-up.

5. Return to the beginning and check Start hotspot box to switch it on.

NOTE: these 5 steps should be done only once, during the device setup. Then the program will do it
automatically.

The password can be modified.

Now you can use Wi-Fi:
a. Open IoTSCADA web interface.
b. Go to Configuration tab and log in:

username: admin
password: webloggerSU

c. Click “TCP/IP configuration”

d. Select “Microsoft Wi-Fi Direct Virtual Adapter #2”

e. In the browser address bar copy 192.168.XXX.X IP address, shown in the table to access the IoTSCADA
web interface from a mobile device, connected to “Connectify-me” Wi-Fi network.
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Alleantia s.r.l.

www.alleantia.com

Registered offices: Via Tosco Romagnola, 136 56025 Pontedera (PI)
Operating headquarters: Via Umberto Forti, 24/14 56121 Pisa

VAT code/Tax code: IT 02011550502

info@alleantia.com
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