ANNEX B

Quick Startup Guide
Advantech UTX-3115

SAFETY INSTRUCTIONS:
For all electric connections refer to the device user manual of the manufacturer

Download user manual at
http://www.alleantia.com/wp-content/uploads/2017/06/AnnexB-Advantech_Gateway.zip
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1. Device setup provided for ISC Alleantia

100|UTX-3115-BTO
101 UTK-31155A4-56A2E COMPUTER S5YSTEM, Emb. sys UTX-3115 w/dante /2G RAM,/32G S50.Rev.a

102 EWM-WI151HO1E B0O2.11 b/g/m Mini PCle Card

103 AIMB-DBRK-DROLE CHASSIS, UT¥-3115 DIM Rail Mounting bracket kits

104 AG5-CTOS5-5Y5-4 standard Assembly + Functional Testing

105 96ETW1GELD Win10 loT Ent LTSB 2016 MultiLang OEI Entry

106 ... Custom O5 Image installation

109 EWM-C11EHDO1E OTHERS, 2-band Cellular Maodule, 5IM holder, half-size

2. Main connections

- Power supply

Advantech UTX-3115 should be powered with the connector on the back side of the chassis, with 12Vdc 3Amp
power adaptor, included in the packing list (port n°1 in the figure). Power On/Off button is n°5.

PAY ATTENTION TO THE POLARITY
AS SHOWN IN THE FIGURE

Black cable White cable
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2. Main connections

- Keyboard, mouse and monitor connection

To connect the monitor, connect its HDMI cable to the port n°2 on the front side of the chassis (see the figure
above).

Connect keyboard and mouse to USB ports on the back side of the chassis (connectors n° 6/7, see figure
below)

- LAN connection

Connect the PC to PLC, CNC and Ethernet via LAN RJ45 connector on the front side of the chassis (ports 8
and 9).

©)

©

- Serial port connections
Provided configuration does not include RS485 port. To connect serial devices use TRP-CO8S serial USB
converter, included in the packing list, which comes with a COM port with RS422 /485 protocol and a COMB
port with RS232 protocol.

The ISC system is tested with this architecture and optional device.

Annex: User manual and certificate of conformity.
Download at http:/ /www.alleantia.com/wp-content/uploads/2017 /06 /AnnexB-Advantech_Gateway.zip
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3. Initial Setup

WARNING
THE GATEWAY MUST BE USED FOR THE APPLICATION ISC OF ALLEANTIA ONLY.
WE SUGGEST TO USE A FIREWALL TO FILTER WEB CONNECTIVITY (FOLLOW THE INDICATIONS OF
ISC MANUAL TCP AND UDP PORTS TO BE OPENED).

3.1. Windows Services to be disabled

3.1.1 Windows Firewall

Disable Windows Firewall from control panel.
Procedures:

1. Press “Start” button, type “control panel” and open it.
2. Once open, click on “System And Security”.

[EE Control Panel — [} b4
4 [EE » Control Panel » v & Search Control Pane Fel
Adjust your computer’s settings View by: Categery =

Systemn and Security
Review your computer's status
Save backup copies of your files with File History

Backup and Restore (Windows 7)
Find and fix problems

L MNetwork and Internet
'h View network status and tasks

Choose homegroup and sharing optiens

User Accounts
G Change account type

Appearance and Personalization
Change the theme
Clock, Language, and Region

Add a language
Change input methods

SRR

, f Hardware and Sound Change date, time, or number formats
* View devices and printers
: Ease of Access
Add a device
@ Let Windows suggest settings
S pr.:,grams Optirnize visual display

{\]‘ Lmnstall 2 program
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3. Initial BIOS Setup

3. Click “Windows Firewall”.

E System and Security

= v A % » Control Panel » System and Security

Control Panel Home

»

* System and Security

Security and Maintenance
Review your computer's status and resolve issues

W) Change User Account Centrol seftings

Troubleshoot commen computer problems

Metwaork and Internet
Hardware and Sound

Chec
Programs

2

2

User Accounts

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

indows FirewdD>

rewall status | Allow an app through Windows Firewall

System

View amount of RAM and processor speed

®) Allow remote access | Launch remote assistance

See the name of this computer

Power Options
Change battery settings

Change what the power buttons do Change when the computer sleeps

File History

¥

Save backup copies of your files with File History

Restore your files with File History

Backup and Restore (Windows 7)
Backup and Restore (Windows 7)

Restore files from backup

Bitl acker Drive Fncrvntion

4, Select Turn Windows Firewall on or off on the left side.

ﬂ Windaows Firewall

“— v A @ « Syste.. > Windows Fi...

Contral Panel Home

Allow an app or feature
through Windows Firewall

®) Change notification settings

Turn Windows Firewall on ar

ff
®) Restore defaults

) Advanced settings

Troubleshoot my netwerk

w | 0 Search Contral Panel 2
Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicious software

from gaining access to your PC through the Internet or a
network,

l g Private networks

l e Guest or public networks Connected

Mot connected

Metwerks in public places such as airports or coffee shops

Windows Firewall state; Cn

Incoming connecticns: Block all connections to apps
that are not on the list of
allowed apps

Active public networks: Metwork 2

Motification state: Metify me when Windows

Firewall blocks a new app
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3. Initial BIOS Setup

5. Tick all the “Turn off” options and at the end click on OK to confirm the settings.
i Customize Settings
« + 1 @ <« All Control Panel terns » Windows Firewall > Customize Settings w| & Search Contrel f

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network setfings
9 (@) Turn on Windows Firewall
[]Bleck all incaming connections, including those in the list of allowed apps
] Metify me when Windows Firewall blocks a new app

Q (") Turn off Windows Firewall (not recommended)
Public network settings
0 {®) Turn on Windows Firewall

[[JBlack all incoming connections, including those in the list of allowed apps

E Motify me when Windows Firewall blocks a new app

g () Turn off Windows Firewall (not recommended)

3.1.2. Windows Defender

Disable Windows Defenders by using Local Group Policy Editor utility.
Procedures:

1. Use “Windows logo key + R key” shortcut from keyboard to open “Run” utility.

2. Type gpedit.msc and click on “OK” to open “Local Group Policy Editor”

3. Browse the following path: Computer Configuration > Administrative Templates > Windows Components
> Windows Defender

4. Double click on “Turn Off Windows Defender” on the left side as show in figure.
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3. Initial BIOS Setup

[ Local Group Policy Editor - O s
Eile Action XNiew Help
e 2@z BE T

[] Store Setting State

[} Syncyour settings 5 MAPS

? _;—I Tablet PC ] Metwork Inspection System
|| Task Scheduler Sa i
- uarantine

| Windows Calendar
7] Windows Color Systermn
| Windows Customer Experience Improver

w | | Windows Defender

lent Interface

Exclusions

MAPS

Metwork Inspection System
Cuarantine

Real-time Protection
Rernediation

Reporting

Scan

Signature Updates

Threats

I
=
=
=
=
=
=
=
=
=
=

» [ Windows Error Reporting

» | Windows Hello for Business

7] Windows Ink Workspace
< >

| Real-time Protection

[ | Remediation

[ Reporting

[ Scan

[ Signature Updates

] Threats

Allow antimalware service to startup with normal
Turn off Windows Defender

\iz] Configure local administrater merge behavior for lists

Mot configurn
Enabled |

Mot configun

|| Turn off routine remediation Mot configun

|i=] Define addresses to bypass proxy server Mot configun
\i=] Define proxy auto-config (.pac) for connecting to the network Mot configun
|i=| Define proxy server for connecting to the network Mot configun
|iz| Randomize scheduled task times Mot configun

\i=] Allow antimalware service to rermain running always Mot configun

< >

Extended }\Standard /

G setting(s)

5. Click on “ENABLED” to disable “Windows Defender”, then click on “Apply” and finally click “OK” as shown

in the next figure.

&J Turn off Windows Defender

E‘ Turn off Windows Defender

Previous Sel'tl'ngl I Mext Setting |

At least Windows Vista

) Mot Configured Comment:
(®) Enabled
() Disabled
Supported on:
Opticns:

Help:

This policy setting turns off Windows Defender.

If v enahle this anlicy settinng Windows Nefender does nnt
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3. Initial BIOS Setup
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3.1.3. Windows Update
Disable Windows Update from services.msc utility
1. Use “Windows logo key + R key” shortcut from keyboard to open “Run” utility.
2. Type services.msc and click on OK.
3. Scroll down on services page. Find and double click on Windows Modules Installer.
. Services - O *
File Action View Help
e |F o= HE > > 80w
. Services (Local) . Services [Local)

Select an item to view its description.  Mame Description Status Startup Type Log
£ Windows Encryption Provid... Windows E... Manual (Trig... Loc
£} Windows Error Reporting Se... Allows error... Manual (Trig... Loc
£k Windows Event Collector This service ... Manual Met
‘£l Windows Event Log This service .. Running  Automatic Loc
£ Windows Firewall Windows Fi...  Running  Automatic Loc
Ll Windows Font Cache Service  Optimizes p... Running  Automatic Loc
‘£l Windows Image Acquisitio..  Provides im... Running  Automatic Loc
Ll Windows Insider Service wisve Running  Manual Loc
Sl Windows Installer Adds, modi... Manual Loc
£k Windows License Manager ... Providesinf.. Running  Manual (Trig.. Loc
EhWindows Management Inst.. Provides a c.. Running  Automatic Loc
£l Windows Media Player Met...  Shares Win... Manual Met

4 Windows Mobile Hotspot S... Provides th... Manual (Trig... Loc
Ll Windows Modules Installer | Enables inst... Manual Loc
£ Windows Push Metification...  This service ... Running  Automatic Loc
£k Windows Push Motification... This service ... Manual Loc
‘£ Windows Remote Manage..  Windows R... Manual Met
£l Windows Search Provides co.. Running  Automatic (0. Loc
Ll Windows Time Maintains d... Running  Manual (Trig... Lec
N - amm



3. Initial BIOS Setup

wp oE CES

File Action View Help

| @ ELEE HE

.. Services (Local)

)
4. Set its startup type to be Manual, then click on Apply > OK.
— O
!
Windows Modules Installer Properties (Local Computer)
. Servic
General |ogOn R W] denci
Windows M e Status Startup Type Log ™
Service name: rustedinstaller Running  Autemnatic Loc
Start the send Runni Aut i L
Display name: Windows Modules Installer Hnning utamatic oc
Running  Autemnatic Loc
intion: Description: Enables installation, modffication, and remaval of ” ; :
Descrlpt!on escription Windows updates and optional components. If this funning  Automatic Loc
Enables insta Manual Loc
and removal
and optional Path to executable: Manual Loc
cervice is dis CAWINDOW Shservicing Trusted Installer exe Running  Manual (Trig... Loc
of Windows Startup typ - | Running  Automatic Loc
: arty & ~
this comput P EILE Manual Met
Manual (Trig... Loc
Manual Loc
Service status: Stopped Running  Autematic Loc
S = B 5 Manual Loc
a op ause esume Manual Net
‘You can specify the start parameters that apply when you start the service Running  Autematic (D... Loc
from here. Running  Manual (Trig... Loc
Start parameters: | Running  Manual (Trig... Loc
Running  Manual Loc
Manual Loc
Cancel Aoply Running  Autemnatic Loc
Manual Loc v
£ >
\ Extended /{Standard/
10
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3. Initial BIOS Setup

——m
5. On services settings page, find and double click on Windows Update.
T Services — O x
File Action View Help
ez | @2 EE/ >»>»mnwp
.. Services (Local) . Services (Local)
Select an item to view its description.  Name - Description Status Startup Type Log ™
nf,(.?‘;Windows Event Log This service .. Running  Autemnatic Loc
-&(—?';Windows Firewall Windows Fi...  Running  Autemnatic Loc
nf,(.?‘;Windows Font Cache Service  Optimizes p.. Running  Auternatic Loc
L5 Windows Image Acquisitio...  Providesim.. Running  Automatic Loc
-&;?‘;Windowslnsider Service WISVE Manual Loc
{,('?;Windowslnstaller Adds, modi... Manual Loc
-&(—?';Windows License Manager ... Providesinf.. Running Manual (Trig.. Leoc
{,('?;Windows Management Inst.. Provides a c.. Running  Automatic Loc
-&(—?';Windows Media Player Met... Shares Win... Manual Met
nf,(.?‘;Windows Mobile Hotspot 5. Provides th... Manual (Trig... Loc
Q?;Windows Modules Installer  Enables inst... Manual Loc
-&,;?‘;Windows Push Metification... Thisservice.. Running  Autemnatic Loc
{,('?;Windows Push Metification... This service .. Manual Loc
-&,;?‘;Windows Remote Manage.. Windows R... Manual Met
{,('?;Windows Search Provides co... Running  Autematic (D.. Loc
CLWindewe Time Maintains d... Running  Manual (Trig... Lec
Enables the.. Running Manual (Trig.. Loc
L WinHTTR Web Proxy Auto-.. WinHTTP Q..  Running  Manual Loc
{51 Wired AutoConfig The Wired ... Manual Loc
{,;?;WLAN AutcConfig The WLANS... Running  Automatic Loc
-{,;?';WMI Performance Adapter Provides pe... Manual Loc %
£ >
\Ertended ;{Standardf’
N - mmm

11
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3. Initial BIOS Setup

6. Set its startup type to be Manual, then click on Apply > OK.

File Action View Help

e | FEdE HE

.. Services (Local) © L Semvic

Windows Ug

Stop the send
Festart the s

Description:
Enables the
installation o
and other pr
dizabled, use
not be able t
or its autom
and prograrr
the Window
AP

Windows Update Properties (Local Computer)

General |ogOn  Recovery Dependencies
Service name:
Display name: ‘Windows Update

Description: Enables the detection, download, and installation of
P updates for Windows and other programs. I this

Path to executable:
CAWINDOW S system 32 svchost exe 4 netsves

Startup type: Manual il
Service status: Running
Start Stop Pause Resume

You can specity the start parameters that apphy when you start the service
fram here.

Cancel Aoply

WARNING

==
Status Startup Type Log ™
Running  Automatic Loc
Running  Autematic Loc
Running  Autemnatic Loc
Running  Automatic Loc
Manual Loc
Manual Loc
Running  Manual (Trig... Loc
Running  Automatic Loc
Manual MNet
Manual (Trig... Loc
Manual Loc
Running  Autemnatic Loc
Manual Loc
Manual Met
Running  Autematic (0. Loc
Running  Manual (Trig... Loc
Running  Manual (Trig.. Loc
Running  Manual Loc
Manual Loc
Running  Automatic Loc
Manual Loc ¥
>

WE SUGGEST TO ACTIVATE WINDOWS UPDATE MONTHLY TO KEEP THE COMPUTER UPDATED.
THEN REPEAT THE INSTRUCTION ABOVE TO DISABLE THE SERVICE.
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4. Applications to install

4.1. Antivirus

The system comes with Aavast software (https://www.avast.com) installed with a free license (1 year of

validity). It will be up to the user to update the license.

The use of other antivirus software is possible but not recommended, as it has been found to be a major
machine resource commitment and, in many cases, not compatible with the performance requirements of

Industrial 10T solutions, particularly for interfacing CNC- and PLC- controlled machines.

4.2. TeamViewer

1. Once the installation file of TeamViewer is open, tick Basic Installation and Personal/non commercial use

and click on Accept > Finish.

13

E:-] TearnViewer 12 Setup — >
Welcome to TeamViewer
Remote Support, unattended access, meetings and presentations

How do you want to proceed?

(#) Basic installatio

() Installation to access this computer remotely (unattended)

() Run only (one time use)

How do you want to use TeamViewer?

() Company | Commerdal use

@ersunal f Mon-commerdial use

() Both of the above

[ show advanced settings

e

License Agreement: By continuing, you agree to the terms of the license :
= Accept - finish

Alleantia
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https://www.avast.com

4. Applications to install

2. Click on Extras, then click on Options.

E TeamViewer

Extras Feedback

Help

Connection
1 Options

++ Re ] Play or convert recorded session...

Tell-A-Friend

Open log files...
Allow R

Activate license

Buy license

@ Ready to connect (secure connection)

3. Tick Start TeamViewer With Windows option.

Yiewer options

Control Remote Computer

Partner ID

o Remate contral

File transfer

Connect to partner

Free license (non-commercial use only) - UTX-3117w10x64UE

|I Computers & Contacts .,

)

Most popular options
Security
Remote control

Meeting Your display name

? Hover your mouse over options to get additional info

Important options for working with TeamViewer

DESKTOP-QRUZ2HSE

Computers & Contacts

. Use new user Interrace

Audio conferendng
Hetwork settings

Video
Proxy settings

Custom invitation
Wake-on-LAN

Advanced Incoming LAN connections

Account assignment

Start TeamViewer with Window:

Preview)

Configure...

Configure...

deactivated v
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4. Applications to install

4. Set alleantia as password, tick Start TeamViewer With Windows and click on OK.

E Configure Permanent Access >

By starting TeamViewer automatically with your Windows system you will be able to
- access your unattended computer from anywhere, anytime
- login to and logout from your computer and even reboot remotely

All you have to do is to predefine and remember a password along with your 1D,
(The personal password is required because the default password is randomly generated and for
security reasons changed with every start of TeamViewer)

PESSWDFd | FRREREERE |
Confirm password | sesssssssl |
| Start TeamViewer with YWindow
gt e,
o« ] Cancel
o

5. Click on Security tab on the right side. Select Disabled (no random password) in Random password
section. Then set alleantia as password on personal password section and click on OK.

E TeamViewer options pod
General Options for access to this computer
Security @I password (for unattended access)
Remote contraol Password | SRRRRENEES |
Meeting Confirm password | sassbbEaE |
Computers & Contacts ? Grant easy access Configure...

Audio conferencing
Random password (for spontaneous access)

Video
Password strength Secure (6 characters) £
Custom invitation Standard (4 digits)
Rules for connections to this computer  |Secure (& characters)
Advanced Secure (3 characters)

Windows logon Mo

Black and whitelist

(Lo D coneel
—_——
I -
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