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Getting started

ALLEANTIA hereby confirms that its products listed below are compliant to the following EUROPEAN EEA
DIRECTIVES:

* EMC 2004/108/CE

* EN 300

* EN 301

* EN 50385 / 62311

* EN 55022

* EN 60950

* 2002/95/EC, 2011/65/EU (RoHS, RoHS2).

Waste Electronic Equipment

Electrical and electronic equipment with this symbol cannot be disposed in public landfills. In
accordance with Directive 2002 /96/EC, European users of electrical and electronic equipment
have the possibility to return used equipment to Distributor or Manufacturer when purchasing a
new one.

Alleantia
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Getting started

loT SCADA Server and loT Gateway Server Family

Safety Precaution

S
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@ - Power supply screw terminal
@ - Controller and 1/0 status Leds

@ - Power Reset Button *

o

O

@

@ - Dip Switch =
@ - 1/0 screw terminal block

@ - USB 2.0 expansion ports

@ - Battery holder =

- Gb LAN port

@ - HDMI video output

* Accessible after removing the front cover

A /A DANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION ORARC FLASH

* Power down all equipment before starting the installation, removal, wiring, maintenance or inspection of the
product.

* Replace and secure all covers, accessories, hardware, cables, wires and confirm that a proper ground
connection exists before applying power to the unit.

* Use only the specified voltage when operating this equipment and any associated products.

* Press the “Reset” button after supply disconnection until the “Power” LED off.

Failure to follow these instructions may result in death or serious injury.

Electrical equipment should be installed, operated, serviced and maintained only by qualified personnel.
No responsibility is assumed by Alleantia S.r.l. for any consequences arising from misuse of this material.

Alleantia
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Getting started

A WARNING

POTENTIAL OF OVERHEATING AND FIRE
* Do not connect the modules directly to line voltage.

* Use only isolating PELV or SELV power supplies to supply power to the modules .

Failure to follow these instructions can result in death, serious injury or equipment damage.

A WARNING

UNINTENDED EQUIPMENT OPERATION

e This product is not intended to be used for safety critical machine functions. Where personal and or
equipment hazards exist, use approved hard-wired safety interlocks.

* Do not disassemble, repair or modify the modules.

* This product is designed for use within an enclosure.

¢ Install the modules in the operating conditions described in the user manual, section “INSTALLATION".

* Use the sensor power supply only for supplying power to sensor connected to the module.

* For power line and output circuits, use a fuse designed to Type T standards per IEC60127.
The fuse must meet the circuit voltage and current requirements.

Failure to follow these instructions can result in death, serious injury or equipment damage.

A WARNING

RISK OF EXPLOSION IN HAZARDOUS LOCATIONS

* Install this equipment only in Class 1, Division 2, Groups A, B, C and D or non-hazardous locations only.

 Substitution of components may impair suitability for Class 1, Division 2 compliance.

* Do not disconnect equipment unless power has been switched off or the area is know to be non-hazardous

Failure to follow these instructions can result in death, serious injury or equipment damage.

POWER SUPPLY
________________________________________ Power supply wiring should be as short
-_— @ <+ i [¢S 1e1 oee i E [¢S 13 eee E as pOSSible.
D E |:| i : i : Connect ground as close as possible to
; S — ! plate.
i —12voc | T/ |
P 2% : i 12 - 24 VDC Respect the voltage level for the
A 4+ 1+ 10% i 115-26 VAC |

particular model.

Alleantia
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Getting started

INSTALLATION
@1

AM1 DE200 AM1 DP200 AM1 ED200 DZ5 MB200
IEC/EN 60715
@©
j ® Ij j X g
X 1 o175

I i
- O Qo
| Alleantia -
O O
I0OT SERVER ACCESS WITH BATTERIES INSTALLATION
WI-FI ACCESS POINT Open the cover after removing the power
Wi-Fi network name (SSID): loT-SCADA supply and waiting 10 seconds.
Password Wi-Fi: [oTSCADAwifi -. .l. [GEE]
Address IP: http://10.10.0.1 @ s ——
[m] O ! Aleantia
4 ol | =7 ’
Z
- Qe e
: DIP_4 = OFF P
—— ©)
-
[~
Use only rechargeable 3x batteries AAA NiMH
= 1000 mAh

DEFAULT CONFIGURATION

IP address: 192.168.1.29
Subnet mask: 255.255.255.0
Gateway: 192.168.1.1

CONFIGURATION PROTECTED WITH AUTHENTICATION:
USER: admin
PASSWORD: webloggerSU

We suggest to change password immediately after installation.

Alleantia
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Getting started

Digital inputs (DC) Digital inputs (AC)
att !
<30VDC
s—{com /<30 VAC o
~ N\ CcOoM
o— DI1 ©— DIl
relay o DI2 relay R
, / PP o— DI3 | o
| e DI6
DI6
Analogue inputs (individually configurable)
Voltage Current
ON ON
OFF > EEDD ON »> g;DD
All A2 Al AI2
©— GND o— GND
Q) v2 <D Vi (]) 12 CD I
0...10 VvDC 0..10 VDC 5 0..20 mA 0...20 mA
+ + o— Al1 * B s—|ANn
o— Al2 o— Al2
Digital Outputs (Relay) Digital Outputs (PNP)
Ferrite
WURTH 74271142
G +<DV e— DOV
Q) VAC, VDC © B / <30 VDC
<30 VAC, <30 VDC o— GND
H=H Load 1 |-=2%™ & pO1
‘E@ <500 mA . RxA
—— [Toaaz =5%m o | poo
Current inputs i """"""""""" , _:I"""""'i
IO
o— GND | D- Ll i
12 I | 4 |
QD 5.5A CD 5.5A i é |
* + e— ACI ! i
i Suggest cable: |
e— ACI2 I Belden 9841 E
RISK OF REVERSE-POLARITY DAMAGE ON PNP DIGITAL OUTPUTS
* Make sure to comply with the polarity markings on the transistor output terminals.
* Use of a reverse polarity can permanently damage or destroy the output circuits.
D-1*S-1015-IT

Alleantia
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1 Introduction

This manual is intended for installation, configuration and use of software + integrated software systems
Alleantia IOT GATEWAY SERVER (product codes IGS_XXX_YY) and IOT SERVER (product codes ISS_
XXX_YY).

Configuration description and use of the systems will always refer to IOT SCADA SERVER, but the same
operations can be carried out on IOT GATEWAY SERVER systems, which uses identical hardware (IOT
SCADA SERVER).

Alleantia
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2 10T SCADA SERVER hardware

2.1 General characteristics

IOT SCADA SERVER is a miniaturized industrial minicomputer, designed to connect into one small object
(9 DIN modules) devices of any type and most common interfaces, to build plug & play Industrial Internet
of Things / Industry 4.0 solutions for monitoring and control of systems, industrial plants, machinery and
communication with applications and other systems.

IOT SCADA SERVER features:

* 6 digital inputs, 2 analog inputs, 2 temperature inputs, 2 current input;

e 2 relay outputs, 2 PNP digital outputs;

* 1 RS485 port;

* 2 USB ports for peripheral and extensions connections;

* 1 HDMI port;

* 1 Ethernet port;

*  Wi-Fi module;

*  Power supply 12 VDC or 12-24VDC / 15-26 VAC (optional) with integrated UPS.

2.2 Models

IOT SCADA SERVER and IOT GATEWAY SERVER share the same hardware, while implementing different
functions.

2 models are available according to the type of power supply. Depending on the model the power supply
can accept a single voltage value (12 VDC) or multiple values (12-24 VDC, 15-26 VAC). The Integrated
Mini UPS (using 3 AAA rechargeable batteries) provides few minutes of autonomy in case of power failure.

UPS: Power supply 12 VDC, Mini UPS functionality (codes ISS_1x1_ZZZ, IGS_1x1_ZZZ7);
Multi+UPS: Power supply 12-24 VDC, 15-26 VAC, Mini UPS functionality (codes ISS_1x3_Z77, IGS_1x3_
277).

For each model, 2 versions differ in the features available on the |/0:

* Standard (codes ISS_10x_ZZZ, IGS_10x_ZZZ);
* Impulse counter (codes ISS_11x_ZZZ, |IGS_11x_ZZZ);

12 Alleantia
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2 10T SCADA SERVER hardware

2.3 Schema and pinout

Alleantia

ALL <THINGS> JOINED

—
oE - ==
i 7 ah i
O Reset 8
ollolslslolalslolslplslslolalolslslolslplalslElblsld)
DC+ Power supply (positive) LI3 Digital input 3
PE Earth LI4 Digital input 4
DC- Power supply (negative) LI5S Digital input 5
R1A Relay 1, normally open contact LI6 Digital input 6
R1C Relay 1, common contact DOV Digital outputs, common terminal (positive)
R1B Relay 1, normally closed contact DO1 Digital output 1 (PNP)
R2A Relay 2, normally open contact DO2 Digital output 2 (PNP)
R2C Relay 2, common contact GND Common for digital outputs and analog
inputs
R2B Relay 2, normally closed contact Al1 Analog input 1
TC Common for the temperature inputs Al2 Analog input 2
T1 Temperature input 1 (Pt 1000) GND Common for the current inputs
T2 Temperature input 2 (Pt 1000) CI1 Current input 1
COM Digital input, common terminal (negative) Cl2 Current input 2
LI1 Digital input 1 D+ RS485 A+
LI2 Digital input 2 D- RS485 B-
DIP1: 1 Type of analog input 1 OFF =0..10VDC 1 Power LED (Green/Red)
ON = 0..20mADC 2 Status LED (Green/Orange)
DIP1: 2 Type of analog input 2 OFF =0..10VDC 3 Communication error LED (Red)
ON = 0..20 mADC 4 Data receiving LED RS485 (Yellow)
DIP1: 3 Termination resistor RS485 OFF = Disconnected 5  Transmitting data LED RS485 (Yellow)
ON = Connected 6 LAN status LED (Green/Orange)
DIP1: 4 Wi-Fi mode OFF = Access Point 7  Wi-Fi status LED (Green/Orange)
ON = Client 8 Reset button 2‘;31?;‘2'3;;“55
9 Battery holder ’ 2232?7?'35&"55
13



2 10T SCADA SERVER hardware

2.3.1 LED Functionality

On the front panel 7 LED indicators are located. From top to bottom:

* LED Power: indicates the power supply status.

Colour Description

Off IOT SCADA SERVER is off

Green External power connected and active

Red External power not connected or not appropriate, internal UPS
active

* LED Status: indicates the status of system activity

Colour

Description

Green blinking

IOT SCADA SERVER starting

Green steady

IOT SCADA SERVER turned on

Orange blinking

IOT SCADA SERVER shutting down

e LED IO Error

Colour Description
Off No problem found
Red Communication problems with at least one device
configured in the web interface
* LED Rx
Colour Description

Yellow (blinking)

Received the serial communication packages
RS485 of the IOT SCADA SERVER'’s terminal
block

e LED Tx

Colour Description

Yellow Transmitted the serial communication packages
RS485 of the IOT SCADA SERVER'’s terminal
block

e LED LAN

Colour Description

Green LAN cable connected

Orange LAN cable disconnected

14
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2 10T SCADA SERVER hardware

e LED Wi-Fi

Colour Description

Green Wi-Fi active and correctly configured (Access
Point or Client)

Orange Wi-Fi inactive (off or not properly configured)

2.3.2 Reset

The reset button is accessible under the front panel. Press to shut down/restart the system as described in
Section 4.1.

CAUTION: READ SECTION 4.1 BEFORE USE OF THE RESET BUTTON.

2.3.3 Backup batteries

The backup batteries are accessed by removing the front panel of the IOT SCADA SERVER. We recommend
the use of a sharp, non-metallic instrument to lift and remove the front panel. The battery holder accepts 3
RECHARGEABLE AAA size batteries, preferably from 1000 mA each, NiMH.

CAUTION: use ONLY rechargeable batteries. The use of non-rechargeable batteries can cause
SERIOUS DAMAGE to people and equipment.
CAUTION: observe the polarity marked on the battery compartment. Failure to do so may result in
SERIOUS DAMAGE to people and equipment.

The batteries are necessary to keep the system’s time (RTC) also when power is disconnected. Therefore,
if removed or replaced without an external power supply, date and time of the system should be reset as
described in section 5.2.4. Batteries are also used to keep the system turned on for a few minutes without
an external power supply pending its return and/or to launch the alert to warn user about a power failure.
If not present or exhausted (end of life) then the UPS functionality is not exploitable. It is not necessary to
recharge the battery outside the system, the IOT SCADA SERVER will do it automatically when powered. It
is recommended to periodically check and replace batteries if used in UPS function, considering the number
of charge cycles (operating frequency as UPS), power quality to the system and the operating temperature.

Alleantia 15
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2 10T SCADA SERVER hardware

2.3.4 Dip Switch

The 10T SCADA SERVER incorporates a Dip Switch next to the battery holder, which can be accessed by
removing the front panel.

ON

1234

The switches 1 and 2 select two analog inputs: voltage input and current input respectively - see Section 3.1.2.
The third switch connects and disconnects the termination resistor of serial RS485 on terminal block - see
Section 3.3.1.

The fourth switch changes Wi-Fi mode from Access Point mode (toggle OFF) to Client mode (toggle ON).
To access the Access Point please refer to Section 4.3. For setting the parameters of Wi-Fi Client network
please refer to Section 5.1.1.

CAUTION:
Changing position of first two Dip Switch’s toggles must be done BEFORE wiring analog inputs and
must be IOT SCADA SERVER TURNED OFF; DO NOT change their position if the inputs are already
connected and active. Failure to do so may cause SERIOUS DAMAGE to the IOT SCADA SERVER.

16 Alleantia
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3 IOT SCADA SERVER Installation

The IOT SCADA SERVER must be installed on DIN rail in a panel with the bottom plate, occupying a 9
modules length. The plate must be in vertical position.

Proper ventilation requires 6 cm distance from other devices above and below the IOT SCADA SERVER.

OA 81\
% v
[P
-~ Alleantia
A S e A A
A )
o o
O O
Y Y
CAUTION:
Failure to do so may cause overheating and consequently SERIOUS DAMAGE to the IOT SCADA
SERVER.
3.1 Wiring
CAUTION:

ALL the wirings MUST ALWAYS BE set up with IOT SCADA SERVER TURNED OFF.
The devices and power suppliers which connect to the IOT SCADA SERVER MUST be turned off.

Any batteries of UPS system of the IOT SCADA SERVER MUST be disconnected.

3.1.1 Power supply

Power supply depends on the IOT SCADA SERVER model. Using a power supply which is able to release at
least 15W power e 1.2A current is recommended.

Alleantia 17
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3 IOT SCADA SERVER Installation

3.1.1.1 UPS Standard Version

loT SCADA Server
— DC+
+< VDC
12 VDC
o DC-
o] PE

The power supply is 12 VDC and should to be connected to the DC+ and DC- terminals with correct polarity.

CAUTION:
failure to follow the polarity and value of the supply voltage may cause SERIOUS DAMAGE to people
and equipment.
Using a fuse (1.5A) in series as short-circuit protection.

3.1.1.2 UPS Multi Version

loT SCADA Server
| — | . | — | o DC"‘
VAC +< VDC
15-26 VAC 12-24 VDC
-- e—| DC-
—*— PE

The power can be supplied in direct current 12 or 24 VDC or in alternate current between 15 and 26 VAC. In
both cases, use DC+ and DC-. Polarity connection is not influential for these models. A fuse (1.5 A) in series
as short-circuit protection should be used.

CAUTION:
failure to follow value of the supply voltage may cause SERIOUS DAMAGE to people and equipment.

'8 Alleantia
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3 IOT SCADA SERVER Installation

3.1.2 Analog inputs

Two analog inputs are used for the acquisition of voltage signals (0-10 V) or current (up to 20 mA). For each,
the input voltage or current mode is set via the DIP switch toggle located next to the batteries holder of the
IOT SCADA SERVER: first toggle controls the first analog input, second toggle controls the second analog
input; OFF value (see section 2.3.4) corresponds to a voltage input, ON value corresponds to a current input.

CAUTION:
mode selection using Dip Switch must be done BEFORE wiring the inputs and IOT SCADA SERVER
MUST BE TURNED OFF; DO NOT change mode using Dip Switch if the inputs are already connected
and active, which may cause damage to the IOT SCADA SERVER.

3.1.2.1 Analog voltage inputs

ON
loT SCADA Server
orr —|HHLL

o—| GND
C V2 C V1
+ 0.10VDC + 0..10 VDC

© All

o— Al2

In the voltage mode, each input is able to read values in 0-10 VDC range and withstand over-voltages up to
30 VDC. Furthermore inputs are protected from inverse polarity up to -30 VDC maximum. The connection
shall be set up between terminals All (positive) and GND (negative) for the first input and between Al2
(positive) and GND (negative) for the second input.

To avoid malfunctions or inaccurate readings it is necessary to take account the input impedance which in
voltage mode is about 200 kQ. It is recommended to connect only signal sources with output impedance much
lower of this value (refer to the datasheet of the connected device).
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3 IOT SCADA SERVER Installation

3.1.2.2 Analog current inputs

ON
loT SCADA Server
ON
~{BB0U
© GND
( 12 C) 11
N 0.20mA 4N 0..20 mA
o— All
© Al2

In the current mode, each input is able to read values in 0-20 mA range and withstand over-currents up to
35 mA. The input impedance is about 500Q2. Make sure that the device supports such load, otherwise it will
cause an invalid current value reading.

3.1.3 Digital inputs

oT SCADA Server loT SCADA Server
- o— COM . o com
........ v oY
+Q <30VDC + <sowoc | eeeeees q) V2 C Vi1
o—| D11 ~ <30VAC "~ <30 VAC
/ relay © DI]‘
° DI2 relay /
PP o— DI2
! o—{ DI3

The six digital inputs have the COM terminal in common. To activate the first input it is necessary to apply at
least 9 VDC voltage between LI1 terminal (positive) and COM terminal (negative). Activation of the second
input is carried out in a similar way between LI2 and COM terminals and so on for the remaining inputs.

In standard version of the IOT SCADA SERVER (codes ISS_10x and IGS_10x) this alternating voltage is
interpreted as a valid signal which activates the input.

In counter version (ISS_11x, IGS_11x) it is interpreted as a pulse train instead and how these are counted or
ignored depending on the selected filter level in the IOT SERVER SCADA software.

The input impedance is higher than 14 kQ and therefore it is necessary that the connected device is able to
supply at least 0.65 mA at 9 VDC or at least 1.75 mA at 24 VDC.
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3 IOT SCADA SERVER Installation

3.1.4 Current inputs

loT SCADA Server

©— GND

C 2 C) 1
+N 5.5 +N\ 554

— 9| ACI1

o— ACI2

Two current inputs are used to connect current transformers xx/5. The first input connects to Cl1 and GND
terminals and the second connects between CI2 and GND terminals. The polarity is irrelevant because they

are used to measure the rms value of the current.

3.1.5 Temperature inputs

loT SCADA Server

e— TC
Temp 2 Temp 1
Pt1000 Pt1000
T1
e—| T2

Two temperature inputs connect Pt1000 type temperature probes. The first probe connects to the TC and T1
terminals, the second connects to the TC and T2 terminals.
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3 IOT SCADA SERVER Installation

3.1.6 Relay outputs

loT SCADA Server

RxC
C) VAC, VDC
<30VAC,<30VDC

< m RxB
== load 1 |-

Two relay outputs have changeover contacts.

* For relay 1, in idle conditions, R1B and R1C terminals are closed (in short circuit between them) and the
RI1A terminal is open (floating, electrically disconnected). With active output R1A and R1C terminals are
closed (in short circuit between them) and R1B terminal is open (floating, electrically disconnected).

* Forrelay 2, wiring and functionality are the same, and it is individually controllable.

The load range is 0.5 A at 30 VDC or 0.5 A at 30 VAC. The relay status is defined by software and editable

by user.

Fuses from 0.5 A should be used in series to each load as protection from short circuits. In case of

inductive loads, it is necessary to provide an appropriate external protection system. For example, in case
of inductive load power supply with direct current voltage, it is necessary to insert a snubber diode antiparallel

to the load itself, ensuring to place the diode cathode on the higher voltage so that it is blocked during normal
operation.
CAUTION:
the use of a snubber diode connected in a wrong way may cause SERIOUS DAMAGE to people and
equipment.

3.1.7 PNP outputs

loT SCADA Server
+ ~ | bov
(Dyv
<30VDC
© GND

(]

22 Alleantia

ALL <THINGS> JOINED



3 IOT SCADA SERVER Installation

Two PNP outputs are used to supply loads with variable voltage up to 30 VDC, 0.5 A maximum per channel.
The connection is made by supplying external DC supply between DOV (positive) and GND (negative)
terminals and connecting the first load between DO1 (positive) and GND (negative) and the second between
DO2 (positive) and GND (negative).

The state of the outputs is defined by software and editable by user. The active output supplies the load with
the current drained from DOV. The inactive output is in a passive state when it acts an internal pull-down
resistor to GND.

Fuses from 0.5 A should be used in series to each load as protection from short circuits. In case of
inductive loads, it is necessary to provide an appropriate external protection system, as described in
Section 3.1.6.

Finally, to limit electromagnetic emissions within the normal limits a ferrite should be used on the pair of DOV -
GND power cables. This ferrite should be placed on the cables close to the ISS terminals. Use of the following
or similar product is recommended:

Manufacturer Model

WURTH ELECTRONICS 74271142

3.1.8 RS485 port

The RS485 serial port has two terminals D + and D- and works in half-duplex. The line is NOT optically
isolated and is internally polarized with a resistor network (failsafe).

The third toggle of Dip Switch located next to the battery holder (see Section 2.3.4) inserts (if ON) an
integrated terminating resistor for the line. This resistance is coupled in frequency and is not a continuous load
for the line.

For wiring of the serial line please refer to Section 3.3.1.
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3.2 Connection examples

3.2.1 Environmental sensors connection

Examples of MaxLight environmental sensors connection (radiation, current sensor 4-20 mA) and MaxTemp

(temperature, Pt1000).

MaxLight MaxTemp 1

IR+

+

DC POWER SUPPLY

MaxTemp 2

-2 EH AR
5 s w I| B
10 E o+
5t [ =
Za;
3.2.2 Meters connection
Connection examples of two MaxEye for reading the monodirectional meters
MaxEye 1 MaxEye 2
. VCC vcC .
[+
DC POWER SUPPLY
| =
2 o [N s B
B 0
o e n i
O Reset
I( o o< l:lel UUUUUU "§ mmmmm II> PNjouL a A:MN O“, NII 1
][] ][] [} [} ] s} Dim ﬂ[[‘][D[D[D[D[D[D[D[D[D[D[D[D[D‘

24 Alleantia

ALL <THINGS> JOINED



3 IOT SCADA SERVER Installation

3.2.3 Meters connection with reed pulsed output

Example of connection to a meter with reed output to ISS digital input.

12 vDC

Meter loT Server

Contact r coM DC+

reed
\ L1 DC-

3.3 Hardware extensions

3.3.1 Wiring of RS485 network

There are a few simple rules that make RS485 serial connection reliable.

The cable used must be shielded, with the shield grounded at one end only.

Star configurations are not allowed. Only linear ones are, as shown in Figure 1. The line should be
terminated at the end (the master, or the IOT SCADA SERVER, is not necessarily at an end of the line)
with a suitable resistance which can often be inserted by means of a selector switch on the devices
themselves. If the non-optically isolated RS485 serial port on the IOT SCADA SERVER is used, the
internal termination (with the third toggle of internal Dip Switch) could be used to make the ISS the last
element of the line.

Slave Device 1 Slave Device 2 Slave Device 3

RJ45 socket

frontal vi
roma VIR L 1 1111 1111

Master Device alla 8 alla
(PC} A

s OOO0000 L OOO000 T oOO0CO0 T —h

Figure 1 - RS485 wiring diagram

A separate communication line must be set up for each communication protocol used in the system. For
example, if you have network analysers that use Modbus RTU and inverters that use a proprietary protocol
(e.g. ABB — PowerOne), you will need two separate cables and an equal number of RS-485 ports.

Additional information can be found in the troubleshooting guide in the section “Installation” -> “Devices
configuration” that can be downloaded by pressing the button:

I &0 Troubleshooting
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3.3.2 Use of USB-serial converters

Should you need to use multiple serial communication lines, or should you prefer to have an external opto-
isolator (e.g. to connect long serial lines externally), a converter with TRP-CO8 interface must be used.

These converters are optically isolated (up to 3 kV) and provide extra protection against overloads and EMC
interference comparing to integrated RS485. They are absolutely necessary when the RS485 serial cable is
deployed outside, and is therefore exposed to lightning.

To use these converters simply connect them to IOT SERVER with a special USB cable and carry out the
serial ports detection procedure described in section 5.1.4.

3.3.3 Use of Wi-Fi - serial converters

It is possible to use the wireless network created by the Access Point of the IOT SCADA SERVER to connect
serial Wi-Fi converters. These converters are used as a wireless bridge between the IOT SCADA SERVER
and serial devices and might be useful in case of problems with laying of serial cables. For correct configuration
of the converter and connection to wireless network of the IOT SCADA SERVER (Section 4.3) please refer to
converter’s user guide. Once a static address is assigned to the converter (e.g. 10.10.0.100), you can access
the web interface and proceed with the configuration of serial devices (Section 5.2.2). These devices will be
connected to the “Ethernet” port with the static address of the converter (e.g. 10.10.0.100). If you are using
the Modbus protocol it is required to enable encapsulation of the Modbus RTU protocol on TCP ticking the
checkbox at the bottom line of the created device (Section 5.2.2, Figure 9).

3.3.4 Use of MODBUS Ethernet-serial converters

The Ethernet Serial converters for the Modbus protocol are devices that not only change the physical
transmission medium, but also perform the additional functions of converting the protocol from Modbus TCP
/ IP to Modbus RTU. So the IOT SERVER will have access to the devices downstream of these converters
configuring them as directly connected to the Ethernet interface.

CAUTION:
Ethernet Serial converters cannot be used for protocols other than Modbus.
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4 ISS switching on and access

4.1 Switching on/off

4.1.1 Switching on

The IOT SCADA SERVER turns on automatically as soon as it is connected to the power supply. With the
external power supply the Power LED turns on with green light. After that, the Status LED blinks with green
to signal that the IOT SCADA SERVER is starting. When this LED stops blinking and becomes steady green
then the system is ready for use. If the system has already been configured, from that moment on you can
begin to interrogate the devices.

If the batteries have been changed or inserted, it might be necessary to set system date and time as
described in section 5.2.4. Specifically, if “inactive licence” pop up appears, check date and time in the lower
left corner: if values are very different from the actual ones (e.g. 1970 year) they should be reset (section
5.2.4) with system restart (see following sections).

4.1.2 Switching off and restart

After disconnection of the external power supply the UPS will take over, keeping the system on for few
minutes, drawing energy from the batteries. If the external power supply is not restored within few minutes, the
system will shutdown automatically and only Power LED will be lit red. Pressing the reset button for 3 seconds
will turn off the system completely.

To shutdown the system fast you should disconnect the external power supply (the Power LED will turn red),
quickly press the reset button (the Status LED blinks orange), wait a few minutes until the Status LED turns
off and then press the reset button for 3 seconds (all LEDs will turn off).

To force shutdown you need to disconnect power supply and then press the reset button for 3 seconds (all
the LEDs ill turn off).

To restart the system (with active external power supply) you need to quickly press the reset button and wait
a few minutes until the Status LED becomes steady green.

4.2 Local access

By connecting a monitor with HDMI interface and a USB mouse and keyboard to USB ports of the IOT SCADA
SERVER, it is possible to proceed with the configuration described in the following sections without using
another terminal.
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4.3 Wi-Fi access

If the Dip Switch toggle n°4 of the IOT SCADA SERVER is OFF (Section 2.3.4), then Wi-Fi is in Access Point
mode and a wireless network will be created with the following parameters:

Wi-Fi (SSID) network name: l1oT-SCADA
Password: loTSCADAwifi

Once connected, access the web interface of the IOT SCADA SERVER using the preferred internet browser
and typing the URL in the address bar:
http://10.10.0.1

CAUTION:
The Wi-Fi network connects exclusively to the IOT SCADA SERVER to display its configuration
interface. For security reasons, it is not possible to access any other devices connected to the 10T
SCADA SERVER via the wired LAN network.

4.4 Ethernet LAN access

IOT SCADA SERVER default Ethernet LAN configuration is as follows:

IP address: 192.168.1.29
Subnet mask: 255.255.255.0
Gateway: 192.168.1.1
DNS 1: 208.67.222.222
DNS 2: 208.67.220.220

The DNS are necessary for the remote support connectivity.

ltis also possible to use USB-Ethernet adaptorto connect
the device to Ethernet LAN. Plug&Play connection; the
f settings can be found in “Configuration TCP/IP” tab.

4.4.1 Direct connection to a PC

This procedure requires a direct link (point to point) to a PC via an Ethernet cable, not necessarily twisted.
The network configuration of the PC connecting to the ISS must be:

* 192.168.1.nnn Static IP (with n between 2 and 254, with the exception of 29, which is already used by
IOT SCADA SERVER)
* subnet mask 255.255.255.0

Then, it will be possible to access the web interface of the IOT SCADA SERVER using the preferred internet
browser and entering the following URL in the address bar:

http://192.168.1.29
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4 ISS switching on and access

4.4.1.1 Configuration for Windows XP

Access the “Start”menu and then click on “Control panel”

J Administrator

Internet @v My Documents
Google Chrome
. @ My Recent Documents
@I‘ E-mail

Cutlook Express [:3} My Pictures

@ Natepad++ E% My Music
gj My Computer
ﬂ Peadip

g My Metwork Places

I E’ Control Panel I

e, Set Program Access and
Defaults

Q{é Prinkers and Faxes

@ Help and Suppart:
p Search

ﬁRun...

All Programs p g ‘windows Security

listant @ €

Click on ‘“Network connections”

B Control Panel

File

Edit View Favorites Toaols  Help

QBack \d; L@ pSearch [E” Folders v

Address @' Control Panel

@), Sounds and Audio Devices
Sup’Speech

}flSystem

nTaskbar and Start Menu
ﬁUser Accounts

B windows Cardspace

2 windaws Firewall

28 wireless Metwork Setup Wizard

Control Panel 3

[@F Switch to Categary View

See Also

& windows Update
7)) Help and Support

=@ Keyboard
= Malicious Saftware Remaval Tool

s Power Options
" yPrinters and Faxes

g Regional and Language Options
= Scanners and Cameras
~|scheduled Tasks
Q Security Center
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4 ISS switching on and access

Select the connection to be modified (usually “Local area connection (LAN)”). Click mouse right button and
select “Properties”

% Network Connections |Z| |§| |Z|
File Edit ‘iew Favorites Tools Adwanced Help z‘
@ Back - \_,) L@ /’_j Search ll Folders v
Address e_;NetworkConnections v Ed s

-~ Bl M Local Area g Disable
Network Tasks 3 j Status
Create a new Repair
conneckion
Bridge C ti
Q Set up a home or small | e S OIERIN
office network Create Shortout
@ Change Windows Delete
Firewall settings R erame
g Disable this netwark "
device Properties
% Repair this conneckion
IEE Rename this connection
& View status of this
conneckion
Change settings of this
conneckion
Other Places
[@ Control Panel =
8] My Metwork Places
B My Docurnents
a My Computer
Details kS
b
WMware Accelerated AMD PCNet Adapter
Select “Internet Protocol (TCP//P)”and click on “Properties”
—- Local Area Connection Properties
General | .-’-‘«dvanced|
Connect uging:
B WhMware Accelerated AMD PCNet Ad
Thiz connection uzes the following items:
g [oS Packet Scheduler ~
%= Link-Laue D] ezponder
w
] |
Irigtall... rirztall
Descrption
Tranzmigzion Control Protocol/lntemet Protocol. The default
wide area nebwork, protocol that provides communication
acrozs diverze interconnected nebworks.
[] Show icon in notification area when connected
Matify me when this connection has limited or no connectivity
[ 0k ] [ Cancel
I ]
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Set the network parameters as in the picture, namely:

IP address: 192.168.1.29
Subnet mask: 255.255.255.0

Internet Protocol (TCP/IP) Properties

General |

Y'ou can get [P zettings azsigned automatically if your netwaork, supparts
thiz capability. Othenwize, pou need to azk your nebwork. adminiztrator for
the appropriate [P settings.

(") Obtain an P address autamatically
{(®) Uze the following |F address:

IP address: |192.168. 1 . 5 |

Subnet mask: EE T

Drefault gatewary: | : . ; |

r Mklc - r e 11k =
Ubtain LINS zerver aadress autarmak

{(®) Uze the following DMS zerver addreszes;
Prefermed DNS server: | . . . |

Alternate DS semver | ) : ; |

[ 1]8 H Cancel ]
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4.4.1.2 Configuration for Windows 7 system

Access the “Start”menu and then click on “Control panel”

e. Google Chrome

quattro

Documents

Pictures
@ Mozilla Thunderbird

Music
@ Microsoft Excel 2010

Games
Computer

Control Panel

Calculater

Devices and Printers

% Snipping Tool
Default Programs

*  Microsoft Silverlight
W g Help and Support

» Al Programs

Click on “Network and Internet”

T T T s s L O e e

G )=[E > comorpane 7]

Adjust your computer's settings Viewby: Category ¥

i  System and Security
R s status

=

T =15 ] Iseor

ly Safety

ound

Clock, Language, and Region
S Change keyboards or other input methods
O Change display angusge

Ease of Access
Let Windows suggest settings
Optimize visual display

=7 Programs
KAl itz progom
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o
Click on “Network and sharing center”
i - - T |'1
—— - “ = - | = ,,JEI | i ]
@Qvﬁlj v Control Panel » MNetwork and Internet » - | 3 | | Search Control Panel pel |
Control Panel H -
PO R I & Network and Sharing Center
’ i : S anetwork | View network computers and devices
Systemn and Security g :
Add a wireless device to the network
* Network and Internet
Hardware and Sound Q HomeGroup [ "
Choose homegroup and sharing options
Programs
User Accounts and Family Internet OptIOI"IS : . .
Safety Change your homepage | Manage browser add-ons | Delete browsing history and cookies
Appearance and
Personalization
Clock, Language, and Region
Ease of Access
LN
Click on “Change adapter settings”
( .- i = |
— ' At - - g=F ch| .
@Ov| “¥ + Control Panel » Network and Internet » Network and Sharing Center - | 4 | | Search Control Panel pel |
Control Panel Home i 3 3 » + @ F
View your basic network information and set up connections
Change adapter settings @: : L‘b 9 See full map
Ch dvanced shari : ;
set;:gi AcvancECShalsd QUATTRO-PC Rete 4 Internet
(This computer)
View your active networks Connect or disconnect
@ Rerea imcess tg,lvpe: . Igternet . : =
i onnections: onnessione alla rete locale
Work network (LAN)
Change your networking settings
¥ Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
'5. Connect to a network
Sea kD . Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
HomeGroup ﬂ Choose homegroup and sharing options
Internet Options Access files and printers located on other network computers, or change sharing settings. L
Windows Firewall
@ Troubleshoot problems -
LN
-
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4 ISS switching on and access

Select the connection to be amended, usually “Local area connection (LAN)”. Click mouse right button and
select “Properties’.

(e . e e | T |

E-' » Control Panel » Network and Internet » Network Connections » |||

Organize ~ Disable this network device Diagnose this connection Rename this connection View status of this connection > jZ: = iﬂ ﬁ
~ | Local Area Connection | ~ | Local Area Connection 2 “~  Mobile Broadband Connection
. Netw u,{ Disable - _ Network cable unplugged ¥ Not connected
Intel ETatae "{ﬁr TAP-Windows Adapter V9 x ﬁ Ericsson F5321gw for TOSHIBA M...
C. WIN Diagnose " WIND AZIENDE ~  Wireless Network Connection
o Dise = Disconnected Not connected
42 i i %
&3 i ¥ Bridge Connections & Ericsson F5221gw for TOSHBAM.. ¢ | Intel(R) Centrino(R) Wireless-N 22...
~L Wire Create Shortcut | | Wireless Network Connection 3
' .dm Mot Delete - ,:ﬂ Mot connected
X Micr e-‘!g! Rename Microsoft Virtual WiFi Miniport A...
I “p‘ Properties I

Select “Internet protocol version 4 (TCP/IPv4)” and click on “Properties”

- . = -
[ Connessione alla rete locale (LAN) Properties M

I Networking | Sharing

Connect using:
i Cl? Realtek PCle GBE Family Controller |

This connection uses the following items:

& Clignt for Microsoft Networks

B} Shrew Soft Lightweight Filter

=1 005 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks

i Link-Layer Topology Discovery Responder

[ nstal. || Unestal  [J|  Propeties

Description

Transmission Control Protocol /Intemet Protocol. The defautt
wide area networlc protocol that provides communication
across diverse interconnected networs.

oK || Cancel
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Set the network parameters as in the figure, namely:

IP address: 192.168.1.29
Subnet mask: 255.255.255.0

Internet Protocel Version 4 (TCP/IPv4) Properties @ &

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192.168. 1 . 5
Subnet mask: 255 .255.255. O
Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

[ oK ][ Cancel ]

4.4.2 Connection to an existing LAN network

In this case it is necessary that the ISS IP address is compatible with the existing network. Follow the
procedure described in Section 5.1.

The configuration of the network to assign to IOT SCADA SERVER cannot be determined beforehand.
Please, contact your system administrator to obtain the necessary parameters.

Once you have obtained the network configuration for the IOT SCADA SERVER, configure the ISS IP address
via one of the methods described in sections 4.2, 4.3 or 4.4.1, and then connect the IOT SCADA SERVER
to the existing LAN.

If the LAN is equipped with a firewall to filter access to Internet, the following TCP and UDP ports used by
IOT SCADA SERVER should be opened to outbound traffic, to ensure proper operation (NATting included):

* 123 TCP (NTP) to synchronise the date and time

* 53 UDP (DNS) for domain names resolution, which is essential for the connection to the remote support
VPN

* 443 TCP and 1194 UDP for the connection to the VPN of Alleantia remote support

* 21 TCP (FTP) for remote backup on FTP if enabled on a server not within the LAN network

* 25 TCP (SMTP) to send email notifications if enabled by a server not within the LAN network. Some
SMTP servers may use a different TCP port. In this case open the specific port to traffic

If you want to remotely view the Web interface, enable the port to inbound traffic:
* 80 TCP (HTTP)
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5 Configuration

The configuration includes the setup of ISS communication, connection to devices through different available
interfaces and GUI customization.

Access the “Configuration” section from the main navigation bar and enter the following credentials:

User name: admin
Password: webloggerSU

A screen will appear as in Figure 2:

Devices Alarms Alarm History Report Documents Favorites Configuration & License Q‘Lognm LS

- &
@ Communication @ Installation kﬂ}ﬁ} Customization ! Cloud services u Information
[

TCP /IP configuration Devices configuration Logos and title E-mail and SMS configuration Device catalogue

TCP/IP Test Devices measures setup

Synoptics measures configuration Cropbox License management

COM and Ethernet configuration General configuration Custom alarms (& OneDrive Informations

Modbus Gateway Synoptics configuration

Password change FTP remote backup Logs

SQL Server

Figure 2 - System configuration

5.1 Communication

5.1.1 TCP/IP Configuration

If the IOT SCADA SERVER is connected to a LAN network, the settings must be changed in the “Communication”
-> “TCP / IP Configuration” section. A screen as shown in Figure 3 will be displayed:

Monitoraggio impianto
Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration @ License ]/ Logout | I EE

v TCP [ IP configuration

cancal | [ [ Save |
Configurable network interfaces Installed network interfaces
[ \Wired interface - (¥ VPN interface - tund
Use DHCP: ¥ Wireless interface - wian0
IP Address [192.168.1.29 Qi Wiredinterface _ethd
Net mask [255.265.265.0
Gateway 192.168.1.1
DNS 1: 08 67222 222
DNS 2 208 67.220220

[~ Wireless interface (Access Paint) - wlan0
Use DHCP:

IP Adldress [10.10.0.1

Net mask [265.265.255.0
Gateway

DNS 1:

DNS 2:

P
Server date and time: 1/16/17 11:51 AM 10T5CADA 7+~ Alleantia

Figure 3 - Network configuration
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5 Configuration

If there is a DHCP server in the LAN network to which the IOT SCADA SERVER is connected, you can check
the “Use DHCP” box and press the ‘Save” button. The IOT SCADA SERVER will lease the IP configuration
directly from the DHCP server.

If the DHCP server is not available or you prefer to manually set the IP address, remove the check mark in
the “Use DHCP”box and enter all the “/P Parameters”including the IP addresses of the DNS servers that may
coincide with that of the gateway in simple network configuration.

CAUTION:
Changes to the network configuration become effective ONLY AFTER the rebooting of the IOT SCADA
SERVER hardware

Please refer to your network administrator for further instructions on IP addresses setup in the LAN.

The right area “Network Interface” displays the current network configuration for both the wired interface (LAN)
as well as the Alleantia VPN (Virtual Private Network) through which the IOT SCADA SERVER communicates
with any centralised server (optional service) and the remote support, where available.

If the network to which you are connected has internet access, refer to Section 5.1.3 to verify
the correctness of the LAN configuration set.

|
|

If the Client Wi-Fi mode is set (Dip Switch toggle n°4 of the IOT SCADA SERVER is ON), then a configuration
section of the Wi-Fi network, you wish to connect to, will be displayed. If you use the Client Wi-Fi you need
to be sure to remove the gateway from the wired interface configuration. If the connection as client to the
network is successful then Wi-Fi LED becomes green.

5.1.2 Connection to an existing Wi-Fi network

If the IOT SCADA SERVER is connected to a Wi-Fi network as client, it is necessary to remove the gateway in
the network configuration of the LAN card (see Section 5.1.1), otherwise it will not be possible to use the Wi-Fi
gateway to access external servers, for example, to send email alerts or connect to the VPN of remote support.

5.1.3 Internet communication test

| =) TCP/IP Test

Host Reachability
Host Name Host Host Por Host State

Google DNS 8888
Google www.google.com a0
VPN Alleantia  vpnalleantia.com 443
Testweb 50
Modbus Test 502
Ping E:?Tesl

Figure 5 - Internet communication test
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5 Configuration

In the “Communication” - > “TCP / IP test” section you can test the reachability of some default hosts and
others of your choice.

By pressing the “Test” button next to each host, or, alternatively, the “Test all” one, the reachability of these
hosts can be verified and the result of the test will be shown in the “Host state” column. In the event that the
host cannot be reached, check the configuration of the network, the network wiring or contact your network
administrator.

5.1.4 Port and communication parameters configuration

The default configuration of the ports is carried out in the section “Communication” -> “COM and Ethernet
configuration” and is illustrated in Figure 4.

Monitoraggio impianto
Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration ( License ] Logout | I EE
| <) COM and Ethemet configuration

Cancel | [ [ save
0 Scan senial ports

Communication ports parameters
[c] com1
® IoT SCADA
@ Ethernet
o~
Server date and time: 1/16/17 12:42 FM J0TSCADA =2 Alleantia
s it

Figure 4 - Communication ports configuration

The configuration of every port (for example, baud rate, parity, stop bit, data bit) must be modified according
to the characteristics of the connected devices, referring to their installation manuals. The Ethernet port is that
associated to the RJ45 connector of the IOT SCADA SERVER.

COM!1 port is associated to the RS485 serial port, located on the IOT SCADA SERVER terminal block. Other
COM ports could be created in case of using serial USB converters, added to ISS USB ports, by pressing
button “Scan serial ports” (Note: the converters should be physically connected to the IOT SCADA SERVER).
When scanning is complete, new found ports are displayed on green background. Remember to save new
configuration before leaving the page.

The system provides for the polling of all devices on each communication line, inserting a pause between one
cycle and the next equal to the “Poll pause (ms)” value (can be set in web interface).

In the event that the polling of a device is not successful within the “Timeout (ms)’, the system performs a
number of attempts equal to “Retries” before highlighting a communication error and moving on to the next
device.

In the event of communication problems, increase this value by up to a few seconds in order to avoid under-
performing electronic systems being overloaded by repeated polling.

The non-functioning device will be called up in each scan cycle. Press “Save” to apply changes when the
configuration is complete.
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5.1.5 Modbus Gateway

The Modbus gateway feature makes the system data accessible to external software via the Modbus protocol

enabling, for example, the integration with SCADA systems, regardless of the protocol used by devices to
which the IOT SCADA SERVER is connected upstream.

Monitoraggio impianto

Devices Alarms Alarm History Report Documents Favorites Configuration J License Q" Logout | I EE

&gy Modbus Gateway

Modbus TCP /IP Gateway

Enable Modbus TCP /IP Gateway
Download Modbus maf

Server date and time: 1/16/17 3:14 PM

10TscADA ~==> Alleantia

Figure 5 - Modbus gateway

The Modbus map with information is created automatically and can be downloaded in Excel format, including the
configured information set, by pressing the button “Download Modbus map (Excel. XLSX),” which is enabled
when the gateway is in turn enabled. The file can be used within the target application (e.g. Wonderware (c)
SCADA system, SAP (c) MII) to set up the communication with the ISS.

5.1.5.1 Rules of automatic mapping

The mapping of the measures of the devices on the Modbus gateway follows the following rules:

* For each IO SCADA SERVER serial port where devices are connected and configured, a TCP Modbus
slave is created on a different TCP port:
o COM1 -> TCP 502 port
o COM2 -> TCP 503 port
o0 COM3 -> TCP 504 port
o COM4 -> TCP 505 port
o COMS5 -> TCP 506 port
o Ethernet -> TCP 565 port

Within each Modbus slave the devices keep the address configured on the physical device. If, however,
this address is greater than 247, the maximum permitted by the Modbus protocol, it will be arbitrarily

reassigned.
The Modbus devices maintain the same identical mapping of the original device, both in respect of the
areas as well as the addresses, data types etc. Byte and word swaps will not be considered.

Non-Modbus devices will show the Boolean types in the coil area and numeric types both in Holding as well
as in Input. The number will be in 2-word float format. The register address will be calculated arbitrarily.
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* The bits within a word of the gateway are in Big-Endian format (More Significant Byte First) and the word
in data types in 32 or 64 bits are in Little Endian format (Less Significant Word First).

* If a physical device goes offline, it will not respond when contacted through the gateway and the request
will time out.

* If the value of a register containing a measure not read by IOT SCADA SERVER (see Section 5.2.3), is
requested, the gateway responds with a default value of O for numeric data types and false for Boolean

* If the value of a non-existent Modbus register is requested, the gateway responds with the exception code
“2”, that is “lllegal Data Address”.

* The gateway does not support writing, so if these are carried out by an external Modbus master, the
Modbus register values are immediately restored to the value prior to the writing.

5.2 Installation

5.2.1 Configuration and use of IOT SCADA SERVER’s 1/0

The IOT SCADA SERVER is preconfigured with two devices called “loT Server” and “loT Server (Configuration)”.

These virtual devices are used to read the values of the inputs and control outputs of the IOT SCADA SERVER.

Monitoraggio impianto

Devices Alarms Alarm History Report Documents Favorites Configuration @ License g" Logout I E=

g Devices configuration

| ™ Cancel || [ Save |

Device Description Communication Port D IP Address TCP/MUDP Port
@ Other
Alleantia - loT Server 10x loT SCADA TP Encap T
Alleantia - [oT Server 10x (Configuration) loT SCADA v Encap =
—~——
Server date and time: 111617 341 PA 10TscADA ==t Alleantia
Pt ot

Figure 6 — IOT SCADA SERVER preconfigured devices
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5.2.1.1 Configuration of inputs and outputs

To use inputs and outputs, first of all, you need to configure them to choose an IOT SCADA SERVER mode.
In the ISS “Device” tab under “loT Server (Configuration)” it will be possible to choose analog input type
(voltage, current), digital output type (active with steady value or inactive), etc. (Figure 7). Click the pencil
button on the row you wish to change, to open a configuration pop up.

Monitoraggio impianto

mHistory | Report | Documents | Favorites | Configuration J License @/ Logout | | mE=

Category: Other

ONLINE
Device: IoT Server (Configurazione) 173:5321 Pu
system variables fadet Ale M =
= Other Data Alarms
1oT Server 2
IoT Server (Configurazione) = Filter measure: 5
Measure Value Win Range | Max
Ingresso analogico 1, iltro 002l 7] 0 ! B
Ingresso analogico 1, o utizzate | =]
Ingresso analogico 2, filtro 00 7] 0 ! =]
Ingre oo utiizzate "] =]
Ingresso digitale 1, frequenza massima ord /] =]
Ingresso igitale 2, Tequen: a ord /) =]
Ingresso digitale 3, frequen: a 0 H =]
ngre ord /] =]
Ingresso digitale 5, frequen: a ond 2 B
Ingresso digitale 6, frequenza massima ord 2 =]
Ingresso TA 1, KTA 7] B
Ingresso TA2 KTA U B M
Server date and time: 1115117 353 PH JOTSCADA Foveresvs Aﬁ(?ziﬁtla

Figure 7 - Configuration variables loT Server

The following are some examples of 10T Server inputs and outputs configuration:

¢ Configuration of a temperature probe Pt1000 type: If the probe is in the input 1 - T1, from “loT Server
(Configuration)” tree menu select “Temperature input 1, sensor type” and set “Pt1000”. Proceed in the same
way if the probe is in the input 2 - T2, selecting “Temperature input 2, sensor type” .

* Configuration of a current transformer (TA): If the TA is in the input 1 - CI1, from “loT Server (Configuration)”
tree menu select “Input TA 1, kTA” and set the number corresponding to ratio of the TA currents (for example,
for TA 150/5 set 30). Proceed in the same way if the TA is in the input 2 - CI2, selecting “Input TA 2, kTA”".

* Activation of digital outputs: To activate the digital output 1 - DO1, from “loT Server (Configuration)” tree
menu select “Digital output 1, mode”and then in the “lot Server”’tree menu set digital output to “False” or “True”
(respectively for a low logic value corresponding to about DO2 or a logic value alto corresponding to about
DO1). Proceed in the same way to activate the digital output 2 - DO2.

¢ Activation of analog inputs: After having set the IOT SCADA SERVER Dip Switch toggle n.1 in the position
ON when the machine is TURNED OFF and with disconnected analog input (see Section 3.1.2), you can
proceed with the configuration. To activate the analog input 1 - Al1, from“/oT Server (Configuration)”tree menu
select “Analog input 1, type” and the equivalent entry (“Voltage O-10V”, “Current 0-20mA”, “Current 4-20mA”
and “Digital”), according to the type of use. In the even that a voltage input is selected (e.g. “Voltage 0-10V”
or “Digital”) set the DIP1 switch at OFF or for a current input (e.g. “Current 0-20mA” or “Current 4-20mA”)
set the DIP2 switch at ON. Proceed in the same way to activate the analog input 2 - Al2.

¢ Activation of relay outputs: To activate the relay output 1 - R1, under “lot Server” of the tree interface set
“True” or “False” to inactivate the output. Proceed in the same way for the relay output 2 - R2.
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5.2.1.2 Use of IOT SCADA SERVER

From the tree interface structure, selecting he entry “other”and then “loT Server’, in “Data” Tab the IOT SCADA
SERVER variables are displayed (Figure 8).

The variables are divided in 3 sections:

* System: The variables of this section apply to the relevant information about the |oT Server hardware. This
section contains information about firmware version, temperature, operating voltage, UPS state.

* Input: In this section there are the variables associated to the analog and digital inputs, and to the temperature

probes; in the last column the symbol o is displayed according to the input for which an alarm has been
defined.

* Output: Digital outputs state and relay state.

In the tab “Alarms” you can see any defined alarms, the association to the variable to be monitored (e.g. “UPS
activation” or “input value out of range”) and the actual condition of such warning.

Monitoraggio impianto

Devices Alarms Alarm History Report Documents Favorites Configuration J License S]"Luguut n ==

Devices and system measures «

Category: Other

ONLINE
Device: loT Server Ty
System variables Model: Alleantia - loT Server 10x
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ALL<THINGE> i
Figure 8 - loT Server variables display
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5.2.2 System devices configuration

This section describes how to add and remove new devices connected to the IOT SCADA SERVER via the
RS485 serial interface or via Ethernet.

5.2.2.1 Adding new devices

Any device from which you want the IOT SCADA SERVER to collect measures must be inserted in the section
“Installation” -> “Devices configuration”.

Monitoraggio impianto

Documents | Favortes | Configration | @ eerse @{Logout 1N =

Description | Fot D IP Address TCP/UDP Port L1 1
- Eew =
[loTSCADA — *|1i [ Encap =
PLC | comt vl [ R |s2 | = ] Delete
e~
Server date and ime: 1/17/17 9:38 AM JOTSCADA ~v==» Alleantia

Figure 9 - System devices configuration

To add a device, press the “Add” button. A popup window appears as in Figure 10, showing device drivers
loaded in the IOT SCADA SERVER catalogue. To add new devices please refer to Section 5.5.1

Fuiddeﬁceh}sysm '

| Supplier = |Mude| |‘I.Fer5iun | |
|Socomec Countis E43 Fost 01/2009 "
| Socomec Countis ECi2
Socomec DIRIS A1D Post 01/2000
| Socomec DIRIS Ad4D Post 01/2000
| Socomec ITY-TWO020B
Socomec SUNSYS B15
Socomec SUNSYS B20
Socomec Sunsys IFB
Socomec SUNSYS PRO 18K
Socomec SUNSYS PRO 24K -

Select a device from the list

I o« Ok ” % Cancel

Figure 10 - List of supported devices

43

p——

Alleantia

ALL <THINGS> JOINED



5 Configuration

The list contains all of the devices supported by IOT SCADA SERVER and can be sorted and filtered by
manufacturer, model and version in order to facilitate the search.

To add a device to the system configuration, select it, set the number of identical devices present and press
the “Add” button. The number of devices selected will be inserted in the main page and will appear with a
green background to indicate that they have just been added:

Monitoraggio impianto

Devices Alarms Alarm History Report Documents Favorites Configuration {J License gl.'mguut ==

Devices configuration
A 4 g

T
Device Description Communication Port 1D IP Address TCPMDP Port

@ Inverter

Socomec - SUNSYS STATION P03 (66KW) Inverter 1 comM1 vih & Encap E
Socomec - SUNSYS STATION P03 (66KW) Inverter 2 COoM1 v ZS Encap @
@ Other

Alleantia - loT Server 10x loT SCADA |k Encap =

Alleantia - loT Server 10x (Configuration) loT SCADA i Encap =

Figure 11 - New devices added

Each new device shall be assigned a unique name to be recognised in the user interface (e.g. West Inverter
1), a unique numeric identifier to allow addressing on the RS232/485 bus or Ethernet (the ID in the case
of the Modbus protocol) and the communication port to poll. For the list of existing ports or to add new ones
using converters, refer to Section 5.1.

The device parameters can be inserted directly on the line. The “IP Address” and “TCP / UDP Port” fields will
also be completed for the devices with Ethernet interface which, in the case of Modbus TCP / IP, is generally
“502”.

Repeat the operation for all devices to add.

CAUTION:
The identifier must be assigned to the first device (e.g. Inverter) according to the procedure described in
the device’s manual, and then copied in the configuration section of the IOT SCADA SERVER.

The devices with “<disconnected>” communication port are not “polled” as they are not

associated with any communication line (Ethernet or serial). If a device is out of service its

communication port can be set to “<disconnected>”" to avoid any communication errors and
| speed up the reading of data from the system without changing the configuration.

Once the system configuration is complete, press the “Save” button at the top to make the changes effective.
After a few moments the IOT SCADA SERVER will begin to poll the devices and an icon will appear next to
each representing the communication status with the device itself.

If the configuration and wiring are correct the icon will be green: i, while if the device is not reachable the

, . [
icon will be red: 3 .
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Monitoraggio impianto
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@l Inverter
Socomet - SUNSYS STATION P03 (66KW) Inverter 1 COM1 v ¢ Encap = @ {i] Delete
Socomec - SUNSYS STATION P03 (66KW) Inverter 2 COM1 v 2 ¢ L

Encap

4 [3osee]

Figure 12 - System configured

The measures collected by the devices will appear in the “Devices” section in the main menu, see Section

6.2.1. Each device provides a number of measures that can be appropriately chosen by the user to facilitate
the readability of the synoptics, as explained in Section 5.2.3.

5.2.2.2 Removing a device

If a device is no longer present in the system it can be removed from the configuration by pressing the “Delete”

button at the end of device line. The device will disappear from the list and the change will become effective
after pressing the “Save” button.

CAUTION: Deleting a device will cause the loss of all of its recorded data. If you no longer wish to poll
the device but keep the collected data, set its communication port to “<disconnected>".

-

o Warning! Device Inverter 1 will be removed and all
/1 its data will be lost:
e

Continue?

OK H Cancel

Figure 13 - Confirmation Popup window for the removal of a device
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5.2.2.3 Installation support manuals

During both the device selection, as shown in Figure 9, as well as in the device list as shown in Figure 10,
two icons can appear next to each device that allow to download and view the help documentation during
installation:

I
== User manual

u
#%  Quick installation guide

The “User Manual” is the same as that provided by the device manufacturer configured in IOT SCADA
SERVER, while the “Quick Start Guide” is a concise guide created by Alleantia to help you configure the device
and IOT SCADA SERVER.

In the event of communication problems between the IOT SCADA SERVER devices, refer to the troubleshooting
guide that can be downloaded by pressing the button:

I @ Troubleshooting

5.2.3 Devices measures setup

Devices Alarms Alarm History Report Documents Favorites Configuration ) License eManua\ Ql'Logout N ==

- Devices measures setup

ancel | | [ Save

Measures and Devices L4

Category: Inverter ONLINE
E Inverter Device: Inverter 1

H-Inverter 1 = at 11/3/14 5:18:10 PM
--Inverter 2 % Model: SUNSYS STATION P03
Filter measure: *¥
Measure Value =l
7] System
¢ |AC Mains Cos phi 0 7 E
< |AC Mains Input Frequency 0Hz T E
#| |AC Mains R-5 \Voltage ov i E
# AT Mains 3-T Voltage v vl E
#| |AC Mains T-R Voltage av < E
#| |AC side lightning protection false v
il ANC Boards 1207 commun icatinn fault falsa i -

Figure 14 - Devices measures setup

Each device supported by IOT SCADA SERVER carries all information about any measure provided by the
device. In order to avoid showing too many measures and slow down the scanning of the devices, only the
measures actually considered useful for the monitoring are read when the device is added.

To change the default configuration, access the ‘Installation” -> “Devices measures setup” section; there is
a tree menu on the left where all devices that the IOT SCADA SERVER is polling can be seen, organised by
category. Once you have selected a device, all available measures will appear on the right.
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Checking the boxes at the beginning of each line enables the reading of a single measure. Unchecking disable
reading check boxes in the column with the E symbol, it is possible to enable or disable measure logging

in the IOT SCADA SERVER.

CAUTION:
Graphs can only be generated for the measures with enabled logging

If the measure is configured as an alarm there will also be a check box in the column with th&@' symbol.
If checked, IOT SCADA SERVER will display an alarm in case of abnormal value of the measure and, if the
alarm notification is configured, an e-mail will be sent to the notification recipients.

The name of the measure can be directly changed in the text box. To change the other settings, if any, a

dedicated popup window can be opened by clicking on the E button.

Range i Offset l Scaling |

Min: | | K

Wax: | | KWW

I o« Ok ” = Cancel ||

Figure 15 - Measure range configuration popup window

By specifying a minimum and maximum value in the popup window “Range”tab it will be possible to make the
screen reading of the measure easier (see, for example, the horizontal bars of some measures in Figure 56).

5.2.3.1 Measures offset

Range | Offset I Scaling |

Enable offset ||

— Configure offset

Yalue read from device: 0 kKWh
Logged value: 0 KWh
Aligned offset: 0 kWh ]

| & Ok || ™ Cancal ||

Figure 16 - Measure offset configuration popup window
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The measure offset feature is very useful in the case of network analysers that measure the energy produced
or consumed. These devices are in fact often installed in parallel to an exchange meter and begin counting
from O kWh, while the meter has a higher value. To facilitate the reading it can be aligned with that of the
existing meter “correcting” the value displayed and recorded.

In the advanced configuration popup window “Offset” tab (see Figure 16) a value can be set in the “Aligned
offset” box. The I0OT SCADA SERVER will calculate the difference between the actual value and that desired,
and this will be applied to the measures read by the device from that moment on. The values of the measures
so aligned will appear in italic as a reminder that these values are not the real ones read but those purposefully
modified by the user.

5.2.3.2 Measures scaling

Range Offset Scaling
Enable scaling
Configure scaling
Value read from device: 1.98 KW
Logged value: 1.98 KW
Transformation ratio:

Figure 17 - Measures scaling configuration popup window

The measure scaling feature is very useful in the case of fiscal meters that measure energy through external
current transformer. The measured value is a fraction of the real value, i.e. 1 / K, with K the transformation
ratio of the current transformer.

In the advanced configuration popup window “Scaling” tab (see Figure 17) a value can be set in the
“Transformation ratio”. The IOT SCADA SERVER will multiply the value aligned (see Section 5.2.3.1) for the
transformation ratio set.

The values of the measures scaled in this manner will appear in italic as a reminder that these are not real
values but those purposefully modified by the user.

5.2.4 General settings

Monitoraggio impianto
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Figure 18 - Data sampling configuration
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Data sampling will affect the accuracy of the measure as it will increase or decrease the number of samples
available to be analysed. A too high number of samples could excessively slow the processing.

On the same page you can set the system date and time: ‘Date-Time Set’, ‘System Reset’ e ‘System Reboot'.
It's even possible to reset IOT SCADA SERVER configuration by clicking on the “Reset” button, in this case:

CAUTION:
In case of reset all data and configurations of devices, alarms and notifications WILL BE LOST without
possibility to recover

5.2.5 Password change

To change the access password to the configuration section, go to the “Installation” -> “Password Change”
section and enter the old password (the initial installation default password is webloggerSU, as specified in

Section 5). Select the new password and re-enter to confirm the selection. When finished, press the “Save”
button.

Monitoraggio impianto

Devices Alarms Alarm History Report Documents Favorites Configuration ) License g" Logout || | ES

| ) Password change
Password must have length between 5 and 15 characters, and can inclued letters and numbers
Change password
Old password
New password

Confirm new password

[ save
Server date and time: 1/17/17 10:34 AM JOTSCADA Foveredty A}Tééﬁt[a
Figure 19- Password change
CAUTION:
For security reasons it is strongly recommended to change the IOT SCADA SERVER admin password
immediately
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5.3 Customization

5.3.1 Logos and title

Devices Alarms Alarm History Report Documents Favorites Configuration

w Logos and title

Monitoraggio impianto

{J License & Logout N E=

T
(Mnnimraggmimmanm g save |
Loai
Max size: 2MB
Upper leftlogo Upper right logo

Server date and time: 1/17/17 10:34 AM

Figure 20 - System logos and title customization

{0 TSCADA ronersdvy Aﬁ;aﬁt]a

In the “Customization” -> “Logos and title” section the IOT SCADA SERVER interface can be customized:

* in the “Title” section the upper title present in all the pages of the interface can be set
* inthe “Logo”section 2 logos can be entered, one on the upper right and one on the upper left. These are

also always present in all the pages GUI
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5.3.2 Custom measures

In addition to the measures read by the devices, you can define custom measures (such as, for example, sums
of other measures): clicking the “Add” button in the “Configuration” > “Synoptic measures configuration” ->
“Custom measures” section (Figure 21) a popup menu will open that allows you to enter the name of the new
measure and select the existing ones which, when summed, will contribute to its value (Figure 22).

Monitoraggio impianto
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Figure 22 - Custom measures popup window
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For example, if the system is divided into two levels, you can create the custom measures “East Power” and
“West Power” and select the power of the inverters associated to each level for each one. Please note that it
is only possible to choose measures with the same measure units. Therefore, after selecting the first one, an
automatic filter will remove all those that have different units of measures from the list on the right.
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5.3.3 Custom alarms

Monitoraggio impianto

|| Devices I Alarms | Alarm History Report Documents Favorites Configuration ‘ W License ﬂLngnut =
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Figure 23 - Custom alarms start screen

By accessing the “Customization” -> “Custom alarms” section it is possible to define new and more complex
alarm conditions, in addition to those that are already set in the device. For example, if you want to create a
new alarm condition that notifies an anomalous situation of low production on a solar inverter. Pressing the
“Add” button will open a popup menu that allows you to configure the new alarm in detail:

|

— Alarm name
I \

r— Alarm notification text

r— Alarm condition

alarm if sum of values of =]
is | v
enabling condition: not E

r— Time condition

Enable alarm condition -/

From: c To: 3

— Weekly condition

Enable weekly condition |/

Y Mon ¥ Tue ¥ Wed ¥ Thu ¥ Fri ¥ Sat ¥ Sun

Figure 24 - New custom alarm configuration
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In the popup window insert the name for the alarm and text description that will be used during the notification
to the user. Below, in the “Alarm Condition” section proceed to the selection of all the measures that you

intend to monitor by pressing the m button. In this case we select only the power of inverter 1. Following
the selection, the list of measures selected will appear next to the button. The check boxes enable the control
types to be performed on the measure value. In this case the alarm will be triggered if the power of the inverter
1 falls below a certain threshold:

||F—Alarm name

Low Production (Inverter 1)

| r—Alarm notification text
. Low Production an Inverter 1

r—Alarm condition
Inverter 1 - System - Inverters Active Power

alarm if sum of values of E]

okwW i5 less than v 3 W

enabling condition: not

r— Time condition

Enable alarm condition ¥

From: [11:00 AM| £ To z00PW |$

v

Figure 25 - Low production alarm

A time range for the control can be specified. In this case, to avoid the control perform during the night when
the solar inverter is not active. To save and activate the alarm, press “Ok” and then click on “Save” in the
“Custom alarms” screen.

Once this alarm is entered, it is displayed on the main screen where it can be enabled or disabled using
the checkbox and it is possible to set the delay time before which the alarm is to be considered as true (for
example, 5 minutes), thus limiting the effect of transients:

=3 Mame Delay

¢ |Low Production (Inverter 1) 5 minutes | * Modify || (3] Delete || [ Duplicate

Figure 26 - New alarm
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5 Configuration

It is also possible to enable an alarm in relation to another: for example, using a pyranometer the alarm
previously created can be reinforced by connecting the value of irradiation and then testing the low production
only at times when it is expected to be high. To do this, simply create a new alarm to act as an “enabling
condition”, an alarm that shall not be notified and, therefore, without the relevant box being checked:

= Mame Delay
[« |an FProduction {Inverter 1) | |5 ‘minutes I } Modify H ‘ﬂ Celete H L) Duplicate ]
] |High Irradiance | |EI ‘minutes I /" Madify H [ Delete H ||y Duplicate ]

Figure 27 - Multiple custom alarms

[}

| r—Alarm name

|High Irradiance |

r— Alarm notification text

High Irradiance ‘

| r—Alarm condition

Solarimeter - Current irradiation level
alarm if sum of values of D
. is | greater than v ||EUD Wimg
enabling conditien: not (-]

r— Time condition

Enable alarm condition [

: : ~
From: Ta: b

<>

Figure 28 - High irradiance condition

The alarm condition is unusual in this case (and is, in fact, not notified), but allows the user to avoid the
application of a time condition: a “low irradiance” condition without a time slot would be triggered every night.
Once the alarm condition has been saved, change the low production alarm to link it to that of the irradiation
thanks to the “enabling condition™
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[iomrodonimotey — ]

r—Alarm name

|L0w Production (Inverter 1) |

r— Alarm notification text

Low Production on Inverter 1 ‘

| Alarm condition

Inverter 1 - System - Inverters Active Power

alarm if sum of values of ‘:]

okw s |less than ]2 oW

High Irradiance
enabling condition: not [ E]

r— Time condition

Enable alarm condition ¥

From:[11:00 aM[$|  To:fz00Fm [

Figure 29 - Change low production alarm enabling condition

At this point the time condition can be removed from this alarm as well given that there will not be high
irradiation during the night and the low production alarm will not be enabled.

It is useful to create an alarm that acts as an enabling condition for many others.
If there are 10 inverters it would then be possible to insert the “High irradiance” condition only
once and use it in the 10 “Low production” alarms.
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5 Configuration

5.3.4 Synoptics configuration

Monitoraggio impianto

|‘ Devices | Alarms [ Alarm History [ Report | Documents | Favorites | Configuration |

 License % Logout | §|

U Synoptics configuration

[

Boolean displays

o
| wxyz

Numeric displays

Showr bit status
switching lamp
color

Set bit status

Animations

Server date and time: 1/17/17 10:54 AM

10TscADA == Alleantia

uuuuuuuuuuuuuuu

Figure 30 - Creation of system synoptics

In the “Customization” -> “Synoptics configuration”section you can create custom synoptics with a personalised

background and measures.

To create a new synoptic, click on the| + | tab. A popup window will appear as in Figure 31, to choose the
screen sizes most commonly used for tablets and monitors, the background and the title.

Size 'HD 16:9 (1280x720) v -
| Bhow background [+
| Background image |safe_image_jpg ” [~ Select ” -4 Upload ]
|Title Distribution | -

I#Dk]l HDanceI]

Figure 31 - Synoptics properties
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5 Configuration

The IOT SCADA SERVER contains a catalogue of reusable images. In order to load an image in the catalogue,
press the “Upload” button and choose the file from the hard drive of your PC/tablet. This will be loaded into
the IOT SCADA SERVER and will be available for the creation of more synoptics. To reuse, press the “Select”
button and choose from the catalogue images, as in Figure 32:

j Image catalog f

| «# 0k || * Cancal

Figure 32 - Image catalogue

The image is uploaded in the original size and automatically resized depending on the size chosen for the
synoptic.

At the end of the changes the empty synoptic will be displayed, as shown in Figure 33:

” Devices [ Alarms [ Alarm History [ Report [ Documents [ Favarites | Configuration ‘ J License (@ Manual 3 Logout Jj | B

/v Synoptics configuration

9 Cancel Save

Lamp display | Distribution #| + | &

IWXYZ

@

Show hit status
switching lamp
color

Numeric display

Animations

Figure 33 - Empty synoptic

To change the properties of the synoptic double click on the corresponding tab or on the background. The
popup window in Figure 33 will appear again.

To delete the synoptic, click on the “X” in the upper right corner of the corresponding tab.
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From now on it is possible to add the displays that will show the values of the measures in the system, which
are of 2 types: numeric and visual (lamp) displays. The numeric display shows just numeric values, while the
lamp display shows Boolean values.

These two displays are shown on the left side of the page. To add one, simply drag it on to the synoptic into
the position where you want it to be shown. Once released, a popup window will appear as in Figure 34 and
Figure 35 to change its properties.

| Display properties ’

i Measure: B
|| Upper title: | | |
Lower title: | |
Background color. [White M
Lamp OM color:  |Red d
Lamp OFF color:  [Green M
I o Ok ] l % Cancel J

Figure 34 - Lamp type display properties

| Display properties ’

Measure:

T ——

| Upper title: | | |

Lower title: | |

Background color: [White 7|

[ Ok J[ My Cancel |

Figure 35 - Numeric type display properties

The measure to be shown, the upper (first line) and lower (second row) title, the colours of the background
and of any lamp displays can be chosen.
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Once the parameters have been entered, the synoptic will appear for example as shown in Figure 36:

“ Devices | Alamms | Alarm History | Report | Documents | Favorites | Configuration | () License @) Manual 3 Logout || §|

b\ Synoptics configuration

Lamp display J Distribution “[T| e

»

Show bit status
switching lamp
color

Numeric display

Animations

Figure 36 - Synoptic with display

To subsequently change the properties of the display, double click on the displays themselves. The popup
window in Figure 34 and Figure 35 will appear again, from which it is possible to delete the properties.

In the “Animations” section the synoptic in the home page can be automatically changed by selecting the
check box “Enable synoptic rotation” and defining an interval in seconds.

Once defined the synoptic will appear in “Synoptic” window of the graphic interface (see Figure 35 at the top
left).

p———
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5.4 Interface and Cloud services

5.4.1 E-mail and SMS notifications
The IOT SCADA SERVER can automatically send e-mail and SMS notifications in the following cases:

* an alarm condition occurs
* notification of the backup occurring (see Sections 5.4.2 and 5.4.3)

To take advantage of these features, “Cloud Services” -> “E-mail and SMS configuration” must be enabled.

Monitoraggio impianto

Devices Alarms Alarm History Report Documents Favorites Configuration ) License QlLuguui ==

gy E-mail and SMS configuration

Cancel || [ Save
Alarm notification enablement
Alarm notifications Enable alarm notifications via e-mail
Enable alarm notifications via SMS
Backup and report
notiﬂ:;nons & Enable backup and report notifications via e-mail
E-mail notification parameters GSM modem configuration
Mail server configuration — SMS nofification parameters
SMTP server. Modem communication port: <disconnected> v
Port PIN code (opt.):
Use SSL SMS center phone number (opt.):

Username Destination numbers:

Password: (1 every line)
From e-mail
address:

—Modem test

Modem status Disconnected
Signal:

FNarm notifications recipients

Tn e-mail addresses” e i —
Server date and time: 11717 11:02 AM JOoTSCADA Poversdvy A?Eé??tia
el

Figure 37 - Alarm and data logging configuration

After having ticked at least one checkbox to enable notifications, the email notification in the “E-mail notification
parameters”and SMS notification in the “GSM modem configuration” can be configured.

For the e-mail notification the details of your SMTP server for sending email and that of the recipient must be
included. At the end a test email can be sent to verify the correctness of the settings entered by pressing the
corresponding “Send test mail” button.

For the SMS notification a GSM modem must first be connected to one of the IOT SCADA SERVER, serial
ports, selecting from among those supported. The serial port must be properly configured according to the GSM
modem manufacturer’s instructions, see Section 5.1.1. The parameters of the recipients must subsequently be
entered.

If the settings are correct, following the application of the changes, the IOT SCADA SERVER will connect
to the modem and “Modem Status: Connected” will appear in the “Modem Test” box; then check the GSM
signal strength in the appropriate “Signal” indicator and evaluate the displacement of the GSM antenna or the
purchase of a magnified one if the signal is low, otherwise an SMS alarm notification may not be received.

You can send a test SMS to check the correctness of the settings entered by pressing the corresponding “Send
test mail” button.
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5 Configuration

5.4.2 Dropbox connection

An existing Dropbox account can be indicated as an additional destination for the backup files. This account
can also be used to upload the documents generated by |IOT SCADA SERVER on the Dropbox by pressing

the buttons in the application (for example, in energy reports). Before connecting a Dropbox
account make sure internet connection is available on the device from which you are configuring.

Monitoraggio impianto

evices arms arm History epo ocuments avorites onfiguration License Logout
| D Al Al Hists Report | Di I Fi I Config i (/) =
w Dropbox

Dropbox link

/i, No user connected

Remote backup service

Enable Dropbox remote backup
Dropbox destination folder * E]
Send a test file

Server date and time: 1/17/17 11:04 AM

10TscADA === Alleantia

;;;;;;;;;;;;;;;

Figure 38 - Dropbox account configuration

Go to “Configuration” -> “Cloud Services” -> “Dropbox” and press the “Connection...” button to start the

connection procedure of the IOT SCADA SERVER to a Dropbox account. The popup window of Figure 39
will open.

Fequest Dropbox authorization code

[ b Requestcude]

Enter authorization code

I «* Ok H % Cancel ]

Figure 39 - Authorization code request
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Press the “Request code” button to access your Dropbox account, if necessary by entering your email and
password (Figure 40).

(e 3 Dropbox

Sign in or create an account

G Sign in with Google

or

] Remember me m

Forgot your password?

Get Dropbox on your desktop — download now

Figure 40 - Dropbox account access
On the subsequent screen, click “Allow” to allow the IOT SCADA SERVER access to your Dropbox folder

(Figure 41).

M

Allegntia

Alleantia IOT SCADA SERVER would like access to the files and
folders in your Dropbox. Learn more

Figure 41 - Authorization
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Enter the code shown in Figure 42 in the start popup window (Figure 39).

e

Alleantia

Enter this code into Alleantia IOT SCADA SERVER to finish the
process.

dlusC4DUDEAAAAAAAL]eBAN-W]K1_DEMzcd3xkgR4s

Figure 42 - Authorization code

Fequest Dropbox authorization code

l [ Reqguest cnde]

Enter autharization code
diueC4DUDJEAAAAAAAA JeBAN-WIKT _06MzcdIXkgR4 s| |

| [#Ok”ﬁﬂancel]

Figure 43 - Authorization code shown in IOT SCADA SERVER
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]
Press “Ok”to end the procedure. If successful, the account appears correctly connected (Figure 44 ).
Monitoraggio impianto
Devices Alarms Alarm History Report Documents Favorites Configuration J License QlLuguut ==
W Dropbox
Cancel | [ [ Save |

Dropbox link

Qﬂ Connection ok (user: Jouk Xenia)

Remote backup service

Enable Dropbox remote backup

Drophox destination folder * ':

Send a testfile Send |

Server date and time” 11717 1112 AM #OTSCADA Powered by A?Tééﬁna

Figure 44 - Dropbox account connected

At this point the “Send to Dropbox” buttons of IOT SCADA SERVER can already be used to send documents
on Dropbox. To disconnect the account in the future, simply press the “Disconnect” button.

If you want to enable the sending of backups to Dropbox press “Enable Dropbox remote backup” (Figure 45)
and choose a destination folder for the files by clicking on the button “...”. To test the backup feature, send a
test file to the specified folder by pressing the “Send” button. When finished, press the “Save” button to save
the configuration.

Remote backup service

Enable Dropbox remote backup |+

Crophox destination folder ® Backups D

Send atestfile

Figure 45 - Backup parameters

The backup files sent to Dropbox are not related to those of any FTP backup: in other words, complete
backups of IOT SCADA SERVER will be present on both Dropbox as well as FTP.
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5.4.3 OneDrive account

An existing OneDrive for Business account can be indicated as an additional destination for the backup files.
This account can also be used to upload the documents generated by IOT SCADA SERVER on the Microsoft
cloud. Before connecting OneDrive for Business account make sure internet connection is available on the
device from which you are configuring.

loT SCADA

6 (Microsoft) 2017 B2 Microsoft

Figure 46 - OneDrive for Business account

CAUTION: IT IS POSSIBLE TO SYNCHRONIZE ONEDRIVE BUSINESS ACCOUNT ONLY

Press the “Connect Account”button. The popup window will open with a request to insert email and password
of the account to be synchronized. If successful, the account appears correctly connected. The 10T SCADA
SERVER will synchronize with the OneDrive for Business cloud for the backup saving.

At this point the “Send” button of IOT SCADA SERVER can already be used to send documents on OneDrive
for Business. To disconnect the account in the future, simply press the “Disconnect” button.

If you want to enable the sending of backups to OneDrive for Business, press “Enable OneDrive remote
backup”and choose a destination folder for the files by clicking on the button “...”. To test the backup feature,
send a test file to the specified folder by pressing the “Send” button. When finished, press the “Save” button
to save the configuration.

65

p——

Alleantia

ALL <THINGS> JOINED



5 Configuration

—
- = = i

A ”ea nt’a Monitoraggio Impianto

y 4LL<TH5N(§_§> JOINED _

|| Machine Pack | Macchina | Allarmi | Storico allarmi Report | Documenti ‘ Preferiti | Configurazione | @ Licenza ﬂDscnnnem (1] 5‘

\‘; OneDrive

& Microsoft OneDrive authentication successful

Figure 47 - OneDrive for Business authorization

5.4.4 FTP Backup

The remote backup function to FTP provides for the creation and sending of daily backups of IOT SCADA
SERVER data and the configuration on an FTP server in order to ensure recovery in case of hardware failure
of the internal hard disk.

To use this function an FTP server must be available on which to make the transfer, as well as all the
parameters necessary for its access, which are to be entered in the “Configuration” -> “Cloud Services” ->
“FTP remote backup” section:

Energy management

|‘ Synoptics | Devices | Alarms | Alarm History Report Documents Favorites Configuration | J License ﬂlmgnm =

‘ FTP remote backup

Cancel |

FTP Backup

Remote FTP backup enabled "
FTP backup configuration

FTP server name:
FTP port:

Username:

Password,

& Backup test |

Server date and ime: 1/19/17 12:24 PM

JOTSCADA’ Powered by A‘ﬁ;‘;ﬁﬁa

Figure 48 - FTP remote backup configuration

A test file can be sent to check the correctness of the settings entered by pressing the corresponding “Backup
test” button.

66 Alleantia

ALL <THINGS> JOINED



5 Configuration

5.4.4.1 Details of the transferred files

IOT SCADA will send 3 files every night called:

backup_date_hour.zip

backup_date_hour.zip.md5

backup_date_hour.zip.sig

in which date represents the date, and hourthe UTC time in which the backup was made such as, for example,
“backup_23062012_0144.zip".

The file with the zip extension contains the CSV file with the IOT SCADA data and an encrypted file with its
configuration.

CAUTION
The backup performed by this IOT SCADA SERVER feature is incremental. To rebuild the system in the
event of failure all the files transferred over time are required. The remote backup can be interrupted at
any time by disabling it in the dedicated configuration section. If subsequently re-enabled, it will resume
the backup of your data from where it was last interrupted.

The file with the md5 extension contains a signature with the MD5 algorithm to verify the correct transfer of
the file. The file with the .sig extension contains a RSA signature to verify that the file was actually generated
by an Alleantia product and has not been manipulated to alter the content.

The remote backup function is incremental in respect to the previous backup.

If the previous backup is of the previous night, the zip will contain the data of a single day. If

the previous backup does not exist, or it is the first run, the zip file will contain ALL the data of
) the system starting from the commissioning of the plant.
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5.4.5 Connection to SQL Server

It is possible to indicate Microsoft SQL Server as a destination of all data, events and alarms collected from
the IOT SCADA SERVER.

First, click the “Download Script” button to download the sqgl script, then carry it out on the machine with
Microsoft SQL Server to create the database tables, where the IOT SCADA SERVER data will be downloaded.
After, the connection parameters will be inserted in database in the configuration panel. You can test the
correct configuration, clicking the “Connection test” button.

If everything works correctly, click the “Save” button to save the configuration.

From this moment on, the IOT SCADA SERVER will download its data in configured database. The refresh
rate can be changed from interface.

| Devices t Alarms l Alarm History l Feport | Documents | Favaorites | Configuration

“\J SQL Server

i Cancel || 5 save |

Connection Parameters

| Address 127.00.1

Pon

| Database Name master

I Table Suffix

IUBﬁmal'ﬂ-E sa

IFasswnm sesssessnes

i 'les_lcmnqcﬁon

Figure 49 - SQL Server
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5.4.6 Connection to Azure loT Hub

In Microsoft Azure, after creating loT Hub, get the connection string.

< C' | @ Sicuro | https://portal.azure.com/#resource/subscriptions/c8f58628-7506-48a6-beaf-4ae067f6f40c/resourceGroups/FirstAllentiaGroup/providers/Microsoft.Devices/lotHubs/AlleantiaHub/lotHubKe ¥ o]

AlleantiaHub - Criteri di accesso condivisi » iothubowner L Cerca risorse x [? & © @

DIRECTORY PREDEFINITA Q)

i[ AlleantiaHub - Criteri di accesso condivisi iothubowner X
loT Hub AlleantiaHub

P Search (Ctrl+/) == Aggiungi

Search to filter items.. ~
N Panoramica Nome criterio di accesso
CRITERIO AUTORIZZAZIONI
H Llogattivita -
Autorizzazioni

iothubowner scrittura registro, connessione servizio, connel
9 V| Lettura registro ®

i Controllo di accesso (IAM)
v Scrittura registro @
service connessione servizio
€ Device Explorer + Connessione servizio ®
device connessione dispositivo | Connessione dispositivo ®
IMPCSTAZION registryRead lettura registro
Chiavi di accesso condivise
Criteri di accesso condivisi

registryReadWrite scrittura registro Chiave primaria ®

@ Piane tariffario e scalabilita D8roObhnknYePMaaxwik92gmozTRal [
B Monitoraggio operazioni Chiave secondaria ®

> YEVCKUGOBTFLOSIGob-rwycdiabere [
3+ Filro P

— Stringa di connessione - chiave primaria ®

i Proprieta -
HostName=AlleantiaHub azure-devicesnc [

& Blocchi

B3 Scipt di automazione HostName=AlleantiaHub.azure-devices.n¢ n

Stringa di connessione - chiave secondaria ®

MESSAGGISTICA
Caricamento file
€ Endpoint

I Route

MONITORING

Figure 50 - Microsoft Azure

Insert the string into the box in configuration panel. Then press “Create loT Hub Identity” button to register the
device in loT Hub.

Devices Alarms Alarm History Report Documents Favorites Configuration
, Account Azure

-

Azure service

To start sending messages to Azure cloud you must create a device identity on loT Hub. To do this, paste the connection string
taken from your personal loT Hub and push "Create loT Hub |dentity” button

HostMame=AlleantiaHub.azure-

Q! P
| Create loT Hub Identit, Delete [0T Hub ldentity ] DevicelD: IOTSPI216060799
Start loT Hub service
Figure 51 - Connection string
EEE——— m
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If the registration was successful, Device ID will be displayed next to the button.

|| Devices I Alarms | Alarm History I Report I Documents I Favorites | Configuration |

w Account Azure

Azure service

To start sending messages to Azure cloud you must create a device identity on loT Hub. To do this, paste the connection string
taken from your personal loT Hub and push "Create loT Hub Identity” button

| Connection string to 10T Hub |~

[ Create loT Hub Identity ] [ Delete loT Hub Identity ] DevicelD: IOTSPI216060799

Start loT Hub service |

Time interval between sending the next telemetry message |0_| hrs |0_| min. |L| sec.
Max message size |@E|

|| Save on sent message sending only changed variables in the time interval

] Message will contain only essential data. Use it if you want save other data

Azure loT Hub service will send only variables that have read rights enabled. You can setthese in tab “Configuration =
Devices, measures and rights setup”

Device Elock | Variabile
Seneca +VAN1-L « Phase 1 imported lagaing apparent energy 1
Seneca +k\VAh2-C » Phase 2 imported leading apparent energy 1
Seneca +kVAR1-C « Phase 1 imported leading apparent energy 1
Seneca +KVAN3-C « Phase 3 imported leading apparent energy 1
Seneca +k\VAah2-L « Phase 2 imported lagging apparent energy 1
Seneca +k\VAh3-L « Phase 3 imported lagging apparent energy 1
Seneca 5504C Var12
Seneca S504C Var 11
Seneca S504C Varo
Exa Total active power (+~)

[l » w [1-10/13]

Estimated messages/day: ~ 8640

Figure 52 - Account Azure

Now you can set time interval between sending next telemetry message and mske other settings. It will send
messages only for variables/alarms with read/write /alarm rights (Figure 53).

M Devices | Alams | AlarmHistory | Report | Documents | Favorites | Configuration O License i Logout | ==

v Devices, measures and rights setup

Measures and Devices Gategory: Photovoltaic inverter ONLINE
=]

ame Ll b .
o e

G2 Filter measure: | %

= Energy meter —_— =

Exa g Measure Value s, =]

Seneca = RIW| A

Seneca $504C €5 | @ [Posizioneasse C (5] ] =]
= Other

MPack w|® [Posizione asse B 5] v B

Test & | @) Posicions asse x o “ =
EPLC ¥ |[Posizione asse Y. [m} v

Test 2 10 ‘ - E]

= Photovoltaic inverter @) [Posizione asse 2 g & ]

Fanuc B=

Testvv €5

Figure 53 - Devices, measures and rights setup
1 ]
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You can set these rights in “Devices, measures and rights setup’, “Synoptics measures configuration” and
“Custom alarms” sections.

Write permission can be enabled only for measures which can be modified from outside. The alarms’ permissions
(A) can be enabled only for measures defined as an alarm in Xmod driver.

Finally, check the checkbox “Start loT Hub service”to activate. Depending on the selected options, estimated
messages sent per day will be shown (Figure 52).

| Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration

™,

p / Synoptics measures configuration
W Synop g

Custom measures

abil Azure
B o MisuraPers _,;’Modifyl [ mDeIete]

B o Testxvv

Figure 54 - Synoptics measures configuration

| Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration

ks custom alarms
-

Cancel || [ Save |

& Name Delay Azure

¢ |sss | o | minutgs l,r’ Modify ” {i] Delete ” [ Duplicate ]

4l |pon [0 |minutgs (.7 Modify | [ fij Detete [ [ Duplicate |
| I

Figure 55 - Custom alarms

The service uses MQTT v3.1.1., to run this protocol the 8883 port or web socket of 443 port
are needed. Make sure that these ports are open.

5.5 Information

In Section Information you can find information about the system and change such its data as licence and
device catalogue.

5.5.1 Device catalogue

Every IOT SCADA SERVER system is released with database of connected devices with default configurations.
This may contain not all the devices of the Alleantia’s Library of Things, which is continuously updated and is
available here http:/ /cloud.alleantia.com/info/products.zul. Therefore you can download one or more .xmod
files of devices configuration and upload it in the used IOT SCADA SERVER system, using the functionality of
this section. The user can, in the same way, insert in the system ad hoc configured devices (e.g. PLC) using
the Alleantia’s tool

http:/ /cloud.alleantia.com/xmod/convert.zul which creates an .xmod file for every device.

In section “Information” -> “Device catalogue” a window with the existing library of devices will open.
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Synoptics

Alarms Alarm History Report Documents

g Device catalogue

Filter devices:

Supplier
AEB
AEB
ABB
ABB
ABB
ABB
AEB
AEB
ABB
ABB
ABB
Albatech
Albatech
Alleantia
Allen Bradley

Pressing the “Add” button a popup window will open, that allows you to select different types of files:

* | Model

A-41

A-42

A-43

A-44

ACS 800

B-21

B-23

B-24
DMTME-I-485
Fidas 24 EL3000
REFG01 CEI 0-16
APL 15

APL 20

Alleantia Bus for Arduino
Fower Monitor 500

Favorites

Figure 56 - Device catalogue

Configuration

Version

files of device’s library to connect, and .pdf files for device’s user manual.

Figure 57 - Add device

r— Device description
2 Upload | Nofile uploaded
r— User Manual
Upload | Mo file uploaded
r— Installation Guide
d | Mofile uploaded

.xmod

Pressing the “Upload” button it will be possible to navigate the file system and select the file you need. For the
.xmod file, the system recognizes and verifies correctness of the file and will permit or not to insert it in the
IOT SCADA SERVER system’s database.

5.5.2 License management

In this section you can verify the license key or insert a new license (e.g. of updating or upgrading) and insert
the related activation key provided by Alleantia or by its vendor.

In section “Information” -> “License management”a popup window will open with the activation key, possibility
to upload a new license and the installed license characteristics, and options:
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| Devices | Alarms l Alarm History Report Documents Favarites Configuration L

“\, License management

Activation code

}44120fﬁdf—63bf—3m1—835f—e1 bed5ec2dch

|z Upload

Installed license information

Feature Available in license Currently in use
Modbus Gateway Yes Mo

Modbus write Yes

Locked device catalogue Mo

Energy pack Mo

Machine pack Mo

REST ARl Mo

REST APl write Mo

Figure 58- License management

5.5.3 Informations

In this section the version of installed software license is provided.

| Devices | Alarms I Alarm History I Report i Documents l Favorites | Configuration |_

o

w Informations

Software information

|Version: 342

Figure 59 - Informations

5.5.4 Logs

It is possible to generate audit log in different sections of software, useful to debug problems in different levels:
communication protocols, devices, user interfaces.

Go to section “Information” -> “Logs” a page for the logs configuration will open.

| Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration |_

o

w Logs

File: v Lock | % Download
Logging level: ¥ || Apply...

Select a log fle from drop-down menu
Figure 60 - Logs creation

3 logs files can be generated: “Logging engine”, “Graphic interface” e “Protocol traffic”’. The levels of logging
that can be selected are: ERROR, WARN and DEBUG. It is possible to download generated logs files, clicking
the “Download” button.

7 Alleantia

ALL <THINGS> JOINED



6 User interface

6.1 Synoptics

Figure 55 shows a complete synopsis of a system in which the 2 synoptics have been created in section
“Configuration” -> “Customization” -> “Synoptics configuration” (see Section 5.3)

J Synoptics I_De\rices | Alarms | Alarm History | Report | Documents | Favorites | Configuration | ) License @) Manual 1 Logout || | =

J Distribution |

Figure 61 - Home page with synoptics
This screen is automatically displayed on the HDMI output of the IOT SCADA SERVER.

The “Synoptics”tab is not shown if there are no configured synoptics, in which case the IOT SCADA SERVER
home page becomes that of the “Devices” tab.

If a device in the system is in alarm, the “Alarms” text in the respective tab turns red.

The background of the text measures turns purple if at least one device from which they draw
a value does not respond to requests.
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6 User interface

6.2 Devices

6.2.1 System measures display

Home Devices Alarms Alarm History Report Documents Favorites Configuration

Devices and system measures = Category. Inverter Inverters Active Power
Device: Inverter 1 Partial Energy Accumulated (today)
System variables Model: SUNSYS STATION FO2 Total Energy Accumulated
=l Inverter
---Inverler 1 AE Data Alarms (1)
Fi-Inverter 2 = Fitter measure: "
£l Powermeter W
&-Power Meter L e
&-Production Meter LJl: Total Energy Accumulated
=l string Warning present
- String Control 1 L
=

“-String Control 2 @ MPPT1

OC Input Voltage
Inverter Active Power
Maodule Board Temperature
Partial Energy Accumulated (today)
Total Energy Accumulated
Warning present

@ MPPT2

[ TR T T

0 kWh

false

ov
0 kW
0sc
0 KWh
0 KWh

false

Figure 62 - System measures display

) License @) Manual Logout | N HE

0 kW
0 kWh
0 kWh
Walue Min Range
0
0

Iax

a00
36

ONLINE

at 8/4/14 11:01:09 AM

PEPEEEDE @ @

B

All of the devices being polled by the IOT SCADA SERVER can be seen in the tree menu structure on the left,
sorted by category, and beside each device there is an icon that represents the reachability state. If operating

normally the _T_icon will appear, and if the device is not reachable the T

icon will appear; if there are alarms

for a device, an additional warning icon % will appear next to the name, and if some measures were not read

correctly the [;_ﬁ icon will appear.

Once you select a device, the reachability state will be replicated in area on the right as well, together with the

date and time of the last communication attempt made:

ONLINE
al 27/06/12 14.05.30

CAUTION

OFFLINE

al 27062 14.08.22

If the device is not reachable, first ensure that the device is turned on, then check the wiring and finally
the configuration of the IOT SCADA SERVER.
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6 User interface

6.2.1.1 Data and alarms display

The device measures read are divided into the two tabs “Data” and “Alarms”. Information and icons can be
associated with each:

B Logging enabled

Logging disabled
:ﬂ' Alarm enabled

@ Alarm disabled

4L Active alarm

During normal operation the “Alarms”tab will look the same as the “Data”tab. In the presence of active alarms,
however, the text of the “Alarm” tab will appear in red and the number of active alarms will be indicated.
Selecting this tab will display all the measures associated with an alarm and those in active alarm condition
will have a red background:

Home | Devices | Alarms | AlarmHistory | Report | Documents | Favorites | Configuration J License @) Wanual G Logout | N M=
Devices and system measures &« . o .
Category: Inverter Inverters Active Power 0 kW ONLINE
- i ergy A ed (today)
Device: Inverter 1 Partial Energy Accumulated (today) 0 kWh -

System variables Madel: SUNSYS STATICON FO2 Tatal Energy Accumulated 0 k\Wh

=]
Inverter Data | Alarms (1)

#-Inverter 1 L2
E-Inverter 2 = Filter measure: "
=l Powermeter T Val i R 1
Hr-Power Meter = N leasure alue in 2hs LELS S
i = | 1 “
=-Production Meter x el e =T false =]
=l String .
-String Control 1 =] Insulation sensor fault false 48
~-String Control 2 2 Interface protection fault false 48

Maintenance alarm false = =
Madule 1 in parallel general alarm false ~9 B
Module 2 in parallel general alarm false "l
Maodule 3 in parallel general alarm false ~5‘, B
Module in parallel with different configuration false .g B
Modules communication fault false 48
Output AC Mains Contactor fault false %.‘ B -

Figure 63 - Measures in alarm state
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6 User interface

In the event that the device is offline, the background colour of all its measures will be purple and the value
displayed will be that related to the last valid reading, or a series of dashes if there has been no communication:

|‘ Home | Devices I Alarms I Alarm History I Report I Documents | Favorites I Configuration ‘ i License @@ Manusl | Logout | 0 §|
Devices and system measures & Category: Powermeter OFFLINE
(B Select ) Graph Device: Production Meter stEaTE T oz AN

System variables Medel DIRIS 440 (last answer st 8/4/14 11:02:57 AM)
=]

Inverter L= l—| Data | Alarms |

“Inverter 1 &

“Inverter 2 = Filter measure: *
=l Powermeter ;

B r Meter = Weasure Value Min Range Iax

Production Meter E :| @ Controllo energie =

=l string
\--§tring Control 1
“--String Control 2

Figure 64 - Communication error device

To facilitate the search for a measure, it can be filtered by name with the appropriate field:

Filter measure: | y

Figure 65 - Measure name filter

Or use the breakdown in sections, if any, selecting a single section from the tree menu structure on the left,
such as, for example, “MPPT2”, which will result in the closure of all the sections except that selected, making
visible only part of the device measures:

Measure Yalue
G System
@ MPPT1
@ MPPT2
[ DCInput Voltage 499y
[]  Inverter Active Power 13,4 KW
[ Module Board Temperature 24 °C
[] Partial Energy Accumulated (today) 1184 KWh
[] Total Energy Accumulated 78.451 KEWh

Figure 66 - Device sections

p———
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6 User interface

6.2.2 Graphs

To generate a graph of the time trend of one or more measures, select measures of interest by checking the

appropriate box and then press the button:
@ Graph

CAUTION
The graph can only be generated for measures that were recorded in the time interval chosen. To
change the recording state of a measure see Section 5.2.3.

A screen will appear as in Figure 61:

Home | Devices | Alarms | Alarm History Report | Documents Favorites | Configuration (J License @) Manual Y Logout | | H=

Devices and system measures « Startdate:  [21/09/12 Final date: [23/09/12 [ iy Update graph ] [ - Export data ]
[ select Starttime:  [0.00 & Endtime: [11.29 (& "% Resetdate || % Save graph
System variables
B Inverter 5
E-Inverter 1 A% 60
55
(]
50
45
= 40
| 35
E
e 30
25
PPT3 20
E Powermeter 15
Power Meter 2
Production Meter 2 o
£ string 5
i string Control 1 EN- o
(I N e e e
String Control 2 B 00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00
=Inverter 1 - System - Inverters Active Power [KW] ==Inverter 2 - System - Inverters Active Power [\‘W]‘
[« []

Figure 67 - Graphs

The temporal controls for the generation of the graph are located at the top. The default date and time interval
runs from the current date and time to midnight on the previous day. These can, however, be edited and a

new graph generated by pressing the “Update graph” button.
To restore the default interval, press the “Reset date” button.

Once a graph has been created, the reference time interval can be changed using the buttons below:

moves the time interval back by 90%
moves the time interval back by 40%

Q decreases the time interval by 20%

« increases the time interval by 20%

moves the time interval forward by 40%

P

23

moves the time interval forward by 90%
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6 User interface

The graph is automatically regenerated after pressing one of these buttons.

To change the selection of the measures to be plotted, return to the system and device measures display
screen by pressing the button:

Select

Select or clear the measure by using the check box again.
The measures currently selected are listed in the tree menu structure on the left. These can also be removed

by pressing the icon:

6.2.3 Measure write

Some measures can be written, therefore it is possible to insert value to write into measure. To do it you should
be authorized by logging in with user/password: go to section “Configuration”, login, and return to section
“Devices’. Select a device to open the measures list. The writeable ones can be identified by the presence of
a button on the row, see figure below.

[ Uscita digitale 1 lal =
[ Uscita digitale 2 l'al =
[ Uscita relé 1 luls B
1 Uscitarela 2 ralsem B

Pressing the button a popup window will open that allows to insert new value.

Current measure value: false
Insert value to write into measure "Uscita relé 2™

I o Ok ” % Cancel

Writing is carried out in few seconds and while waiting the selected measure’s line turns orange, keeping the
old value.

== | O [ =1

[  Uscita digitale 2 tal =
L] Uscita rele 1 [al B
| Uscita relé 2 false jl | .
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6 User interface

Once writing is complete, the line turns white again and the value is updated.

Uscita digitale 1 1:u
Uscita digitale 2 'rals.
Uscita ralé 1 Tals.
Uscita rele 2 Tals

PREEE

6.2.4 Exporting data to Excel

Once a graph has been generated, the data can be exported in Excel format by pressing the button:

&Expnrt data

You will be prompted to save the dataExport.xIsx file containing ALL of the values recorded by IOT SCADA
SERVER for the measures that are currently selected within the selected time interval in Excel 2007 format.
N.B. Excel 2007 limits the number of rows in an Excel spreadsheet to 65536. If the number of data exported
is greater, the “excess” data will be automatically deleted.

6.3 Alarms

The current active alarms on all devices to which the IOT SCADA SERVER is connected can be viewed in the
‘Alarms” section. The list is sorted by date and time, but the order in any column can be changed by clicking
on the corresponding heading.

Home Devices | Alarms Alarm History | Report | Documents Favorites Configuration ) License D Manual Y| Logout | I HE

Date and Time = Device name Section Measure Alarm description State

Figure 68 - Active alarms

If there is no alarm the message “No active alarm” will be displayed. If alarms are present, the text in the
‘Alarms” tab will be red, even when the tab is not open.

Custom alarms are also reported in this section.
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6.4 Alarms history

To display a history of the alarms that were triggered in the devices connected to IOT SCADA SERVER enter
the “Alarm history” section. If alarms are present, the screen that appears is like that in Figure 63:

Home | Devices | Alarms | Alarm History | Report | Documents | Favorites | Configuration @ License @) Manual Y Logou
£l Data sorting ———————————— <y Alarmtype filter — <y Date filter
Per svent - I Heasure Start Date x
¥l Device Final Date x
* System
Alarm Data (ON) Alarm Data (OFF) Alarm type Device Description Section Alarm Description Notification Timestamy Notification Timestamp 1
64114 11:10:13 AM Measure Inverter 1 System Low Impedance to Ground
6/4/14 11:05:14 AM Measure Inverter 1 System Low Production on Inverter 1
6/4/14 10:56:16 AWM 6/4/14 11:00:54 AW Measure Inverter 1 System Output Trasfo overtemperature
6414 10:56:18 AM 6414 11:00:54 AWM Measure Inverter 1 System System AC Frequency fault
G414 10:56:18 AM 64114 11:00:54 AWM Measure Inverter 1 System System AC Voltage fault
6414 10:56:16 AM 64114 11:00:54 AM Measure Inverter 1 System System AC Voltage Quality fault
6/4/14 10:56:16 AM 6/4/14 11:00:54 AM Measure Inverter 1 System Parallel fault
6/4/14 10:56:16 AWM 6/4/14 11:00:54 AW Measure Inverter 1 System | Leak sensor Fault
G414 10:56:18 AM 6414 11:00:54 AWM Measure Inverter 1 System External Shutdown Activated

U 27| > bl

Figure 69 - Alarm history per event

The list is sorted by date and time in descending order and the alarms displayed can be filtered based on a
date interval to be specified in the “Date Filter” fields, and on the type of alarm, to be specified in the “Alarm
type filter” box. Thereafter the alarm corresponding to the filters set will be displayed by clicking on the
“Update” button.

There are 3 types of alarms in IOT SCADA:

* Measure alarms
o These are default alarms set on catalogue device measures, or defined by the user as shown in Section
5.3.3.

e Device alarms
o These are generated when a device does not respond to requests and becomes offline

e System alarms
o These are generated by multiple abnormal situations, such as a backup failure, an improper shutdown
of the IOT SCADA SERVER, an error while sending a notification, etc.

In Figure 63, “Per event” selected in the “Data sorting” box, the alarm ON and the corresponding OFF alarm,
if any, are grouped together in the same row, thereby facilitating the relationship between alarm events.
If it is not possible to display all the alarms on the same page, the list can be scrolled by means of the page

navigation controls at the bottom.

If the alarm notification has been configured (see Section 5.4.1), there is a :] button at the end of each
row. If this is pressed, a popup window as in Figure 64 will be displayed, with details on the forwarding of the
notification.

-

Alarm State Type Motified Motification Date Retries
oM mail Mo 1

Figure 70 - Notification details
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The alarm history can also be viewed by sorting the data in a chronological manner (i.e. selecting the option
“Chronology”) in which the alarms are presented in the reverse order in which they occurred, that is with the
most recent at the top of the list together with the information about the state of the alarm ON (device in alarm)

separate from that of the alarm OFF status (device alarm over), as in Figure 65:

Home Devices

Il Data sorting

Alarms

Alarm History Report

“y Alarm type filter—

Documents

Favorites

“y Date filter

Configuration

|| )

Chronology M ¥ Measure Start Date:

¥ Device Final Date *®

¥ System
Alarm Timestamp Alarm type Device Description Section
6/4/14 11:10:13 AW Measure Inverter 1 System
G414 11:05:14 AW lMeasure Inverter 1 System
G414 11:00:54 AN Measure Inverter 1 System
6/4/14 11:00:54 AW Measure Inverter 1 System
G414 11:00:54 AW lMeasure Inverter 1 System
G414 11:00:54 AW Measure Inverter 1 System
6/4/14 11:00:54 AW WMeasure Inverter 1 System
G414 11:00:54 AW leasure Inverter 1 System
G414 11:00:54 AN Measure Inverter 1 System

1 30 » W

Alarm Description

Low Impedance to Ground

Low Production on Inverter 1

Qutput Trasfo overtemperature

System AC Frequency fault

System AC Voltage fault

System AC Voltage Quality fault

Parallel fault

External Shutdown Activated

I Leak sensor Fault

Figure 71 - Chronological alarms history
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ON

OFF
OFF
OFF
OFF
OFF
OFF

OFF
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6.5 Report

In the "Report” section of the main menu it is possible to choose the type of report to generate:

Synoptics Devices Alarms Alarm Histary Report Documents Favarites Configuration

* Single measure reports Comparison between measures Comparison between periods U=+

Report parameters

Feport on E]

Feriod ® Daily Maonthly
Day 11917

Figure 72 - Types of report

Energy reports can be generated (growing monotonic measures), enabling the daily or monthly progress of
the energy measures to be analysed in different ways:

the single measure energy report represents the simplest type of energy reports focusing the analysis on a
single energy measure. This is the most compact of the various reports as it is composed of a single page
with a bar graph and data table.

the energy report “comparison between measures” highlights the differences between energy measures
over the same period of time. This is useful in comparing energy production and consumption in a system,
as well as for discovering any inefficiencies in devices regarded as similar (e.g. different production by
inverter of the same model connected to the same number of strings). This contains a line graph and one
or more data comparison tables between different measures.

the energy report “comparison between periods” analyses the performance of one energy measure over
several days or several months. It enables, for example, the comparison between the energy produced in
July 2012 with that produced in the same month of 2013. It contains a line graph and one or more data
comparison tables between different periods.

The measures and the periods over which the analysis is to be performed must be defined in each of these
reports by filling in a special form of input parameters.

83

Report parameters

Feporton E]

Period * Daily "' Monthly
Day 11917

Figure 73 - Input parameters form for the single measure report
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If the report is a comparison of several measures, then more than one measure can be chosen. Similarly, for
the comparison report between several periods more than one period can be chosen.

Report parameters Report parameters
Measures Inverter 2 - System - Total Energy Accumulated ] Weasures Inverter 1 - System - Total Energy Accumulated | [=]
Inverter 1 - System - Total Energy Accumulated
Period Daily ® Monthly
Period Daily ® Monthly Honths May 2012 %'M'GJ
June 2014
Manth [ June v |[2014 v i Delete
Grafico ¥/ Include graph in report Graph ¥l Include graph in report
Figure 74 - Choice of multiple measures for the comparison Figure 75 - Choice of multiple periods for the comparison
report between different measures report between different measures

After filling in the parameter input form, a preview of the report can be generated by pressing the “Generate”
button. A few moments later a popup window will open displaying the generated document consisting of a
graph and one or more tables; at the bottom of the popup window there are buttons that are used to save or
forward the report displayed via email. The email forwarding occurs after the recipients of the mail have been
entered in the appropriate popup window that appears after the “Send” button is pressed. To use this feature
the notification parameters must be configured, as described in Section 5.4.1.

- =
Plant Monitoring ,
Monthly energy report for July 2014 |
25 2
2 g 21
20 1w o w1 20 . 2 16
i , ki .
| 13
i g

12 3 4 5 & 7 8 &% 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 D26 27 24 2% 10 N
Giomo

M Inverter & - System - Energia iotale prodotta |

Giama Energia (kWh) Giarng Enargia (kWh) Gilorng Energia (kWh)
1 .00 12 21,10 3 0.00
F] 2252 13 1864 24 0.00
3 16,34 1“ 1745 25 0.00
4 1828 15 1987 F 000
5 2043 16 2112 7 0.00
[ 18,53 17 18,23 L] 0.00 v 3

[ = Save ” » Send “ % Sendto Dropbox ” {3 Close l’

Figure 76 - Single measure energy report
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B )
6.6 Documents
Devices Alarms Alarm History Report Documents Favorites Configuration License Manual Logout =
| (7] L=
-ﬂa Add
Document name “ Description Upload date

5331034 | R5485 pdf User guide 117314 ﬂDelete

Figure 77 - System documents

For convenience, documents that are deemed useful to the system being monitored, such as wiring diagrams
or other, can be loaded in IOT SCADA SERVER.

A popup window, as shown in Figure 72, opens when the “Add” button is pressed. Thereafter the “Upload”
button must be pressed and the document to be loaded chosen. A description, such as “System Wiring” must
be entered and subsequently the “Ok” button pressed.

You must be logged in to delete a document, in which case the “Delete” button next to each document will

appear.

I'WARMIMNG! For security reasons, files with the following exensions cannot be
loaded: [exe, com, bat, cmd, htm, html, mbt, |s]

Document Upload | Mo file uploaded

Crescription

e

I w5 Ok ” 5% Cancel

Figure 78 - Document upload
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6.7 Favourites

) License @) Manual Y Logout || N §|

| Documents I Favorites | Configuration

|| Devices | Alarms | Alarm History | Report

MName |Address |
IP Camera httn:/192.168.2.34

Figure 79 - Favourite addresses

“Favourites”, that is addresses of IP cameras present in the system or of other sites that are of interest, can

be entered in the |IOT SCADA SERVER configuration.

By pressing the “Add” button a popup window opens as shown in Figure 74. A nhame must be entered to help
understanding, such as “System cameras’, the address itself, and then the “Ok” button must be pressed.
You must be logged in to delete a favourite, in which case the “Delefe” button next to each document will

appear.

Address |

I@Dk ” ¥ Cancel ]

Figure 80 - Favourite addresses insertion

This will open in a new browser window when clicking on the address.
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7 Troubleshooting - FAQ

7.1 10T SCADA SERVER does not switch on

For the Base and UPS models (code IxS_1y1), check there is 12 V direct current on jack with terminal positive
on DC+ and negative on DC-. If voltage is over or below 12 V, change power supply or, if possible, adjust
output voltage of existing one.

For the Multi and Multi+UPS models (code IxS_1y2, IxS_1y3), check there is between 12 V and 24 V direct
current or between 15 V and 26 V alternating current on terminal DC+ and DC-. If the measured voltage is not
comprised in the specified intervals, change power supply or, if possible, adjust output voltage of existing one.

7.2 Unable to complete Internet communication test

Verify that the Ethernet or Wi-Fi connections have been made correctly and check activity state of LED LAN or
Wi-Fi on the IOT SCADA SERVER (Section 2.3.1) and the switch/router. If the IP address has been manually
configured, verify the parameter configuration with your network administrator or with the router.

7.3 Communication problems with serial devices
In the event of communication problems with serial devices, refer to the troubleshooting guide in the section
“Configuration” -> “Installation” -> “Devices configuration” that can be downloaded by pressing the button:

I &0 Troubleshooting ]

7.4 Unable to access IOT SCADA SERVER from the local network

Check that the IP address and subnet mask of the device from which you want to reach IOT SCADA SERVER
are compatible with the IP address and the subnet mask of the IOT SCADA SERVER itself (see Sections 4.4
e 5.1)

7.5 Unable to access IOT SCADA SERVER from the Internet

Check that “NAT” has been configured on the local router on port 80 of the IP address of the IOT SCADA
SERVER.

In the event that you are trying to access the IOT SCADA SERVER through a name, and not through an IP
address (e.g. mioimpianto.no-ip.org), check the DDNS configuration of the router.
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8 Contacts

Alleantia s.r.l.

http://www.alleantia.com

Registered offices: Via Tosco Romagnola, 136 56025 Pontedera (PI)
Operating headquarters: via Umberto Forti, 24/14 56121 Pisa
VAT code/Tax code: IT 02011550502

info@alleantia.com
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