Manuale di configurazione
Windows OS
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ATTENZIONE - IL GATEWAY DEVE ESSERE UTILIZZATO ESCLUSIVAMENTE PER L’APPLICAZIONE
ISC DI ALLEANTIA E NON PER ALTRI USI. SI SUGGERISCE POI DI INSERIRE NELLA
CONNETTIVITA’ DEL GATEWAY UN FIREWALL PER FILTRARE LA CONNETTIVITA’ WEB (SEGUIRE
LE INDICAZIONI DEL MANUALE ISC PER LE PORTE TCP E UDP DA MANTENERE APERTE).
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1 Configurazione iniziale BIOS

ATTENZIONE
I menu e le voci riportate in questo paragrafo sono relative al BIOS del sistema DELL Edge Gateway
5000. | menu potranno variare in funzione del sistema loT Gateway che state utilizzando.

Avvio automatico

Una vota acceso il dispositivo DELL, premere ripetutamente il tasto F2 da tastiera per accedere al BIOS;
una volta entrati nel BIOS, aprire il menu a tendina della sezione “Power Management”, selezionare la voce
“AC Recovery” e selezionare “Power on” fra le 3 opzioni disponibili. Una volta fatto cliccare in basso a destra
su “Apply”, spuntare la casella con la voce “Save as custom user settings”, cliccare su “OK” e infine cliccare
su “Exit” in basso a destra per uscire dal BIOS.

Sequenza Procedura:

1.
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1 Configurazione iniziale BIOS

2 Configurazione iniziale di Windows

2.1 Windows Firewall
Disattivare Windows Firewall dal pannello di controllo.

Procedura:

1. Premere il pulsante “Start”, cercare “Control panel” ed aprirlo
2. Una volta aperto, selezionare la voce “System And Security”

[EH Centrel Panel

1+ » Control Panel 3

Adjust your computer’s settings

Systern and Security
Review your computer's status
Save backup copees of your files with File History

Backup and Restore (Windows 7)
Find and fix problams

Network and Internet
View network status and tasks
Choose homegroup and sharing options

Hardware and Sound
View devices and printers
Add a device

5 Programs
@ Urinstall & program

4 @
® ¢k

w O Search Control Panel
View by:  Category ~

User Accounts
% Change account type

Appearance and Personalization
Change the theme

Clock, Language, and Region
Add a language

Change input methods

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optirize visual display

e~
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2 Configurazione iniziale di Windows

3. Dopodiché selezionare la voce “Windows Firewall”

‘ Systemn and Security

&« S ﬁ > Control Panel » Systern and Security

Contrel Panel Home

w Security and Maintenance
1 Review your computer's status and resolve issues E;J Change User Account Control settings

* System and Security
Troubleshoot common computer problems

Metwork and Internet

Hardware and Sound ‘I'

Check firewall status | Allow an app through Windows Firewall
Programs

System
= View amount of RAM and processor speed E;Allcw rerote access | Launch remete assistance
See the name of this computer

User Accounts

Appearance and
Personalization

Clock, Language, and Regien \[Q Power Options

Ease of Access Change battery settings | Change what the power buttons de | Change when the computer sleeps

File History

€ save backup copies of your files with File Histery | Restore your files with File History

a& Backup and Restore (Windows 7)

Backup and Restore (Windows 7) Restore files from backup

% BitLocker Drive Encryption
A Manage BitLocker

4. Infine selezionare la voce “Turn Windows Firewall on or off” situata a sinistra.

& Windows Firewall — O >
“— S ﬂ'« Syste... » Windows Fi... w | Search Control Panel 2

Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software
Allow an app or feature from gaining access te your PC through the Internet or a
through Windows Firewall network.

G Change notification settings

l g Private networks Mot connected

Turn Windows Firewall on ar
ft

& Rectore defaults l g Guest or public networks Connected ()
G Advanced settings Metworks in public places such as airports or coffee shops
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Black all connections to apps

that are not on the list of
allowed apps

Active public networks: = Metwork 2

Motification state: Metify me when Windows
Firewall blocks a new app
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2 Configurazione iniziale di Windows

5. Spuntare tutte le caselle che dicono “turn-off” e al termine premere “ok” per confermare la configurazione.

i Customize Settings

« < 1 @ « All Control Panel tems > Windows Firewall > Customize Settings w | & Search Contrel f

Customize settings for each type of network
You can modify the firewall settings for each type of netwerk that you use.
Private network setfings
Q (®) Turn on Windows Firewall
[]Black all incaming connections, including those in the list of allowed apps
] Metify me when Windows Firewall blocks a new app

w () Turn off Windows Firewall (not recommended)

Public network settings
0 i®) Turn on Windows Firewall
[C]Bleck all incoming connections, including those in the list of allowed apps
7] Motify me when Windows Firewall blocks a new app

9 () Turn off Windows Firewall (not recommended)

Cance

2.2 Windows Defender

Disattivare Windows Defender utilizzando I’editor di policy gpedit.msc

Procedure:

1. Usare la scorciatoia “tasto logo windows + tasto R” dalla tastiera per eseguire rapidamente il programma
“run” (esegui)

2. Scrivere gpedit.msc e cliccare su “OK” per aprire “Local Group Policy Editor”

3. Seguire il percorso seguente: Computer Configuration > Administrative Templates > Windows
Components > Windows Defender

4. Fare doppio click sulla voce “Turn Off Windows Defender” situata sulla destra come illustrato in fig.
seguente.

o
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2 Configurazione iniziale di Windows

[ Local Group Policy Editor - O s
Eile Action Niew Help
e aE =2 BE T
[ Store # || Setting State
| Syncyour settings | MAPS
s [ Tablet PC :

[ Metwork Inspection Systerm
| Quarantine
| Real-time Protection

| Remediation

| Task Scheduler

| Windows Calendar

| Windows Color System

| Windows Customer Experience Improver

W I_| Windows Defenderl l] Reporting
|| Client Interface —' 5can
| Exclusions | Signature Updates
j MAPS [ Threats
|| Metwork Inspection System i=| Allow antimalware service to startup with normal Mot confiqur
|| Quarantine Turn off Windows Defender Enabled I

| Real-time Protection \iz] Configure local administrater merge behavior for lists Mot configun

[ Remediation |iZ] Turn off routine remediation Mot configur
[| Reporting |i=] Define addresses to bypass proxy server Mot configun
[ Sean \i=] Define proxy auto-config (.pac) for connecting to the network Mot configun
:! signature Updates |iz| Define proxy server for connecting to the network Mot configun
i | Threats |iz| Randomize scheduled task times Mot configun
> J \Wimehsio= - nr R pochiog \i=] Allow antimalware service to rermain running always Mot configun
» || Windows Hello for Business e
| Windows Ink Workspace Wl < >
| € > Extended ;\Et_a_ndard/

|3 setting(s)

5. Selezionare “ENABLED” per disabilitare “Windows Defender”, cliccare su “Apply” ed infine su “OK” come
in fig. seguente.

&J Turn off Windows Defender O x

E} Turn off Windows Defender Next Setting

() Mot Configured Comment:
(®) Enabled
(O Disabled
Sp O At least Windows Yista
Options: Help:

This policy setting turns off Windows Defender,

If you enable this policy setting, Windows Defender does not
run, and computers are not scanned for malware or other
potentially unwanted software.

If you disable or do not configure this policy setting, by default
Windows Defender runs and computers are scanned for malware
and other potentially unwanted software.
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2 Configurazione iniziale di Windows

2.3 Windows Update

Disattivare Windows Update dai servizi di windows services.msc

1. Usare la scorciatoia “tasto logo windows + tasto R” dalla tastiera per eseguire rapidamente il programma

“run” (esegui)
2. Scrivere services.msc e cliccare su OK

3. Fare Doppio Click su Windows Modules Installer.
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. Services - O *
File Action View Help
e |F dzHE » v auwp
. Services (Local) . Services (Local)
Select an item to view its description.  Mame a Description Status Startup Type Log *
‘£ Windows Encryption Provid... Windows E... Manual (Trig... Loc
£} Windows Error Reporting Se... Allows error... Manual (Trig... Loc
£ Windows Event Collector This service ... Manual Met
‘£l Windows Event Log This service .. Running  Automatic Loc
EhWindows Firewall Windows Fi.. Running  Automatic Loc
Ll Windows Font Cache Service  Optimizes p... Running  Automatic Loc
‘£l Windows Image Acquisitio...  Provides im... Running  Automatic Loc
Ll Windows Insider Service wisve Running  Manual Loc
Sl Windows Installer Adds, modi... Manual Loc
£k Windows License Manager ... Providesinf.. Running  Manual (Trig.. Loc
EhWindows Management Inst.. Provides a c.. Running  Automatic Loc
£l Windows Media Player Met...  Shares Win... Manual Met
4 Windows Mobile Hotspot S... Provides th... Manual (Trig...  Loc
Enables inst... Manual Loc
£ Windows Push Metification...  This service ... Running  Automatic Loc
‘£ Windows Push MNetification... This service ... Manual Loc
‘£ Windows Remote Manage..  Windows R... Manual Met
EhWindows Search Provides co... Running  Automatic (D... Loc
Ll Windows Time Maintains d... Running  Manual (Trig... Lec
£ Windows Update Enables the... Running  Manual (Trig.. Lec
ELWIinHTTP Web Proxy Auto-.. WinHTTP Q..  Running  Manual Loc v
< >
\Ex'tended /(\Standard/‘
N .
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2 Configurazione iniziale di Windows
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4. Fra le opzioni “startup type” selezionare Manual, poi cliccare su Apply > OK.
File Action View Help
= ERNEIN *Nom
| | | Windows Modules Installer Properties (Local Computer) >
.. Services (Local) © . Senvic
Generdl logOn R Denendendi
Windows M 970 | ey | e Status Startup Type Log ™
Service name: rustedinstaller Running  Autematic Loc
Start the send Runni Aut i L
Display name: Windows Modules Installer pnning utomatic oc
Running  Automatic Loc
intion: Description: Enables installation, modification, and removal of ~ - .
Ees;lpt!on sscrption Windows updates and optional components. If this o porring  Automatic Loc
nables insta Manual Loc
and removal
and optional Path to executable: Manual Loc
cervice iz dis COWINDOW St servicing Trusted Installer exe Running  Manual (Trig.. Lec
of Windows St _ 5 | Running  Autematic Loc
this comput artup type: IR e Manual Met
Manual (Trig... Loc
Manual Loc
Service status:  Stopped Running  Autematic Loc
= = B = Manual Loc
a op Buse lesume Manual Net
You can specify the start parameters that apply when you start the service Running  Autematic (D... Lec
from here. Running  Manual (Trig.. Loc
Start parameters: | Running  Manual (Trig... Loc
Running  Manual Loc
Manual Loc
Cancel Aoply Running  Autemnatic Loc
Manual Loc v
£ >
\ Extended AStandard/
N - mmm



2 Configurazione iniziale di Windows

— —m
5. Fare doppio click su Windows Update.
. Services — O et
File Action View Help
=@ o= HE > > 80w
4 Services (Local) " Services (Local)
Select an item to view its description,  Name - Description Status Startup Type  Log ™
‘&L Windows Event Log This service .. Running  Autemnatic Loc
Eh Windows Firewall Windows Fi...  Running  Autematic Loc
‘EhWindows Font Cache Service  Optimizes p...  Running  Automatic Loc
‘&L Windows Image Acquisitio.. Provides im... Running  Automatic Loc
EhWindows Insider Service wisve Manual Loc
{£LWindows Installer Adds, modi... Manual Loc
EhWindows License Manager ... Providesinf.. Running  Manual (Trig.. Lec
‘&L Windows Management Inst... Providesac.. Running  Automatic Loc
EhWindows Media Player MNet...  Shares Win... Manual Met
‘£hWindows Mobile Hotspot 5. Provides th... Manual (Trig... Loc
‘&L Windows Modules Installer  Enables inst... Manual Loc
{£hWindows Push Motification...  This service .. Running  Automatic Loc
‘&L Windows Push Motification...  This service ... Manual Loc
{£hWindows Remote Manage..  Windows R... Manual Met
“£LWindows Search Provides co...  Running  Autematic (D.. Loc
W ind e Time Maintains d.. Running  Manual (Trig.. Loc
Enablesthe.. Running Manual (Trig.. Loc
7Y F Web Proxy Auto-.. WinHTTPi.. Running Manual Loc
{51 Wired AutoConfig The Wired ... Manual Loc
{ELWLAN AutoConfig The WLANS... Running  Autemnatic Loc
ELWMI Performance Adapter  Provides pe.. Manual Loc v
£ >
\Ex‘tended ,J{Standardf
N
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2 Configurazione iniziale di Windows

EE——— -
6. Fra le opzioni “startup type” selezionare Manual, poi cliccare su Apply > OK.
File Action View Help
= |FEGC=HF
| | | Windows Update Properties (Local Computer) >
.. Services (Local) . Service
: General logOn R O denci
Windows Ug 970 [ Ry | e Status Startup Type Log ™
Service name: FLSE Running  Autematic Loc
Stop the send . .
Restart the s Digplay name: Windows Update Running  Automatic Loc
Running  Automatic Loc
Description: Enables the detection, download, and installation of : :
o . sscrption updates for Windows and other programs. I this porring  Automatic Loc
escription: A Manual Loc
Enables the M | L
installation g Pathto exscutable: anua oc
and other pr CAWINDOW S system 32\svchost .exe 4 netsves Running  Manual (Trig.. Loc
disabled, usg Startup byp 5 | Running  Autematic Loc
artup type: w
"D_ttbe athEt . aneE Manual Met
or its autom )
and progrant Manual (Trig... Loc
the Window: Manual Loc
AP Service status:  Running Running  Automatic Loc
_— - o o Manual Loc
o op - e Manual Met
You can specify the start parameters that apply when you start the service Running  Autematic (D... Lec
from here. Running  Manual (Trig.. Loc
Running  Manual (Trig... Loc
Running  Manual Loc
Manual Loc
Cancel Aoply Running  Autemnatic Loc
Manual Loc v
£ >
ATTENZIONE

S| SUGGERISCE MENSILMENTE DI ATTIVARE MANUALMENTE IL SERVIZIO DI WINDOWS UPDATE
PER AGGIORNARE IL SISTEMA OPERATIVO E QUINDI RIPETERE L’OPERAZIONE SOPRA INDICATA

PER DISABILITARE IL SERVIZIO WINDOWS UPGRADE.
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3 Applicazioni da installare

3.1. Antivirus

Il sistema viene fornito con il software Avast (https:/ /www.avast.com) installato con licenza free (1 anno di
validita). Sara compito dell'utente provvedere allaggiornamento della licenza.

L'utilizzo di altri antivirus € possibile ma non consigliato, in quanto & stato rilevato un impegno di risorse di
macchina maggiore e in piu casi non compatibile con le esigenze di performance delle soluzioni Industrial 10T,
in particolare per interfacciare macchine a controllo numerico.

3.2. TeamViewer

1. Una volta aperto il file di installazione di TeamViewer, selezionare “Basic Installation” e “Personal/non
commercial use” e cliccare su Accept > Finish

E'-] TearnViewer 12 Setup — >
Welcome to TeamViewer
Remote Support, unattended access, meetings and presentations

How do you want to proceed?

(®) Basic installatio

() Installation to access this computer remotely {unattended)

() Run only (one time use)

How do you want to use TeamViewer?

() Company [ Commercial use

@Ersnnal f Mon-commerdal use

() Both of the above

] show advanced settings

.

Licznse Agresment: By continuing, you agres to the terms of the license 3
e Accept - finish
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https://www.avast.com

3 Applicazioni da installare

2. Cliccare su “Extras”, poi su “Options”.

E TeamViewer — ot

Connection  Extras  Help Feedback

1 Options
*:b RE[T Play or convert recorded session...
Tell-A-Friend

Open log files...

Allow R

Control Remote Computer

Activate license

Buy license Partner 1D
7646

o Remote contral

File transfer
Start TeamViewer with Windows
Assign device to account
Grant easy access

Free license (non-commercial use only) - UTX-3117w 1064 UE

@ Ready to connect (secure connection) |I CDmpUtir.? ‘&‘CDMECE e
3. Spuntare l'opzione “Start TeamViewer With Windows”.
E TeamViewer options
Security ? Hover your mouse over options to get additional info
Remote control Important options for working with TeamViewer
Meeting Your display name DESKTOP-QRUZ2HSE
Computers & Contacts Start TeamViewer with Window
|| Use newrGser intertace (Preview)
Audio conferendng
Network settings
Video
Proxy settings Configure...
Custom invitation
Wake-on-LAM Configure...
Advanced Incoming LAN connections deactivated w
Account assignment
B R -
13
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3 Applicazioni da installare

4. Impostare la password “alleantia”, spuntare nuovamente “Start TeamViewer With Windows” e cliccare

su OK.

E Configure Perrmanent Access

By starting TeamViewer automatically with your Windows system you wil be able to
- access your unattended computer from anywhere, anytime
- lagin to and logout from your computer and even reboot remotely

All you have to do is to predefine and remember a password along with your ID,
(The personal password is required because the default password is randomly generated and for
security reasons changed with every start of TeamViewer)

Pass'ﬂ".‘ﬂrd | BERRRERRR |

cesesseesl

| Start TeamViewer with Window

C =)

Confirm password

Cancel

Pt

5. Cliccare sezione “Security” a destra. Nella sezione “Random password” selezionare “Disabled” per
disabilitare la password casuale. Dopodiché inserire nuovamente la password “alleantia” nella sezione
“personal password” e per confermare cliccare su OK.
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E TeamViewer options >
General Options for access to this computer
Security @I password (for unattended access)
Remote control Password | tesaanaee |
Meeting Confirm password | il |
C ters & Contacts
OMmpLITErs & tontac ? Grant easy access Configure. ..
Audio conferencing
Random password (for spontaneous access)

Video

Password strength Secure (6 characters) £
Custom invitation Standard (4 digits)

Rules for connections to this computer  |5ecure (5 characters)

Advanced ﬁ'—'UFE{S EFEtEFS}

Windows logon Nofala Disabled {no random pas

Black and whitelist onfigure

(o« [ concel
e ——
I e
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Alleantia s.r.l.

www.alleantia.com

Sede legale: Via Tosco Romagnola, 136 - 56025 Pontedera (PI)
Sede operativa: Via Umberto Forti, 24/14 56121 Pisa

Partita IVA/Cod. fiscale: IT 02011550502

Tel: (+39) 050 9911933
Fax: (+39) 050 9655139
@: sales@alleantia.com

In ragione dell’evoluzione delle Norme, dei
materiali e delle tecnologie, le caratteristiche
riportate nei testi e nelle illustrazioni del presente
documento si potranno ritenere impegnative solo
dopo conferma da parte. di.Alleantia S
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